SHIFT®@

Universal Transaction Gateway Offline Transaction Manager

The Universal Transaction Gateway® (UTG’) Offline Transaction Manager application is a tool to aid in the recovery
of transactions (performed while the UTG is in offline mode) that failed to successfully upload to the Shift4 data
center.

The application allows for the UTG offline database (the UTGU.s4d file) to be loaded and displayed in order to
manage the current offline transactions by:

e Viewing transactions, including their upload status;
e  Omitting transactions from further upload attempts;
e  Resetting transactions so they can be included in further upload attempts;

e And/or recovering transactions included in UTG trace files (if available) that are missing from the offline
database so they can be included in further upload attempts.

WARNING! Transactions remain in the UTG offline database based on the
number of days configured for the Transaction Storage Period field on
the Offline Mode tab in UTG TuneUp. The default is 60 days. Once the
number of days has passed, the transactions are pruned from the
database. For additional information, see the Configuring Offline Mode
section of the UTG Installation and Configuration Guide.

service before accessing the UTGU.s4d file. If you are not able to stop the

@ Requirement: You must stop the UTG from running in Stand Alone or as a
UTG, see Appendix A for more information.
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UTG Offline Transaction Manager

Managing Transactions

To manage transactions in the UTG offline database, complete the following steps:

1. Stopthe UTG from running in Stand Alone or as a service.

2. Click Bl (Start icon on taskbar), and then enter UTG Offline Transaction Manager to search for the
application. Once located, click it to run the application.

3. From the File menu, select Open ABS database.

T —

4. Select the UTGU.s4d file, and then click Open.
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5.

The file will open and display informati

@ Universal Transaction Gateway® Offine Transaction Manager

UTG Offline Transaction Manager

on. Scroll to see additional information, including Upload Status.

[CASNIA (Delghi\UTE\UTG2\UTGU. saq1)]

@ Fie Eot Window Hep

Search Filter

Requestor Reference
Inveice.

Total Amaunt

O selectall

‘Total Amount Response Auth Code|Auth Response
» 51000 A ormorw
50 A orzIw
sas0 4 onzw
51000 A
$1000 A
5050 &
5050 A
51000 4
51000 A
5050 4
5050 &
5050 4
51000 A
5050 &
050 A
050 A
51000 &
5230

Recover from Trace
Access Token
() Mo Access Token

Oinall sub-folders

11>}
Sort By:
Card Last & Upload Status Requestor Reference
O uploaded
O ot uploaded
TansactionCount: 197 Total Amount: $675.00
Unique o Gard Last 4/ Upl Upload Status i y Error|Short Ermor Long Ermor
1Mok@kenhgr 1119 1 o
sssamsoprasnctt 3332 1 o
22Meresnatec | 2221 1 o
6883znidpsnrdt] | 6883 0 o
1 o o

s332aclfdsnisy | 3332

e | m—

Note: The Upload Status column will display one of the following:

e O0:Thet
centeri

e 1:Thet
when u

e -1:The
centeri

ransaction will be included when upload to the data
s attempted.

ransaction was already uploaded and will not be included
pload to the data center is attempted.

transaction will not be included when upload to the data
s attempted.

Tip: You can filter and sort transactions by Requestor Reference, Invoice,
Total Amount, Card Last 4, and Upload Status. After configuring the
desired fields, click Refresh to apply.

In addition, you

can perform partial searches using these fields. For

example, if you enter 19 in the Card Last 4 field and then click Refresh,

transactions with 19 in the Card Last 4 column will be displayed.
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6.

UTG Offline Transaction Manager

(If applicable) To omit transactions from any subsequent upload attempt, complete the following steps:

In the Select column, click the checkbox that corresponds to the transaction that should be omitted.

Repeat until all transactions that should be omitted are selected.

Click Omit from Upload. When prompted, select Yes to confirm that the selected transactions should be

omitted from upload.

The window displays how many transactions were omitted. Click OK.

@ File Edit Window Help

‘-.I Omit selected transactions from Upload?

Search Filter

Requestor Reference:
Invoice:

Total Amount:

Card Last a: Upload Status

Al

O Uploaded

O ot Uploaded

SortBy:

Requestor Reference

Access Token.

(O No Access Token
O inall sub-folders

omitiom dpicee

O setectall Transaction Count: 152 Total Amount: 567500
| | Timestamp Function Request serial | Card Type |Total Amount|Respon: ~
> [+ oressoitonee 0760939950 €/13/2024 4:16:36 PM WAIT SETTLE 0 51000 A
| [~ [orrssonoess 0760999349 6/13/2024 4:16:36 PM WAIT SETTLE 0 0/ Me 5050/ A
| v | orrssoncecs 0760999948 6/13/2024 £:16:37 PM WAIT SETTLE 0 0/ ax 5050 A
| [~ | orrasotiorsa 0760999347 6/13/2024 2:16:37 PM WAIT SETTLE o o Ns $1000 A
T oressornioss 0760939546 €/13/2026 4:16:57 P ) ) 51000 A
= Offine Transaction Manager
o oressoiiics 0760399325 €/13/2024 41637 P 0 0 5050 A
[ 7 orssonurc 0760939544 GAXBEETIN (et omited ) 0 5050 A
QFF35011144D 0760999943 6/13/2024 4:16:38 P 0 0 51000 A
U [ oressonisy 0760999942 6/13/2024 ¢:16:38 P oK 0 0vs $1000/A
OFF3501115AA 0760988841 €/13/2024 4:16:38 P ) o me 5050 A
T[T orrssorisrs 0760939540 €/13/2024 4:16:38 P ) 0 ax 5050 A
I T oreasonvases 0760399335 €/13/2024 4:16:39 PM WAIT SETTLE 0 o ns 5050 A
[ oressorisre 0760990938 6/13/2024 £:16:39 PM WAIT SETTLE 0 o/vs $1000 &
| [~ Jorrssonzen 0760999337 6/13/2024 4:16:33 PM WAIT SETTLE 0 0 Me 5050/ A
| [~ [orrssonazec 0760999936 6/13/2024 £:16:39 PM WAIT SETTLE 0 0/ ax 5050 A
C| [ Jorrasotazse 076099935 6/13/2024 2:16:35 PM WAIT SETTLE o o Ns 5050 A
T[T oressoisrs 0760930934 €/13/2024 &:16:39 PM OFFLINE SETTLE ) ) 51000
T/ orrasoriisec 0760399333 €/13/2024 2:16:33 PM OFFLINE SETTLE ) ) 5050
Recover from Trace
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UTG Offline Transaction Manager

For any transaction that was omitted, its Upload Status is now -1; meaning, the transaction will not be
included when upload to the data center is attempted.

&) Universal Transaction Gateway® Offine Transaction Manager - [C:AShita (Delphi)\UTG\UTG2\UTGU.s4d(1)]

© File Edt Window Help EEE
Search Filter SortBy:
Requestor Reference: Card Lasta: UPIW: Status Requestor Reference v
A
Invoice O Uploaded
Total Amount O Not Uploaded

O setectall Transaction Count: 152 Total Amount: 567500

min |caraType [Total | [Auth Codte| aut R |unique 1a cardLasta|u | | | | [ ~
ovs s1000 A asoas L1158aKss2uz7 1119 o I
0 0 mMc 5050 A 442184 3332180pkds52r48 | 3332 0 0
0 0/ax 5050 A 245000 20t6nvicss2 7oz 2221 [J 1
0 o NS 51000 A 24800 6883nidpsSzjkw 6883 o o
Il o 51000 A 2as782 1118znédeesStows 1119 o o
0 o 5050 A 205082 333nkacsssak | 3392 o 1
Il o 5050 A 205382 2221nfgshesss02 2221 o 1
0 0 51000 A 47284 6883917n8js52gb9 6883 [} [J
0 ojvs 51000 A 245880 11155tkgasszyne 1119 [J [J
0 0 Mc 5050 A 240804 3332)1d88ks5270t 3332 o o
ol o/ax 5050 A 02880 216ws1amsszz 2221 o o
0 ons 5050 A 0382 68834k057s52k0p 6863 o o
H ovs 51000 A w7388 11197s4rpssz0s | 1119 0 0
0 0 mc 5050/ A 41384 3332r3bc96557553 | 3332 [J [J
0 0/ax 5050 A 247604 227189mnmxsSegt: 2221 [} [J
0 o NS 5050 A 2230 68838jexdrsSzyy | 6883 o o
ol o s10.00 11196erunissa71d 1118 o o

o o 5050 sssactrasssz | 3332 o o .

Recover from Trace

(O No Access Token
O inall sub-folders
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UTG Offline Transaction Manager

7. (If applicable) To reset transactions so they will be included in the next upload attempt, complete the
following steps:

e Inthe Select column, click the checkbox that corresponds to the transaction that should be reset.
e  Repeat until all transactions that should be reset are selected.

e  Click Reset Transactions. When prompted, select Yes to confirm that the selected transactions should be
reset and included in the next upload attempt.

Reset selected transactions?

e The window displays how many transactions were reset. Click OK.

© Fie Edt Window Help BEEA
Search Filter SortBy:
Requestor Reference: Card Lasta: Upload Status. Requestor Reference
Al
Invoice: O Uploaded
Total Amount O ot Uploaded
O selectall Transaction Count: 192 Total Amount: $675.00
i | | Timestamp Function Request serial WD Card Type |Total Amount|Respon: ~
B OFF350110DBE 0750939950 6/13/2026 &:16:36 PM WAIT SETTLE 0 ovs
| [~ orFssonioess 0760999349 6/13/2024 £:16:36 PM WAIT SETTLE 0 0 mC S050 A
| [T orFssonioecs 0760999348 6/13/2024 4:16:37 PM WAIT SETTLE ) 0 ax $050 A
[ orFssoiiorsa 0760999347 6/13/2024 4:16:37 PM WAIT SETTLE ) o/Ns 51000 A
[ oressoniioes 075039925 6/13/2024 41637 P ——— o o 51000 A
= ine Transaction Manager X
Il QFF3S01LIICE 07508595 6/13/2024 4:16:37 PM - [ [ s050/A
T[T orrssorzre 0760858504 GIAEIEIIM | o @) eset [J [J 5050 A
Il OFF35011142D 076099903 6/13/2026 £:16:38 PM [J [J 51000 A
| [T |orrssonisar 0760999342 6/13/2024 4:16:38 PM oK L) ovs $1000A
[~ orFssoirisan 0760999941 6/13/2024 4:16:38 PM . ) o/ Mc s0s0/a
[V oressonists 0760900940 €/13/2024 4:16:38 PM o o/ ax 5050/ A
| [© |orFasonnises 0760999939 6/13/2024 4:16:39 PM WAIT SETTLE ° oNs 5050 A
| v orFasonnises 0760999938 6/13/2024 4:16:33 PM WAIT SETTLE 0 ovs 51000 A
| v orFssonazen 0760999937 6/13/2024 £:16:39 PM WAIT SETTLE 0 0 mC S050 A
| [T orrssonazec 0760999336 6/13/2024 4:16:39 PM WAIT SETTLE ) 0 ax $050 A
[~ orrssoiiisse 0760999935 6/13/2024 4:16:39 PM WAIT SETTLE ) o/Ns s0s0/a
[ oressoisrs 0760399934 €/13/2024 4:16:39 PM OFFLINE SETTLE o o 1000
| I JorFasonnasec 0760999933 6/13/2024 4:16:32 PM OF FLINE SETTLE 0] 0] $050
Recover from Trace
(O No Access Token
O inall sub-folders
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UTG Offline Transaction Manager

For any transaction that was reset, its Upload Status is now 0; meaning, the transaction will be included

when upload to the data center is attempted. In addition, all error values were cleared (Primary Error,

Secondary Error, etc.) and the number of Upload Attempts was reset to 0.

&) Universal Transaction Gateway® Offline Transaction Manager - [CASHift4 (Delphi)\UTG\UTG2\UTGU.s4d(1)] -+ x

© File Edit Window Help BEER
Search Filter Sort By:
Requestor Reference: Card Lasta: Upload Status. Requestor Reference
Al
Invoice: O uploaded
Total Amount O Nt Uploaded
O selectall Transaction Count: 192 Total Amount: $675.00
Total Amount|Response| Auth CodeAuth Response|Unique Id Card Last 4| Upload Attempts | Upload Status | Primary Error|Secon dary Error| Short Ermor Long Erfor
51000 A 240644 118kyr3ks5zw27 1118 0 1
5050 A aanas 3392180pkdsSaré8 3332 ) 1
5050 A aasaas 2221f6ntcsseTbz | 2221 ) 1
51000 A 200 6883anjdpssakw 6863 ) 1
51000 A 28744 11192hadetsSziw: 1119 0 1
5050 A 445044 333nk32c5ssack | 3332 0 1
5050 A aas3as 2221nfg5h9s52s02 2221 ) 1
51000 A aa7208 6883027nBjs52gb0 6883 0 1
51000 A aassas 1118i5tkgasszyhe 1118 ) 1
5050 & 220882 sssapassksszree 3332 ) 1
» 5050 A 2awsiarsse | 221 o I o o
5050 A 688340K057552K0p 6883 0 0 0 o
51000 A 11187s4psSzos | 1118 0 0 ) o
5050 A 3392130c98s52553 3332 ) ) ) o
5050 A 7680 222189mnmysszgt 2221 ) 1
5050 & 20382 eea3sjetoisszyy 6883 ) 1
51000 111964rwzissz71d 1119 0 1
5050 333xclfadsszie | 3332 0 1
Recover from Trace
(O No Access Token
O inall sub-folders
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8.

UTG Offline Transaction Manager

(If applicable) To recover transactions from UTG trace so they will be included in the next upload attempt,

complete the following steps:

e Inthe Recover from Trace section, complete one of the following steps:

o (If applicable) Enter the Access Token you use to process transactions via Shift4. This will enable the

Recover button.

4 Universal Transaction Gateway® Offline Transaction Manager - [CAShift4 (Delphi]\'TG\UTG2\UTGU.54d(1)] -+ x

© File Edit Window Help

Search Filter

Sort By:

Requestor Reference: Card Last 4: Upload Status Requestor Reference
Al
Invoice: O uploaded
Total Amount: O Not Uploaded
O selectall Transaction Count: 192 Total Amount: $675.00
Select|Requestor Reference Invoice Timestamp Function Request Serial | Card Type [Total Amount|Respon: ~
> | oFF3s0110D8E 0760999950 6/13/2024 2:16:36 PM WAIT SETTLE 0 ovs $10.00 A

[~ orrasoiioees o760999849 6/13/2026 2:16:36 PM WAIT SETILE o 0 M 050 A

[~ orrasor10ece 0760399348 6/13/2024 :16:37 PMWAIT SETTLE 3 0 ax 5050 A

[~ orrasororsa 076099827 6/13/2024 £:16:37 P WAIT SETTLE o ons s1000 A

[~ oFF3so111066 0760939946 6/13/2024 4:16:37 PM WAIT SETTLE 0 0 51000 A

[ oFf3so111LCc3 0760099945 6/13/2024 2:16:37 PM WAIT SETTLE 0 0 5050 A

[ ore3soitizre 0760399944 6/13/2024 4:16:38 PM WAIT SETTLE 0 0 $050 A

[~ orrasoritazn o760999043 6/13/2026 2:16:38 P WAIT SETILE o o 1000 &

[~ orrasorrisar 0760399342 €/13/2024 4:16:38 PMWAIT SETTLE 3 ovs 51000 A

[ orrasoinisaa 0760999541 6/13/2026 4:16:38 PM WAIT SETTLE ) 0 mc 5050/ A

[~ oFF3s0111615 0760939940 6/13/2024 4:16:38 PM WAIT SETTLE 0 0 AX 5050 A

[ OFF3s0111686 0760099939 6/13/2024 2:16:39 PM WAIT SETTLE 0 0 NS 5050 A

[ orF3soiiiers 0760339938 6/13/2024 4:16:39 PM WAIT SETTLE 0 ovs $10.00 A

[~ orrssoruizen o760999837 6/13/2026 2:16:33 P WAIT SETILE o 0 M 050 A

[~ orrasorntzec 07560399936 €/13/2024 :16:38 PMWAIT SETTLE 3 0 ax 5050 A

[~ orrasornisee 0760999535 6/13/2026 4:16:38 PM WAIT SETTLE ) o/ns 5050/ A

[~ orFssoi1iers 0760939934 6/13/2024 4:16:33 PM OFFLINE SETTLE 0 0 510,00

[ OFF3so11198C 0760099933 6/13/2024 2:16:39 PM OFFLINE SETTLE 0 0 5050

Recover from Trace

(O No Access Token
O inall sub-folders

o (If applicable) Enter the Serial, Merchant Id, and APl Password you use to process transactions via

Shift4. This will enable the Recover button.

Recover from Trace

Serial: 12345 [:] Use Access Token
Merchant Id: 9876543 (D in all sub-folders
APl Password: f893idf-§95

Tip: If the Serial, Merchant Id, and APl Password fields are displayed but
you need to enter an Access Token, select Use Access Token. If Access
Token is displayed but you need to enter Serial, Merchant Id, and API

Password, select No Access Token.
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UTG Offline Transaction Manager

(If applicable) Select In all sub-folders to look in the root folder and all sub-folders within that root folder.
(The root folder will be specified in a later step.)

Click Recover.
In the Browse for Folder window, complete the following steps:

o Select the folder containing the UTG trace files with the TRC extension (which contains the offline
transactions to be recovered).

o Click Select Folder.

@ File Edit Window Help BEEH
Search Filter © Select folder containing trace files X
Requestor Reference: Card Last & ference
e © [« UTe > Tace v 0| | SearchTiace £
Invoice:
otel Amount. Organize »  New folder R = @
[ WHATMVRZ A Name Date modified Type
e 4w sorsan
I I [rimestomg * i Respon: -
> OFF350110D8E 0760399950 oisjasd - WHPROCOAV 2
T T orrssoicees o70s9sseg 61320244 L WH-PROC-VO! A
| [~ orrssorioecs 0760999948 6/13/20244 || WH-PROC-VO2 A
| [T oeessotiorsa 0760999047 6/13/20244) WH-PROC-VO3 A
OFF350111065 0760399925 /1302 A
[ orrasonnics 0760399925 iz w WH-OATESTVO A
T T orrasornaare 0760999824 6/13/202¢4 L WH-TOKEN-vO1 A
| [T oFrasoiiiesn 0760999943 6/13/2024 4 1) WH-TOKEN-V02 A
[ [T orssotutsy 0760899922 6/13/20204 WH-TSYSVO1 A
OFFIS01115AA 0760999021 302 A
T[T orrasornsis 0760399920 e/iyj02ed o WHTSYSVO2 A
T[T orrasoinses 0760399939 61320264 Ll WH-UTG2V01 A
| [ oressorniers 0760999938 6/13/2022 4 WH-UTGAPIQA- A
[ ormssouzen 0760999937 61320244 A
T [ orrssouirec 0750839935 ohiymng = neees@ < > ola
| [~ oFFssorutese 0760999935 6/13/2022.4) Folder: | Trace A
T [ lorrasornaers 0760990834 6/13/2000 4
[T ormsoiissc oreosssses op1ya00s4 Cancel
Recover from Trace
(O No Access Token
O inall sub-folders
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UTG Offline Transaction Manager

e The window displays how many transactions were added. Click OK.

O File Edit Window Help CIeLA
Search Filter Sort By:
Requestor Reference: Card Last 4: Upload Status Requestor Reference
® 4l
Invoice: O uploaded
Tota! Amount O NetUploaded
O selectall Transaction Count: 166 Total Amount: 576350
|i | [Timestamp Function Request Serial WD Card Type [Total Amount|Respon: ~
5 [ oFrasoiionee 0760895950 6/13/2024 4:16:36 PM WAIT SETTLE o ovs
| [T orrssorioess 0760999049 6/13/2024 4:16:36 PM WAIT SETTLE 0 0 MC 50.50 A
[~ orrasoiioecs o760399928 6/13/2024 41637 PM WAIT SETTLE o 0 ax 5050 A
[~ orrasororsa 0750999927 6/13/2026 4:16:37 PM WAIT SETTLE o ons 51000 &
| [T |orFssorni066 0760999346 6/13/2024 41637 P E— p— x 0 0 $1000 A
T[T oerssonc 0760999035 6/13/2026 a:16:37 o/ [J [J 5050 A
OFFSS0LI2FC 760895024 6/13/202% :16:38 P [ [ 50 A
oo /13! 4transaction(s) from trace added s
[ oFFsso11144D 0760999943 6/13/2024 4:16:38 P! o o 51000 A
[~ orrasoiiiszy 760399922 6/13/2024 41638 P oK o ovs S1000 A
[~ orrasoiiisas 0750999921 6/13/2026 4:16:38 P s o o mc 5050 A&
| [T oressoruzec 0760999936 6/13/2024 3:16:33 P! 0 0 AX $0.50 A
| [T orrasorutese 0760999935 6/13/2024 2:16:39 PM WAIT SETTLE 0 0 NS 5050 A
| [T orrssoruars 0760938834 6/13/2024 4:16:39 PM OFFLINE SETTLE 0 0 $10.00
[ orFssoi1198c 0760999933 6/13/2024 4:16:39 PM OFFLINE SETTLE o o 50,50,
[~ orrasoii1a0m 0760399932 6/13/2024 4:16:39 PM OFFLINE SETTLE o o 5050
[~ orrasoiitas: 0750999931 /13/2026 4:165:40 PM OFFLINE SETTLE o o 5050,
| [T orFssor1is0z 0760999930 6/13/2024 4:16:40 PM OFFLINE SETTLE 0 0 $10.00
| [T orrssornieze 0760999929 6/13/2024 2:16:40 PM OFFLINE SETTLE 0 0 5050,
Recover from Trace
(O No Access Token
O inall sub-folders -

e  For any offline transaction recovered from the trace files, it is added to the current list of transactions
with an Upload Status of 0; meaning, the transaction will be included when upload to the data center is
attempted.

9. When you’re done managing the transactions, click Close.

10. Restart the UTG, which will initiate the upload attempt.
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UTG Offline Transaction Manager

Appendix A — | Cannot Stop the UTG

If you are not able to stop the UTG, read the following steps and determine if they are appropriate for your
situation and comfort level before attempting.

1. Make a copy of the UTGU.s4d file located in the .../Shift4/UTG2 folder.

2. Modify as necessary using the applicable steps in the Managing Transactions section.

3. Requirement: Make another copy of the UTGU.s4d file located in the .../Shift4/UTG2 folder (in case
transactions were added to it while you were editing).

4. Place the edited file in the .../Shift4/UTG2 folder.

5. Review the last copy you made to ensure that you didn’t inadvertently overwrite transactions that need to
attempt upload. If you did, after all the transactions in the edited file you placed have an Upload Status of 1,
you will need to repeat steps 2-5 while taking into account what was already uploaded from the edited file.

As you can deduce from reading the steps, this method could become challenging. So, consider following the steps
in the Managing Transactions section instead.
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