SHIFT®@

Configuring UTG and TETRA Devices for the International
Gateway

This document reviews configuration details that are specific to merchants processing in Canada using TETRA
devices.

Requirement: The functionality described in this document corresponds
to UTG version 3316. Ensure the UTG is running version 3316 or above.

Requirement: The Ingenico Minimum UPP Version required is Kernel
bundle 3, UPP 8.83.02.

Tip: Other documentation that may be helpful:
e  UTG Installation and Configuration Guide
é:l e  Using Ingenico TETRA External Devices

In addition, the Resource Library contains other UTG and device

documentation.
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https://s4-myportal.s3.amazonaws.com/downloads/documentation/utg/utg%20installation%20and%20configuration%20guide.pdf
https://s4-myportal.s3.amazonaws.com/downloads/documentation/utg/using%20ingenico%20tetra%20external%20devices.pdf
https://shift4.zendesk.com/hc/en-us/categories/4408114171411-Resource-Library

Configuring UTG and TETRA Devices for the International Gateway

Required Setting on Express Tab

For merchants processing in Canada, the following is required on the Express tab in UTG TuneUp.

1. Select Send All Transactions to TM, and then complete the following steps:

In the Environment drop-down list, select the desired option:

Production: Always use this option with actual card numbers. (Production is the default setting.)
UAT: Only use this option during development and testing in a lab with test card numbers.
External QA

Internal QA

External Dev

O O O O O O

Internal Dev

Note: When Send All Transactions to TM is selected, the Environment
selection determines which Transaction Manager environment is used,
and that environment is not reflected in the Address field.

Tip: When Send All Transactions to TM and an Environment other than
é] Production is selected, a Test button becomes available. Click it to test

connectivity to the selected environment.

Click Save.

APllmerfaces Devices OfflineMode 4Go  Advanced Options Data Center

Identity Gateway
serial 24 Address nswvirtualleasedline.net
stot 1 S Port($forhex) 26880 | 6900
Host Address | 10-249.8.228 v Route Code [A | Please use "A" unless
instructed otherwise
Location [B3523 Max Score (10 5]
GUID {464A4668-8BAB-488E-BAFB-D6C56007F17C) .
Environment | Production
Api Serial Number
Api Password (J send All Transactions to TM

Verify Api Password
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Configuring UTG and TETRA Devices for the International Gateway

Settings for TETRA Devices

For merchants processing in Canada, the following are the settings when configuring TETRA devices.

1. Onthe General tab, in the Location section, complete the following steps:

e  From the Country Code drop-down list, select the country where the merchant is processing.
Requirement: For alphanumeric postal code entry on Ingenico TETRA
devices, UTG 3316 or higher must be in use and the latest FORMS.TGZ.
In addition, the country selected above must use alphanumeric postal
codes (like Canada).

e  From the Currency Code drop-down list, select the currency the merchant is using.

e  From the Default Language drop-down list, select the desired option based on the merchant’s location.

louioeric
s | : ]
0 B sovooam 5 interval (hours) 24 (5
Manual Card Entry BeenVolume 25 (3 pccTimeout 30 (5
(@ Enable McE Required Optional  Disabled Debitkeyindex 0 f5] Post-ConnectDelay © (3]
aweede  ®© o Amexkeyindex 0 5
streetNumber @ o o (O Force Reboot at Startup (O Bypass Amount OK
ZipCode ~ © o o (O ar payment Enabled
vinimumoigts 9 ) aximumigis 32 (€8T Cash Enabled
(O EBT Food Enabled
st Downlosd enabed
[ [ oo | [rrvetersoa |
B v seves Cancel
2. Onthe EMV Settings tab, complete the following steps:

In the EMV Settings section, ensure the following are selected for the applicable location.
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Configuring UTG and TETRA Devices for the International Gateway

o Contactless Enabled
o Fall Back Enabled
o Contactless EMV Refund Enabled

Note: The other setting(s) should be cleared.
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Configuring UTG and TETRA Devices for the International Gateway

e Inthe Cardholder Verification Methods section, ensure the following are selected for the applicable

Offline Plaintext PIN
Offline Encrypted PIN
Signature

No CVM

location.

O O O O

Note: The other setting(s) should be cleared.
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Configuring UTG and TETRA Devices for the International Gateway

e Inthe EMV AIDs section, complete the following steps for the applicable location.

o Select American Express, and then
enter 250 in the Contactless No CVM
Limit field.

o Select Discover, and then enter 250 in
the Contactless No CVM Limit field.

o Select INTERAC Canada, and then
enter 250 in the Contactless No CVM
Limit field.

o Select JCB, and then enter 250 in the
Contactless No CVM Limit field.

o Select MasterCard, and then enter
250 in the Contactless No CVM Limit
field.

o Select Visa Credit & Debit, and then
enter 250 in the Contactless No CVM
Limit field.

o Select Visa Electron, and then enter
250 in the Contactless No CVM Limit
field.

Note: Only the seven EMV AIDs noted above should
be enabled for Canada.

Note: These limits are set as defaults, but you can configure them to
meet your business needs if the default outlined above does not. More
specifically, these are the minimum amounts that will allow Tap to Pay to
work properly. Any transaction over the entered amount cannot be
processed via Tap to Pay.
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Configuring UTG and TETRA Devices for the International Gateway

3. Click OK.

4)Add Device + %

Device Name Lanell

Device Type  Ingenico Lane 3600 v Settings in image intentionally
cleared as they must be configured
APITerminal ID | 70211 according to the documentation
EMV Settings EMV AIDs above
O Contactless Enabled (O American Express | AD0000002501

(O American Express U.S. Common Debit | AO0000002504

(D Fall Back Enabled (O Discover | AOOD0001523010

(O visa Debit Opt Out (O Discover/Diners Common Debit | AO000001524010
O prefer Us Common Debit (O INTERAC Canada | A0000002771010
(JCB | ADODO0DO651010
DI PIN Bypass Enabled O Maestro | AGD00000043060
O Quick Chip Enabled (O MasterCard | AD0D0000041010

(O MasterCard U.S. Maestro Common Debit | A0000000042203
(O UnionPay Credit | AOD0000333010102

(O contactless EMV Refund Enabled O UnionPay Debit | AD00000333010101
(O Contactless CUP EMV Debit Enabled (O UnionPay Quasi Credit | AD00000333010103
(O UnionPay U.S. Common Debit AID | A000000333010108

(D unattended (O Visa Credit & Debit | AOD00000031010

(O Visa Electron | AO000000032010
(O Visa Interlink | ADD00000033010
cardholder Verification Methods (O Visa U.S. Common Debit | A0000000980840
(O offline Plaintext PIN
(O offline Encrypted PIN Offline Floor Limit 0 Contactless No CYM Limit 0.00
(O signature

Chip No CVM Limit 0.00 Contactless Transaction Limit 999939939939
(ODionline Encrypted PIN

Onocvm Apply to All AIDs
K Cancel

4. Click Save.
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