SHIFT®@

Bypassing UTG Offline Mode

Starting with Universal Transaction Gateway’ (UTG") version 3130, all new releases will have the Offline Mode
feature enabled by default (offering a seamless transition between offline and online processing).

As a result, Shift4 has removed the option to disable Offline Mode from UTG TuneUp. Instead, there are two
options available to bypass this feature (as detailed in the Enabling the UTG to Stay Online document). See the
applicable section below for information on how and when to utilize a bypass option:

e Using Command Prompt to Temporarily Bypass Offline Mode When Using the UTG Stand Alone

Application
e Using an Environment Variable to Permanently Bypass Offline Mode

o Creating an Environment Variable Using Control Panel

o Creating an Environment Variable Using Windows PowerShell

o Removing a Permanent Bypass

Note: The steps outlined in the Creating an Environment Variable Using
Control Panel section will be most familiar to users. More advanced users
may prefer to use the steps in the Creating an Environment Variable
Using Windows PowerShell section. Regardless of the steps followed,
when completed, the UTG will bypass Offline Mode. When the UTG
should no longer bypass Offline Mode, the steps in the Removing a
Permanent Bypass section will need to be completed.

Using Command Prompt to Temporarily Bypass Offline Mode When
Using the UTG Stand Alone Application

For UTG Stand Alone (meaning the UTG is running with a GUI on-screen), you will need to launch UTG’s Stand

Alone application from Command Prompt and pass event arguments with the application at startup to bypass
Offline Mode.

application (i.e., the UTG2service.exe cannot be launched using this

@ Requirement: This method must be used with the UTG Stand Alone
method).
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Bypassing UTG Offline Mode

The scope of this bypass is at the session level; meaning, this can be useful for one-off scenarios where you need to
ensure the UTG does not go offline for a brief period of time. It is important to note that once the UTG Stand Alone
application is closed and relaunched without the event arguments, Offline Mode will be enabled again.

To implement this bypass, complete the following steps:

1. From the Start menu, run Command Prompt as an administrator. (Ensure to accept any User Account Control
[UAC] prompts, and enter the administrator password where needed.)

Apps  Documents  Settings  Photos  More ¥

Best match

- Command Prompt N -
App Run as administrator

L5
Apps C& Run as different user
Command Prompt
. I Open file location P
® This PC App
<2 Pin to Start
».
Component Services -
[ setiings S % Open
Settings £S5 Run as administrator
@ View your PC name 5 T4 Run as different user
01 Open file location
() Change when the PC sleeps >
-3 Pin to Start
® see if you have a 32-bit or 64-bit >
2 Pin to taskbar

version of Windows

Choose your desktop background
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Bypassing UTG Offline Mode

2. In Command Prompt, if using the default UTG installation path, enter CD C:\Shift4\UTG2 and then press
Enter on your keyboard. (If the default is not in use, replace C: \Shift4\UTG2 with the current directory
the UTG is installed at on the customer’s machine.)

Administrator: Command Prompt - [u} X

orporation. A

C:\windows’ >CD C:\Shift4\UTG2

3. In Command Prompt, when the line C: \Shift4\UTG2 appears, enter Utg.2exe -N and then press Enter
on your keyboard.

Administrator: Command Prompt - [u} X

n. All

Shift4\UTG2

4. This will cause the UTG’s Stand Alone application to launch with Offline Mode bypassed. As a result, any
offline attempts to process will be returned with the declined response until the UTG Stand Alone application
is closed and relaunched without passing the event arguments.
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Bypassing UTG Offline Mode

Using an Environment Variable to Permanently Bypass Offline Mode

To permanently bypass Offline Mode in all UTG operating modes (i.e., the UTG Stand Alone application or the UTG
service [UTG2service.exe]), you will need to create a Windows® Environment Variable with these details:

(] Name: ISAPPLICATIONHOSTED
e Value:Y

When the UTG is started, it will recognize this variable is set, bypass Offline Mode, and return the declined
response. This bypass method is primarily intended for datacenter use, and there are two ways to implement it:

e Creating an Environment Variable Using Control Panel

e (Creating an Environment Variable Using Windows PowerShell

Note: The steps outlined in the Creating an Environment Variable Using
Control Panel section will be most familiar to users. More advanced users
may prefer to use the steps in the Creating an Environment Variable
Using Windows PowerShell section. Regardless of the steps followed,
when completed, the UTG will bypass Offline Mode. When the UTG
should no longer bypass Offline Mode, the steps in the Removing a
Permanent Bypass section will need to be completed.
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Creating an Environment Variable Using Control Panel
To implement this bypass, complete the following steps:

1. From the Start menu, run Control Panel.

Best match

Recent

Control Panel N (7 I

App =
Apps

Control Panel
[ Settings > App
Bl HP Audio Control >
Run > 7 Open
% Settings > e
>

<" Windows Administrative Tools
# Power Options

Bypassing UTG Offline Mode

Settings (7+)
Windows Administrative Tools
{} Programs and Features
£ Network and Sharing Center
Advanced sharing settings
£ control
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Bypassing UTG Offline Mode

2. Under Adjust your computer’s settings, click System.

5 All Control Panel tems o0 x
4 E > Control Panel > All Control Panel Items v arch Control Pane
Adjust your computer's settings Small icor
& Administrative Tools 3 AutoPlay ¥ Backup and Restore (Windows 7) & Bittocker Drive Encryption
¥ Color Management @ Credential Manager Dte and Time 7 Default Programs
& Device Manager  Devices and Printers @ Ease of Access Center = file Explorer Options
o File History A Fonts £ Indexing Options @) Intemet Options
@ sava < Keyboard D Mail G2-bit @ Mouse
B Network and Sharing Center & Phone and Modem ' Power Options { Programs and Features
& Recovery 9 Region 5 RemoteApp and Desktop Connections ¥ Security and Maintenance
9 Sound § Speech Recognition ¥ Storage Spaces @ sync Center

2, Taskbar and Navigation A Troubleshooting 8 User Accounts

& Windows Mobility Center i Windows To Go @ Work Folders

3. From the menu, click Advanced system settings. (Ensure to accept any UAC prompts, and enter the
administrator password where needed.)

= System

« 4 > Control Panel > All Control Panel ltems > System

Control Panel Home

& Device Manager

© Remote settings
@ system protection '
@ Advanced system settings

Security and Maintenance
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Bypassing UTG Offline Mode

4. In the System Properties window, ensure the Advanced tab is selected, and then click Environment Variables.

ComputerName Hardware Advanced System Protection Remote

You must be logged on as an Administrator to make most ofthese changes.

Performance
Visual effects, processor scheduling. memory usage. and virtual memory

Settings.

User Profiles
Desktop settings related to your sign-in

Seftings...

Startup and Recovery
System startup, system failure, and debugging information

Seftings...

E entVariables...

0K Cancel Appl

Document vl.1 | UTG v3130+
© 2023 shift4. All rights reserved.
External Use NDA
Page 7 of 13



5.

In the Environment Variables window, in the System variables section, click New.

Environment Variables

User variables for hsmith-sa

System variables

Delete

New.

Delete

Cancel
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Bypassing UTG Offline Mode

6. Inthe New System Variable window, complete the following steps:

e Inthe Variable name field, enter ISAPPLICATIONHOSTED.
e |nthe Variable value field, enter Y.
e (Click OK to save the variable.

New System Variable X
Ve T ‘ ISAPPLICATIONHOSTED ‘
Variable value: ‘ ‘(1 ‘

Browse Directory... Browse File... Cancel

@ Requirement: You must use all capital letters.

7. Restart the machine to ensure all settings are saved.
8. The UTG will now bypass Offline Mode.
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Bypassing UTG Offline Mode

Creating an Environment Variable Using Windows PowerShell

Note: The steps outlined below are for more advanced users. If you're
not familiar with Windows PowerShell, you may want to use the steps in
the Creating an Environment Variable Using Control Panel section.

To implement this bypass, complete the following steps:

1. From the Start menu, run Windows PowerShell as an administrator. (Ensure to accept any UAC prompts, and
enter the administrator password where needed.)

Apps Documents Settings Photos More ¥

Best match
Windows PowerShell
< app £ Run as administrator

T4 Run as different user
Apps .

[ Open file location Windows PowerShell
= Windows PowerShell ISE 29 Pinto Start App
Windows PowerShell (x86) =3 Pin to taskbar
&1 Windows Powershell for Aws 1 Uninstal Dpen

— .
Windows PowerShell ISE (x86) > O Run as administrator
st T4 Run as different user
ettings
Open file location
fi  Powershell Developer Settings > W o
<3 Pin to Start
i Allow local PowerShell scripts to run 5
without signing -9 Pin to taskbar
=9 Replace Command Prompt with > W Uninstall
Windows Powershell in the Win + X
L powershell
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2.

3.

In Windows PowerShell, enter

Bypassing UTG Offline Mode

[Environment] : :SetEnvironmentVariable ('ISAPPLICATIONHOSTED', 'Y', "Machine')

and then press Enter on your keyboard.

ent]::SetEnvironmentVariable(

Once completed, from the Start menu, run Registry Editor as an administrator. (Ensure to accept any UAC

prompts, and enter the administrator password where needed.)

Apps  Documents  Settings  Photos  More ¥

) Best match

23 Registry Editor »
ﬁ o £ Run as administrator

T Run as different user

Settings

While viewing the Registry Editor, navigate to the following location:

[! Open file location Registry Editor

@ Region settings 9 Pin to Start App
@ Set regional format <3 Pin to taskbar
®& Change your country or region > 4 Open
@ Change the date and time formats > O Run as administrator

T4 Run as different user

[l Open file location

=3 Pin to Start

2 Pin to taskbar

Computer\HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Session

Manager\Environment

In this window, you should see an entry for ISAPPLICATIONHOSTED and the value should be setto Y.

Restart the machine to ensure all settings are saved.
The UTG will now bypass Offline Mode.
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Bypassing UTG Offline Mode

Removing a Permanent Bypass
To remove a permanent bypass, complete the following steps:

1. From the Start menu, run Control Panel.
Under Adjust your computer’s settings, click System.
3. From the menu, click Advanced system settings. (Ensure to accept any UAC prompts, and enter the
administrator password where needed.)
4. In the System Properties window, ensure the Advanced tab is selected, and then click Environment Variables.
5. Inthe System variables section, complete the following steps:

e Select ISAPPLICATIONHOSTED.
e Click Delete.

Environment Variables X

User variables for hsmith-sa

New. Edit. Delete

System variables

ISAPPLICATIONHOSTED

v

6. From the Start menu, run Registry Editor as an administrator. (Ensure to accept any UAC prompts, and enter
the administrator password where needed.)

7. Navigate to
Computer\HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Session

Manager\Environment.
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8. Right-clickon ISAPPLICATIONHOSTED, and then click on Delete.

Bypassing UTG Offline Mode

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Environment

SAM ~
ScEvents
SCMConfig
ScsiPort
SecureBoot
SecurePipeSer
SecurityProvid
ServiceAggreg
SenviceGroup(
ServiceProvide
v | | Session Manag
AppCompe
Configurati
DOS Device
Environme:
Executive
FileRename
1/0 System
kernel
KnownDLL:
Memory M

Name

3b] (Default)
ab] ComSpec
ab] DriverData

Type

REG_SZ
REG_EXPAND_SZ
REG_SZ

EL] ISAPPLICATIONHGSIER REG €7

aB] NUMBER_OF_PRC Modify...

ab]0s
2b|Path
b PATHEXT

Modify Binary Data..

Data
(value not set)
%SystemRoot%\system32\cmd.exe

C:\Windows\System32\Drivers\DriverData
v

ndows_NT

I Delete

Program Files (x86)\InteNiCLS Client\;C:\Progra...

35 PROCESSOR_ARC s
:ab] PROCESSOR_IDENTIFIER REG_SZ

.ab] PROCESSOR _LEVEL REG_SZ
ab| PROCESSOR_REVISION REG_SZ
ab|pSModulePath REG_EXPAND_SZ
ab| TEMP REG_EXPAND_SZ
ab|TMP REG_EXPAND_SZ
3B USERNAME REG_SZ
3b] windir REG_EXPAND_SZ

/D64
Intel64 Family 6 Model 142 Stepping 9, Genuinelntel
6
2e09
%ProgramFiles\WindowsPowerShel\Modules;%...
9%SystemRoot A TEMP
%SystemRoot %\ TEMP
SYSTEM
%SystemRoot%

M;.EXE;.BAT;.CMD;.VBS;.VBE; JS;.JSE;.WSF,.WSH...

9. Restart the machine to ensure all settings are saved.

10. The bypass should now be removed. When the UTG is relaunched, Offline Mode will be enabled again.

Document vl.1 | UTG v3130+
© 2023 shift4. All rights reserved.
External Use NDA
Page 13 of 13



	Bypassing UTG Offline Mode
	Using Command Prompt to Temporarily Bypass Offline Mode When Using the UTG Stand Alone Application
	Using an Environment Variable to Permanently Bypass Offline Mode
	Creating an Environment Variable Using Control Panel
	Creating an Environment Variable Using Windows PowerShell
	Removing a Permanent Bypass





