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Using the Technical Installation Guide

The Secure Suite 4 MICROS 9700 Version 3 Technical Installation Guide provides detailed information on installing
its files and configuring various components of the MICROS 9700 application for use with Secure Suite 4 MICROS
9700.

It is important to note that this guide is used for all subsequent versions of MICROS 9700 Version 3. While the basic
installation and configuration remains the same throughout all versions, variances in MICROS’ screen designs may
appear and include additional options; however, these options are not relevant to the installation and
configuration of Secure Suite 4 MICROS 9700.

In addition, Secure Suite 4 MICROS 9700 operates with Windows 2000 and 2003.

Who Should Use This Guide?

This guide is intended for individuals familiar with installing, programming, configuring, and updating the MICROS
9700 system, such as:

e  MICROS Programmers/Installers

e  MICROS Dealers

e  MICROS Customer Service Representatives

e  MICROS Training Personnel

e  MIS/IT Personnel

This guide assumes that the installer has the following knowledge or expertise:

e  QOperational understanding of PCs

e Understanding of basic network concepts

e  Experience with Microsoft Windows operating systems

e Understanding of Point-of-Sale (POS) terminology and concepts

e  Exposure to MICROS POS systems (8700, 9700, 3700, or other MICROS POS systems) and familiarity with
associated peripherals

Security and Secure Suite 4 MICROS

To ensure the Secure Suite 4 MICROS is installed, configured, and operating in a secure manner and environment
that is compliant with PCI DSS standards, you must read the following documents:

e  MICROS 3700 or 9700 PA-DSS Implementation Guide
e  Secure Suite 4 Micros 9700 Version 3 Technical Installation Guide
e The latest version of the PCI DSS documentation at www.pcisecuritystandards.org

© 2019 Shift4 Payments, LLC. All rights reserved. Version 1.7
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WARNING! For security implementation and best practices, see the
Secure Suite 4 MICROS 3700 or 9700 PA-DSS Implementation Guide.

Use of a Payment Application Data Security Standard (PA-DSS) compliant application by itself does not make an
entity PCI DSS compliant, since that application must be implemented into a PCI DSS compliant environment and
according to the PA-DSS Implementation Guide provided by the payment application vendor.

All applications that store, process, or transmit cardholder data are in scope for an entity’s PCI DSS assessment,
including applications that have been validated to PA-DSS. The PCI DSS assessment should verify the PA-DSS
validated payment application is properly configured and securely implemented per PCI DSS requirements and the
vendor’s PA-DSS implementation guide. If the payment application has undergone any customization, a more in-
depth review will be required during the PCI DSS assessment, as the application may no longer be representative
of the version that was validated to PA-DSS.

The PA-DSS requirements are derived from the PCI DSS Requirements and Security Assessment Procedures (defined
in this document). The PA-DSS details the requirements a payment application must meet in order to facilitate a
customer’s PCI DSS compliance. As security threats are constantly evolving, applications that are no longer
supported by the vendor (e.g., identified by the vendor as “end of life”) may not offer the same level of security as
supported versions.

Installation and Configuration Essentials

A reference list and an installation checklist are included below to ensure the Secure Suite 4 MICROS 9700
installation and configuration processes run smoothly.

The reference list is a companion to the parameter file and includes space to record numbers that may be assigned
during the configuration process. In addition, details on the reference list may be collected prior to the
configuration process to create the parameter file in advance.

The installation checklist is a companion to the installation guide and guarantees all required steps are completed.
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Reference List

Secure Suite 4 MICROS 9700 Version 3

Technical Installation Guide

Print and use this reference list throughout the configuration process to record details that you will need to
reference later. The table contains entries you may or may not need. Contact the Shift4 Payments Customer

Support team at 702.597.2480, option 2, with any questions.

Name IS EIS

MICROS Version Number

MICROS Server Name

MICROS Server IP Address

CaDOTN Interface Number

CaDOTN TCP Port Number

Default: 8797

MicrosTCP Interface IP Address

MicrosTCP Port Number

Default: 17478

4GOTCP Interface IP Address

4GOoTCP Port Number

Default: 17504

Merchant Name/Type, Shift4 Payments Merchant ID, Assigned RVC Name/Number

Merchant Name/Type, Shift4 Payments Merchant ID, Assigned RVC Name/Number

Merchant Name/Type, Shift4 Payments Merchant ID, Assigned RVC Name/Number

Charged Tip Service Charge Number

Charged Tip Active?

Yes or No

Cash Tender Media Number

Visa Tender Media Number

MasterCard Tender Media Number

© 2019 Shift4 Payments, LLC. All rights reserved.
External Use NDA

Version 1.7
Page 5 of 130



&y Shift4

PAYMENTS

Secure Suite 4 MICROS 9700 Version 3
Technical Installation Guide

Name IS EIS

Discover Tender Media Number

American Express Tender Media Number

Diners Club Tender Media Number

Japanese Credit Bureau Tender Media Number

Gift Card Tender Media Number

Alt. Gift Card Preamble Number

GC SALE Service Charge Number

GC RECHARGE Service Charge Number

GC CASHOUT Service Charge Number

Employee Class Name/Number

Employee Class Name/Number

Employee Class Name/Number

Installation Checklist

Print and use this checklist throughout the configuration process to ensure Secure Suite 4 MICROS 9700 is properly
installed and configured. Contact the Shift4 Payments Customer Support team at 702.597.2480, option 2, with any

questions.

1. Installing and Configuring Secure Suite 4 MICROS 9700
D Prior to Installation
D Prepare to Install Secure Suite 4 MICROS 9700

D Install Secure Suite 4 MICROS 9700

D Configure the UTG to Communicate with Secure Suite 4 MICROS 9700
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D Verifying File Placement
D Verifying File Placement for 4 Way Stop (if configured)

IjConﬁguring the MICROS Terminals
2.  MICROS System Configuration

IjSystem Hardware Settings
IjSystem Information Settings
IjRVC Information Settings
IjTouchscreen Settings
IjParameter File Settings

IjShared Secret Passphrase Settings
3. (Optional) Gift Card Configuration

IjSteps 1 and 2 above Completed
IjSystem Information Settings
IjPersonnel Settings
IjTouchscreen Settings

IjParameter File Settings

4. Post-Installation Process
D Restarting the MICROS 9700 System
IjVerifying the CaDOTN.log File
IjActivating the MICROS Terminals

D Running a Test Transaction

© 2019 Shift4 Payments, LLC. All rights reserved. Version 1.7
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Installing and Configuring Secure Suite 4 MICROS 9700

This section explains how to install Shift4 Payments’ Secure Suite 4 MICROS 9700 and configure it to communicate
with Shift4 Payments’ Universal Transaction Gateway® (UTG®).

Prior to Installation

Before installing Secure Suite 4 MICROS 9700, you must verify the MICROS 9700 system has been set up and
tested, settle any outstanding batches, verify the UTG is installed on the same network as the MICROS server and
terminals, and lastly, download the Secure Suite 4 MICROS 9700 installer.

Verifying the MICROS System

You must verify the MICROS 9700 system has been set up and tested prior to installing Secure Suite 4 MICROS
9700:

e All credit card types accepted must be set up and tested.

e If charged tips are accepted, service charges for charged tips must be set up and tested.

e If MICROS Keyboard Workstation 270 is in use, complete the “Keyboard Overlay for the MICROS Keyboard
Workstation 270” section.

Keyboard Overlay for the MICROS Keyboard Workstation 270

Secure Suite 4 MICROS 9700’s CaDOTN driver is designed to accept the manual entry of a payment card number
when the Mag Card Reader on the MICROS Keyboard Workstation 270 is unable to read the swiped payment card.

Upon completion of installing Secure Suite 4 MICROS 9700, five hard coded keys on the keyboard are remapped to
ensure proper functionality when entering a payment card number manually on the keyboard — all other keys are
at the merchant’s discretion. The five hard coded keys on the keyboard are remapped to the following:

Hard Coded Key Remapped Key
Enter
X
Yes
Clear
Y
No
0
)
0
© 2019 Shift4 Payments, LLC. All rights reserved. Version 1.7
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Hard Coded Key Remapped Key

00

To ensure proper placement of the keypad on the keyboard, which will ensure the CaDOTN driver accepts the
number as entered, a paper overlay will be needed — the design is based on MICROS’ standard keypad layout.

Please use the layout below:

Enter | Clear

Yes Mo

© 2019 Shift4 Payments, LLC. All rights reserved. Version 1.7
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WARNING! Do NOT proceed with the Secure Suite 4 MICROS 9700
installation until your MICROS System is set up and tested.

Settling Batches

Prior to installing Secure Suite 4 MICROS 9700, customers must settle any outstanding batches either by running
the MICROS 9700 Batch Auto Sequencer or by executing the company’s normal settlement process.

The MICROS 9700 Batch Auto Sequencer is configured to automatically run reports and archive them as part of the
Batch Auto Sequencer process. Customers can run the Credit Card Report from the MICROS 9700 EMC to confirm
that all batches were settled.

WARNING! Settle any outstanding batches before installing Secure Suite
4 MICROS 9700 to prevent loss of information. Once installation is
complete, you will no longer be able to settle batches with transactions

that were processed prior to its installation.

Verifying the UTG Installation

Prior to installing Secure Suite 4 MICROS 9700, you must verify that the UTG is installed on the same network as
the MICROS server and terminals. A UTG must be on the MICROS network in order for 4Go® to function properly.
Make any necessary changes to the UTG installation before proceeding with the Secure Suite 4 MICROS 9700
installation.

© 2019 Shiftd Payments, LLC. All rights reserved. Version 1.7
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Prepare to Install Secure Suite 4 MICROS 9700

To prepare for installation, perform the following steps:

Secure Suite 4 MICROS 9700 Version 3
Technical Installation Guide

1. From the Start menu, select Programs > MICROS Applications > EMC.

2. In the MICROS 9700 Server Selector window, select or type the name of the server and click Connect.

Serven

E MICROS 9700 Server Selector x|

& EBrowse Metwark,.. | Browse Directary...

1 =]

X Cancel |

3. Inthe Login to 9700 Server window, the merchant will perform the following:

g Connected Server

‘] Login to 9700 Server: localhost

| 'IS Login

e [locahost

User

Password:

&
|

X Cancel

1

e Inthe User box, the merchant types their MICROS 9700 ID.
e Inthe Password box, the merchant types their MICROS 9700 password.

e  Click Login.
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4. Inthe EMC window, under SYSTEM, select Control Panel. Under Control, verify Workstation Operations

is selected, indicating the MICROS terminals are currently activated.

F®Emc

! Fle Edt View Window Help

gl i HE R s  [BEBIu 4 » n X B8 S k(E
Heru ? % || ContralPand |

=

MODULES Control

@ Configurator © Down
@ Audit Trail
@ MefWupoint
SYSTEM

8 Control Panal . @« Workstation Operations
@ Wiorkstation
@ Software Key
@ CCTable

@ KDS
CREDIT CARD
@ Create

@ Edit

@ Report

@ Transfer Message:
UTILITIES

@ Systern Setup Utility

 Server Applications Reload

5. To stop operations and deactivate the terminals, perform the following steps:

8 emc

i File Edit View Window Help

W HSIR I RIB- BRI X D8 E S I[E
2 || controlPanel |

MODULES Control

@ Configurator  Down
@ Audit Trail
@ MNetupoint

SYSTEM

& Server Applications Reload

@ Contral Panel " Workstation Operations
@ Wiorkstation

@ Software Key

@ CC Table

@ kDS

CREDIT CARD

@ Create

@ Edit

@ Report

@ Transfer
UTILITIES

@ Systern Setup Utility

Message:

PC 1: Stopping operations ... H
PC 1: Operations stopped.

[ |

[ 8 locathost [ | G mcros, Mcros |4, English (United States) y

e Under Control, select Server Applications.

e When the system prompts Stop 9700 Ops?, click Yes.
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e Under Message, verify the message Operations stopped appears.

6. The Secure Suite 4 MICROS 9700 Installer file located at

www.shift4.com/downloads/securesuite4micros9700.exe should be downloaded and saved to the

desktop. Double-click the securesuite4micros9700.exe file on the desktop to open Shift4 Payments’
Installation Wizard.

© 2019 Shift4 Payments, LLC. All rights reserved.
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Install Secure Suite 4 MICROS 9700

The Installation Wizard provided by Shift4 Payments identifies system configuration parameters and installs files in
their appropriate locations.

In addition, the Installation Wizard provides an option to install the Secure Suite 4 MICROS 9700 4Go Terminal
Client, also called “4 Way Stop,” on the server — this allows the server to be used as a MICROS terminal in which
transactions may be processed on.

To install Secure Suite 4 MICROS 9700, perform the following steps:

1. Inthe Installation Wizard window, click Next to continue the installation.
2. Read the license agreement, scroll to the bottom to indicate acceptance, and click Next to continue.
3. The Installation Wizard is ready to make changes to your computer. Click Next to continue.
4. The Installation Wizard displays a message regarding using the MICROS Server as a terminal, select Yes or
No as applicable.
5. The Installation Wizard shows the progress of the installation:
6. The Installation Wizard displays a message indicating the process was successful. Click Finish.
© 2019 Shiftd Payments, LLC. All rights reserved. Version 1.7
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Configure the UTG to Communicate with Secure Suite 4 MICROS 9700

Prior to configuring settings in the MICROS 9700 system, you must configure TCP/IP interfaces in the UTG to
communicate with Secure Suite 4 MICROS 9700, which consists of the following three sections:

e  Configuring the UTG to Communicate with the CaDOTN Driver
e  Configuring the UTG to Communicate with the MICROS Terminals
e Configuring the UTG for the 4Go interface

Requirement: You must use a different TCP/IP interface for the CaDOTN
driver communication and the MICROS terminal communication.

Configuring the UTG to Communicate with the CaDOTN Driver
To configure the UTG to communicate with the CaDOTN driver via a TCP/IP interface, perform the following steps:

1. Ifthe UTG is running as a service, stop the service:
e  From the Start menu, select Programs > Administrative Tools > Services.
e  Locate Shift4 UTG(v2), right-click and select Stop.

2. Ifthe UTG is running in Stand Alone, close it:
e Inthe UTG Task Explorer window, click Close (red X).
e  On the Shutdown Shift4’s Universal Transaction Gateway screen, select Yes.

e The UTG Task Explorer window will show a shutdown countdown and then close.

3.  From the Start menu, select Programs > Shift4 Corporation > Universal Transaction Gateway > UTG (v2)
TuneUp.

© 2019 Shiftd Payments, LLC. All rights reserved. Version 1.7
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4. Inthe UTG TuneUp window, verify the Api Interfaces tab is selected. Under Interface, click Add, and
select TCP/IP.

#. Universal Transaction Gateway™ Tunellp

Station Mame | DEFALILT - vV Active Cancel | Add ‘ Delete |
Devices] 4Go ] Express] Dpt\ons] Advanced | Offine Mode] ImportManager]

4GaTCP Listen Port 17504:4460 Interface
Host &ddress 192.168.10.233
4 Allowed Clients @
Bin Mant{N) 0.00 .
Mask ResponzelY] E oL
Standin (M) 0.00 5 [Rm
MicrosTCP  Listen Port 17478:4448 Serial
Host &ddress 192.168.10.233 il
PassPhrage =
1 Allowed Client g
Bin Mant(M] 0.00 Win Api
M ask Respanzelr] Micros
Stand-in [M] 0.00 HTTR
MicrosPlus
Tween Api
TCRYIP S5L
HTTP 55L
Micros Simphony

5. Inthe TCP/IP APl window, configure the following:

L |
TCRAP API
T ask Dezcription

Hozt Address | j Clients

Port [% far hex]
Encryption Pazzphraze (if any)

Werfy Pazzphraze

Bin Management [ [ Stand-in

OE.

Floar Limits | ||:|.|:||:| ﬂ

e In the Task Description box, type MicrosTCP.

e  From the Host Address list, select the MICROS Server IP Address; or, if the UTG is on a
different computer than the MICROS server, when configuring the UTG you must select the
IP address that can communicate to the MICROS server.

© 2019 Shift4 Payments, LLC. All rights reserved. Version 1.7
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o Record the IP address you selected, which will be the MicrosTCP Interface IP
Address on your reference list, you will need it later.

e Inthe Port box, type the default 17478 (54446 for hex) unless it is in use by another TCP/IP
API. If you use a port other than 17478, record the port number on your reference list, you
will need it later.

e Inthe Encryption Passphrase box, type the shared secret passphrase (which is case
sensitive) for communication between the UTG and the CaDOTN driver.

e In the Verify Passphrase box, type the same passphrase.

e Select Bin Management or Stand In if needed. The default is to leave the boxes cleared.

6. Click Clients and follow the instructions below to add the CaDOTN driver as a client of the MicrosTCP
interface.

© 2019 Shift4 Payments, LLC. All rights reserved. Version 1.7
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Adding the CaDOTN Driver as a Client of MicrosTCP
To add the CaDOTN driver as a client of the MicrosTCP interface, perform the following steps:
1. Inthe Edit Client IP List for TcpHost window, click Add.

r

e .-‘
#. Edit Client IP List for TcpHost M=

Edit
Bemaove

Impart

ok

Cahcel

i) e

2. Inthe Add Client IP Address window, add the CaDOTN driver to the client list:

3

#._ Add Client IP Address M=

Remote IP Address |

] 9

Interface Type S0 CE RN

Cancel

e Inthe Remote IP Address box, type the MICROS Server IP Address.
e Inthe Interface Type list, select Secure POS Only.
e C(Click OK.

3. In the Edit Client IP List for MicrosTCP window, click OK.
4. Inthe TCP/IP APl window, click OK.

5. Leave UTG TuneUp open and continue with “Configuring the UTG to Communicate with the MICROS
Terminals.”

© 2019 Shift4 Payments, LLC. All rights reserved. Version 1.7
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Configuring the UTG to Communicate with the MICROS Terminals

9

Requirement: The TCP/IP interface for MICROS terminal communication
must not use a passphrase. If in addition to Secure Suite 4 MICROS 9700
you are also using POSibridge or a similar application, set up a separate
TCP/IP interface that does use a passphrase for that application.

To configure the UTG to communicate with the MICROS terminals via a TCP/IP interface, perform the following

steps:

1. Inthe UTG TuneUp window, verify the Api Interfaces tab is selected. Under Interface, click Add, and

select TCP/IP.

#. Universal Transaction Gateway™ Tunellp

Station Mame | DEFALILT x| ¥ Active
Devices] 4Go ] Express] Dpt\ons] Advanced | Offine Mode] ImportManager]

Cancel | Add ‘ Delete |

4GoTCP Listen Port 17504:4460 Interface

Host &ddress 192.168.10.233
4 Allowed Clients @
Bin Mgnt{N) 0.00 g

Mask ResponzelY] £

Stand-in (M) 0.00 5 [
MicrosTCP  Listen Port 17478:4448 Serial
Host &ddress 192.168.10.233 il
PassPhrage =
1 Allowed Client g

Bin Mant(M] 0.00 Win Api

M ask Respanzelr] Micros

Stand-in [M] 0.00 HTTR
MicrosPlus
Tween Api
TCRYIP S5L

HTTP 55L
Micros Simphony
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2. Inthe TCP/IP APl window, configure the following:

F A

TCPAIP API
T ask Deszcription

Host &ddress | j Clients
Port [% for hex]

Encryption Pazzphraze (if any)

Werfy Pazzphraze

Bin Management [ [ Stand-in

OE.

Floar Limits | ||:|.|:||:| ﬂ

e Inthe Task Description box, type 4GoTCP.

e From the Host Address list, select the MICROS Server IP Address; or, if the UTG ison a
different computer than the MICROS server, when configuring the UTG you must select the
IP address that can communicate to the MICROS terminals.
o Record the IP address you selected, which will be the 4GoTCP Interface IP Address
on your reference list, you will need it later.

e Inthe Port box, type the default 17504 (54460 for hex) unless it is in use by another TCP/IP
API. If you use a port other than the suggested port, record the port number on your
reference list, you will need it later.

Requirement: Do not use the same port number for the MICROS terminal
communication as you used for the CaDOTN driver.

e Leave the Encryption Passphrase box blank.
e Leave the Verify Passphrase box blank.

e C(Clear Bin Management and Stand In if selected.

3. Click Clients and follow the instructions below for “Adding Terminals to 4GoTCP” (for a small number of
terminals needing to be added) or “Importing Terminals to 4GoTCP” (for a large number of terminals
needing to be added).

© 2019 Shift4 Payments, LLC. All rights reserved. Version 1.7
External Use NDA Page 20 of 130



», o . Secure Suite 4 MICROS 9700 Version 3
@ Shlft4 Technical Installation Guide

PAYMENTS

Adding Terminals to 4GoTCP
When you have a small number of MICROS terminals, you can add each terminal individually.
To add terminals to the 4GoTCP interface, perform the following steps:

1. Inthe Edit Client IP List for TcpHost window, click Add.

r

#. Edit Client IP List for TcpHost

Edit
Bemove

Impart

ok

Cancel

i) e

2. Inthe Add Client IP Address window, add the MICROS terminal to the client list:

3

#_ Add Client IP Address

Femate IP Addrezs |

Interface Type | 4Go ﬂ

_ coedl |

e Inthe Remote IP Address box, type the MICROS Terminal IP Address.
e Inthe Interface Type list, select 4Go.
e C(Click OK.

Repeat Steps 1 and 2 for each MICROS terminal.
In the Edit Client IP List window, click OK to save the client IP list.

In the TCP/IP APl window, click OK.

o v~ w

Continue with “Configuring the UTG for the 4Go Interface.”
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Importing Terminals to 4GoTCP

When you have a large number of MICROS terminals, the fastest way to add them to the 4GoTCP interface is to
import the IP addresses from a file.

Requirement: The import file must be a text (.txt) file and must contain
only one IP address per line.

To import terminals to the 4GoTCP interface, perform the following steps:

1. Inthe Edit Client IP List for TcpHost window, click Import.

=

#_ Edit Client IP List for TcpHost

Edit
Bemove

Imnport

0

i) et

Cancel

2. Inthe Open window, browse to and select the .txt file that contains the MICROS terminal IP addresses,
and click OK.

3. Inthe Select Interface Type window, specify the interface type for all of the imported terminals:

r

DER

#. Select Interface Type

ntartace Tope -

k

Cancel
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External Use NDA Page 22 of 130



Secure Suite 4 MICROS 9700 Version 3

@ Shift4 Technical Installation Guide

PAYMENTS

e Select 4Go.
e Click OK.

4. In the Edit Client IP List window, click OK to save the client IP list.
5. Inthe TCP/IP APl window, click OK.

6. Continue with “Configuring the UTG for the 4Go Interface.”

Configuring the UTG for the 4Go Interface

The 4Go interface intercepts credit card data so that no cardholder data is stored in the MICROS 9700 system at
the merchant level.

To configure the UTG for the 4Go interface, perform the following steps:

1. Inthe UTG TuneUp window, click the 4Go tab and configure the following settings:

r

.'1
#_ Universal Transaction Gateway™ Tunellp E]@

Station Mame |DEFAULT ﬂ v Active Save | Cancel ‘ Add | Delete ‘

Apilnterfacesl Devicxpress] Dptions] .-’-‘«dvanced] ImpoltManagel]

Faux Generation kethod
f* Sequential - ¥alid Lubn Mod 10

Broadcazt Addresses . .
~ )

v 100215 Sequential - Invalid Lubn Mod 10

127.0.01 ™ Combination - VWalid Lubn kod 10

™ Combination - Ireealid Lubn bMod 10

Retention Time

Momal |5 | minutes
Offfine |30 2| minutes

Update Server

Host Address -
Port (% for hew) |0 ]

e Select Enabled.

e Under Broadcast Addresses, select the IP Address that is used to communicate to the
MICROS Server and Terminals.

e Under Faux Generation Method, select the default Sequential - Valid Luhn Mod 10.

e Under Retention Time, select retention times for Normal (default is 5) and Offline (default is
30) modes.
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e Under Update Server, leave Host Address and Port blank.

2. Click Save.

3. Restart the UTG service:

e Asaservice, from the Start menu, select Programs > Administrative Tools > Services. Locate
Shift4 UTG(v2), right-click and select Start.

e In Stand Alone, from the Start menu, select Programs > Shift4 Corporation > Universal
Transaction Gateway > UTG (v2) Stand Alone.

Run the Shift4 4Go Configuration Utility

1. From the Start menu, select Programs > Shift4 Corporation > Secure Suite 4 MICROS 9700 > Shift4 4Go
Configuration Utility.

2. Inthe Enter Unique Code window, follow the instructions to obtain a response code from a Shift4
Payments Customer Service Representative (CSR), type the code in the Response Code box, and click

Submit.

Enter Unique Code _X_j
In order to modify the 4-Go configuration after installation, wou need to obtain a Unique Code
fram Shiftd Corporation’s Custamer Support Department. The Shiftd Custamer Support
Fiepresentative [S4 C5R] will need to be read the entire number az it iz dizplayed below.
Madifying the 4-Gao configuration i impossible without & code from Shiftd Corporation. Pleasze
supply the 54 CSR with the following information:
“Yiour Firgt and Last Mamme
“Yiour Company Mame
Customer/Property/Merchant Mame
Cuztomer/Property/Merchant's Senal/Account Mumber
The Phyzical Location, Computer Mame, and/or [nternal [P address of this computer system
Telephone Number [Property, vour Company, Cell Phones, ete. asz approprate]
The Shift4 Customer Support Reprezentative will log this information in the Shiftd Suppart
database systemn, vou will then receive a code that will allow pou to alker the 4-Go
configuration,
Contact Shiftd Support at 702-597-2480 option 2 or support@shiftd. com,
Challenge Code:
Response Code: Ealice] I
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3. Inthe 4Go Configuration & Setup window, on the UTG Configuration tab, under UTG2 (1) Configuration,
configure the following:

e |nthe IP Address box:

o Type the 4GoTCP Interface IP Address from your reference list.

Requirement: If your IP address has less than three digits in a portion,

you must type the decimal point. If there are three digits in the portion,
the decimal point will automatically be added for you. Visually verify

correct upon completion of typing the IP address.

e Inthe Port Number box:
o Type the 4GoTCP Port Number from your reference list.

4+ shiftd Corp. - 4Go Configuration & Sektup:

PrOos Configurationl Swipe Configurationl CaL Setupl

— UTG2 (1) Configuration

IPAddress:|192.1EE.1D 209 Part Number:|1?504

[T Use Two UTGs
— UTG2 (2) Configuration

IF’Address:I 4R PDnNumber:ID

* Primarny/Secondary. ¢ Load/Balancing
— Load Balancing IP Range for UTG (1)

~Load Balancing IP Range for UTG (2)

Close without Save | Save and Close |

|SuccessFuII\,f Loaded Registry Settings
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4. Click the POS Configuration tab to continue the configuration.

e The settings on the POS Configuration tab defaults to the MICROS version. Do not change
any of the default settings except for the Password.

+[F shift4 Corp. - 4Go Configuration & Setup
TG Configuratio, POS Configuration DSwipe Eonfiguralionl CaL Setupl

— POS Configuration
Win Class: |B?I]I1APP j
YWin Name: |[MICROS PCWS Operations

¥ Include SAR Configuration
SARMWYIn Class: |97000PSAPP v
SAR Wi Mame: SFIJI]IJPSAPP

Exclusion: Il] Password 1234

~Manual Entry Hotkey———— - Custom Strings

[~ Al
Yalid entries are A-Z, R'_g create:
I~ Chl Strings.Ini

0-9andF1-F12

= Sh_m Hot Key:ll Create |

[~ Win

Close without Save Save and Close

|Successfullv Loaded Registry Settings

e  (Default) Win Class: 8700APP

e (Default) Win Name: MICROS PCWS Operations
e (Default) Include SAR Configuration is selected
e  (Default) SAR Win Class: 97000PSAPP

e (Default) SAR Win Name: 97000PSAPP

e  (Default) Exclusion: 0

e Password: Type 1234 to proceed with the installation. This password will not be used by the
system after installation.

5. Under Custom Strings, click Create and when the system warns about overwriting the Strings.Ini file, click
OK to confirm that you want to continue.
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Click the Swipe Configuration tab and configure the information that the system prompts for when the

card is swiped:

sl Shift4 Corp. - 4Go Configuration & Setun

o Swipe Configuration | 3 Setup}

UTG Conliguration] POS Configurd
Required Tracks
" Track 1 Only
i Track 2 Only
" Track 1 AND Track 2
" Track 1 OR Track 2

Swipe Entry Returned

Manual Entry Options
[~ Prompt for Card Security Cd
[~ Prompt for Zipcode

[~ Prompt for House Mumber

Manual Entry Returned
™ Track 1 Only
f* Track 2 Only

" Track T Only " Track 1AND Track 2

" Track 2 Only

(+ Track 1 AMD Track 2 Manual Entry Name

Card Mame To Return
P2P Encryption For Manually Entered Cards
[~ Enable PZP Encryption MANUAL/JENTRY
Device Type
-

01 - 1D Tech
02 - iMag Pro
03 - Ingenico

Close without Save | Save and Close

Successfully Loaded Reqistry Settings

e Do not change the Required Tracks or Manual Entry Returned settings. They default based
on the MICROS version. For MICROS 9700, both default to Track 2 Only.

e (Optional) Select Prompt for Card Security Cd to prompt for the unique 3- or 4-digit Card
Verification Value on the back of the debit or credit card, which is also called the Card
Security Code (confirm with merchant if needed).

e (Optional) Select Prompt for Zipcode to prompt for the postal code (confirm with merchant
if needed).

e (Optional) Select Prompt for House Number to prompt for the number of the street address.
For example, if the street address is 123 Main Street, then “123"” is the House Number
(confirm with merchant if needed).

e (Optional) Select Enable P2P Encryption to enable Point-to-Point Encryption; and from the
Device Type list, select your MSR device type.
o When P2PE is enabled, payment cards should be swiped on the P2PE device; non-
payment cards should be swiped on the MICROS terminal.

o When P2PE is enabled, the Manual Entry Options are not configurable because the
device can be configured to prompt for the information:

Manual Entry Options
™| Prompt far, Card S ecurity Bd
™| Prompt for Zicade

™| Frompt for Hause Mumber
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e (Optional) In the Manual Entry Name box, type the name that will be printed on receipts for

manually entered transactions. The default is MANUAL/ENTRY.

CAL Setup (Logging and Tuning Settings)
For new installations, perform the following steps:

1. Click the CAL Setup tab.

2. Click Select All in the Push Setup column and the Push Strings.ini column.

3. Click Save and Close.

| 4 Shift4 Corp. - 4Go Configuration & Setup

UTG Configurationl FOS Configurationl Swipe Configuratid

Terminal Tvpe:

Push
Setup

Workstation 4 Setup | u
Workstation 41X Setup |
Workstation 5 Setup |
Workstation bA Setup |
Win32 Systems Setup |
NetSetup Systems Setup |
KW270 _ Setwp |

-
-
-
-
-
-

Push
Strings.ini

-
-
-
-
-
-
-

= D)

Close without Save | Save and Close
e, It

|Successfully Loaded Reqistry Settings
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Configure or Reconfigure a Terminal Type Individually
If needed, perform the following steps:

1. Click the CAL Setup tab. Click the Setup button opposite the terminal type you need to configure.

| 4" Shift4 Corp. - 4Go Configuration & Setup

UTG Eonfigurationl FPOS Eonfigurationl Swipe Configuratic

Push Push

Terminal Type: Setup  Strings.ini
Workstation 4 Setup r r
Worlkstation 40X Setup | r r
Workstation 5 Setup | r r
Workstation 5A Setup | r r
Win32 Systems Setup | r r
NetSetup Systems Setup | o -
KWv270 Setup | o 'l

Select Al | Select Al |

Close without Save Save and Close

|Successfully Loaded Registry Settings
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2. Inthe Additional Setup window of your selected terminal, confirm that Log Enabled is blank to disable

Logging, and then confirm the default Tuning settings against the table that follows:

Additional Setup for the Workstakion 4 ﬂ

Logging
" Log Enabled”_2JI™ Telemets Enghled

Yerbosity: J

kirirmnum b aimuam

Follower File Size: I 0
Rallover File Retain Count: | |

(Tuning )
re-lnjection Pause: | J

Keying Pause: | J

Auxiliary Pause: | J

[Inda Cancel | k.

Pause Setting ' WS4 WSALX WS5 WSSA CE oA Wins2
Setup POSReady 2009 ~ Systems
Pre-Injection 250 150 150 150 150 250 250
Keying 10 10 10 10 10 10 10
Auxiliary 100 5 5 5 5 10 100
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3. Click OK to return to the CAL Setup tab.

| 4 shift4 Corp. - 4Go Configuration & Setup

UTG Configurationl FOS Configurationl Swipe Configuration

Push Push
Terminal Type: Setup  Strings.ini

Workstation 4 Setup | -
YWorkstation 41X Setup | -
Workstation b Setup | -
Workstation 5A Setup | -

Win32 Systems Setup | @
NetSetup Systems Setup | o
KW270 ﬂl Il

i i i B (i B

Select Al | Select Al |

Close without Save Save and Close

|Successfully Loaded Reqistry Settings

4. Repeat Steps 1, 2, and 3 for each terminal type in use. For every terminal configured, the Push Setup
check box is selected automatically.

5. Click Save and Close.
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Verifying File Placement

After configuring Secure Suite 4 MICROS 9700, verify the following files are found in the corresponding folders; if
they are not, contact Shift4 Payments.

Note: File placement for WS5A only applies to versions 3.1, 3.2, and 3.5
with patches supplied by MICROS.

File placement for WS5A applies to version 3.6 without a patch supplied
by MICROS.

File placement for KW270 only applies to version 3.6 for SAR terminals.

...Micros\LES\POS\9700\bin\
CaDOTN.exe
s4cedStart.dll
s4Crypto.dll
s4GoConfig.exe
S4PasswordUtil.exe

ShredAndDelete.exe

...Micros\LES\POS\9700\Etc\
CaDOTN.isl
CaDOTN.param
CaDOTNReadMe.txt
SQLEMP.bat
SQLEMPNO.bat
FourGoDEC.cfg

Strings.ini

...Micros\LES\POS\9700\Scripts\SAR
CaDOTN.isl

...Micros\LES\POS\9700\ClientInstalls\CALInstall\Win32\Packages\Shift4 4Go
S4WayStopSetup.exe

setup.dat
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...Micros\LES\POS\9700\ClientInstalls\CALInstall\WS4\Packages\Shift4 4Go
...Micros\LES\POS\9700\ClientlInstalls\CALInstall\WS4LX\Packages\Shift4 4Go
...Micros\LES\POS\9700\ClientlInstalls\CALInstall\WS5\Packages\Shift4 4Go
...Micros\LES\POS\9700\ClientlInstalls\CALInstall\WS5A\Packages\Shift4 4Go
FourGoDCE.exe
S4WayStopCE.exe

setup.dat

\MICROS\LES\POS\9700\ClientInstalls\CALInstall\Win32\Files\Shift4\Param

\MICROS\LES\POS\9700\ClientInstalls\CALInstall\WS4\Files\CF\PosClient\Sim

\MICROS\LES\POS\9700\ClientInstalls\CALInstal\WS4LX\Files\CF\PosClient\Sim

\MICROS\LES\POS\9700\ClientInstalls\CALInstall\WS5\Files\CF\PosClient\Sim

\MICROS\LES\POS\9700\ClientInstalls\CALInstall\WS5A\Files\CF\PosClient\Sim

\MICROS\LES\POS\9700\ClientlInstalls\CALInstall\KW270\Files\Store\PosClient\Sim
CaDOTN.param

\MICROS\LES\POS\9700\ClientInstalls\CALInstall\Win32\Packages\Shift4 4Go SAR
S4WayStopSetup.exe

setup.dat

\MICROS\LES\POS\9700\ClientInstalls\CALInstall\WS4\Packages\Shift4 4Go SAR
\MICROS\LES\POS\9700\ClientInstalls\CALInstall\WS4LX\Packages\Shift4 4Go SAR
\MICROS\LES\POS\9700\ClientInstalls\CALInstall\WS5\Packages\Shift4 4Go SAR
\MICROS\LES\POS\9700\ClientInstalls\CALInstall\WS5A\Packages\Shift4 4Go SAR
\MICROS\LES\POS\9700\ClientInstalls\CALInstall\KW270\Packages\Shift4 4Go SAR

FourGoDCE.exe

S4cedStart.dll

S4WayStopCE.exe

setup.dat

...Micros\LES\POS\9700\ClientInstalls\CALInstall\Win32\Files\Shift4\4Go\etc
...Micros\LES\POS\9700\ClientInstalls\CALInstall\WS4\Files\CF\Micros\etc
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...Micros\LES\POS\9700\ClientInstalls\CALInstall\WS4LX\Files\CF\Micros\etc

...Micros\LES\POS\9700\ClientInstalls\CALInstall\WS5\Files\CF\Micros\etc

...Micros\LES\POS\9700\ClientInstalls\CALInstall\WS5A\Files\CF\Micros\etc

...Micros\LES\POS\9700\ClientInstalls\CALInstall\KW270\Files\Store\Micros\etc
FourGoDCE.cfg

Strings.ini

Verifying File Placement for 4 Way Stop

If the server is also being used as a MICROS terminal, in addition to the files listed above, the following file should
be present when 4 Way Stop is properly installed on the server:

...Shift4\4Go\Bin
S4SecurePayment.dll

S4WayStop.exe

...Shift4\4Go\etc
FourGoDCE.cfg

Strings.ini
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Configuring the MICROS Terminals

At this point, Secure Suite 4 MICROS 9700 has been installed and configured on the server. The option to use the
server as a MICROS terminal, utilizing 4 Way Stop, may have been selected during the Secure Suite 4 MICROS 9700
installation on the server as well.

Now, Secure Suite 4 MICROS 9700 and 4 Way Stop will need to be installed and configured on the remaining
MICROS terminals. Operations must be minimized on each MICROS terminal before Secure Suite 4 MICROS 9700
and 4 Way Stop can be installed. For assistance in minimizing operations, please contact the Shift4 Payments
Customer Support team at 702.597.2480, option 2.

The installation process varies based on whether the terminals are Stand Alone Resiliency (SAR) terminals
with/without CAL installed or Non-SAR terminals with/without CAL installed — follow the applicable instructions:
e Installing Secure Suite 4 MICROS 9700 on SAR Terminals with CAL
e Installing Secure Suite 4 MICROS 9700 on SAR Terminals without CAL
e Installing Secure Suite 4 MICROS 9700 on Non-SAR Terminals with CAL
e Installing Secure Suite 4 MICROS 9700 on Non-SAR Terminals without CAL

Limitations of Running as a SAR Terminal
The following limitations apply when running as a SAR terminal:

e Noinitial authorizations (no tabs).

e Noincremental authorizations.

e No multiple authorizations on one check (no split or partial tenders with more than one credit card).
e No adjusting a closed check to another credit card.

e Nofiltering of seats.

e  No gift card functions for MICROS 9700 3.2 or 3.5.

Limitations of Running on a Win32 Terminal

The following limitation applies when installing and running on Win32 Terminals (Eclipse 2010, 2015, 5A POSReady
2009, or a Desktop PC based workstation):

e The default auto user login must have administrator rights granted in order to install and run Secure Suite
4 MICROS 9700 and 4 Way Stop. If the default auto user login does not have administrator rights, 4 Way
Stop will not function properly upon reboot.
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Installing Secure Suite 4 MICROS 9700 on SAR Terminals with CAL

The Secure Suite 4 MICROS 9700 installation integrates with the MICROS CAL application. To install, perform the
following steps on each SAR terminal with CAL installed:

1. Onthe MICROS terminal, minimize operations.

2. On the MICROS terminal, from the Start menu, select Programs > CAL > Reconfigure CAL. Wait for the
MICROS Cal Busy... window to close which indicates MICROS CAL has located a server running the CAL
service.

3. Inthe MICROS CAL - Select CAL Server window, verify CAL Enabled is selected.

4. Inthe MICROS CAL - Select CAL Server window, under Available Servers, select the MICROS 9700 server
from the list and click Next.

MICROS CAL - Select CAL Server

Server Name: ‘MCFISQ?I]I]VN

Server IPJURL : ‘192.153.10.212

POS Type: |MICROS 9700 -
CAL Enabled: v

Available Servers:

Server Name POS Type
MCRS9700¥31 MICROS 9700

Cancel Search Again | Next >> |
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5. Inthe MICROS CAL - Select WS Identity window:

MICROS CAL - Select WS Identity

Workstation Identity

UWS Name: (WS2010
- [192.168.10.112
1P Address: [192160.10.112 L
Net Mask: [255.265.255.0 to Install on Workstation
Shiftd 4Go SAR -
Def. Gateway: (0.0.0.0

Automatic DHCP Configuration [

Available Workstation List:
UWS Name IP Addr | Inu... | Def Product

Save | Cancel

e In the Select Product to Install on Workstation list, select Shift4 4Go SAR to install Secure
Suite 4 MICROS 9700 and 4 Way Stop simultaneously. (If the version of CAL on the
workstation is older than the version of CAL on the server, CAL updates and reboots the
workstation before installing Secure Suite 4 MICROS 9700 and 4 Way Stop.)

e  Click Save.
6. After Secure Suite 4 MICROS 9700 and 4 Way Stop are finished being installed on the terminal, the

terminal will restart the winstation application. (4 Way Stop may start after the winstation application and
reside in the foreground — press anywhere behind 4 Way Stop to bring winstation to the foreground.)
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7. After Secure Suite 4 MICROS 9700 and 4 Way Stop are installed on the terminal, the following files should

be present:
Win32
...Shift4\4Go\Bin
e  S4SecurePayment.dll
e S4WayStop.exe
...Shift4\4Go\etc
e  FourGoDCE.cfg
e  Strings.ini
...\Program Files\Micros\PosClient\Sim
e ScriptX.isl, where X equals the CaDOTN interface number.
WS4, WS4LX, WS5, or WS5A
...CF\Micros\Bin
e FourGoDCE.exe
e  S4AWayStopCE.exe
...CF\Micros\etc
e  FourGoDCE.cfg
e  Strings.ini
...CF\PosClient\Bin
e  S4cedStart.dll
...CF\PosClient\Sim
e  ScriptX.isl, where X equals the CaDOTN interface number.
KW270

...Store\Micros\Bin
e FourGoDCE.exe
e  SAWayStopCE.exe
...Store\Micros\etc
e  FourGoDCE.cfg
e  Strings.ini
...Store\PosClient\Bin
e  S4cedStart.dll
...Store\PosClient\Sim
e  ScriptX.isl, where X equals the CaDOTN interface number.

8. Repeat Steps 1, 2, 3,4, and 5 on each SAR terminal with CAL as required.
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Installing Secure Suite 4 MICROS 9700 on SAR Terminals without CAL

If the terminal is a Win32 (Eclipse 2010, 2015, 5A POSReady 2009, or a Desktop PC based workstation) and does
not have the MICROS CAL application installed, Secure Suite 4 MICROS 9700 and 4 Way Stop can still be installed.

To install Secure Suite 4 MICROS 9700 and 4 Way Stop, perform the following steps on each SAR terminal without
CAL installed:

1. Logon to the terminal without CAL as Administrator.

2. Copy the S4WayStopSetup.exe file from the following directory on the server
...ClientInstalls\CALInstall\Win32\Packages\Shift4 4Go SAR and paste it on the terminal’s desktop.

3. Copy the Shift4 folder from \MICROS\LES\POS\9700\ClientiInstalls\CALInstall\Win32\Files and paste it
in the terminal’s C:\ drive.

4. Verify the following file placements:
C:\Shift4\4Go\bin
o No files (empty)
C:\Shift4\4Go\etc
e  FourGoDCE.cfg
e  Strings.ini
C:\Shift4\Param
e CaDOTN.param
5. On the terminal’s desktop, double-tap S4WayStopSetup.exe to run the 4 Way Stop installer.

e  After 4 Way Stop is installed on the terminal, the following files should be present:
C:\Shift4\4Go\bin
e S4SecurePayment.dll

e S4WayStop.exe
6. RepeatSteps1, 2, 3,4, and 5 on each SAR terminal without CAL as required.

7. Read “Rebooting Terminals without CAL” which contains important information about rebooting these
terminals once Secure Suite 4 MICROS 9700 and 4 Way Stop have been installed.

Rebooting Terminals without CAL

Anytime a terminal without CAL is rebooted once Secure Suite 4 MICROS 9700 and 4 Way Stop have been installed,
the terminal’s user must tap the 4Go application window on the terminal to give the 4Go window focus.

If the user fails to tap the 4Go application window after rebooting, the following error will occur the next time a
card is swiped on the terminal: Entry error - Please retry - 4Go. To recover from this error message, perform the
following steps on the terminal:

1. Onthe 4Go window, tap the Cancel button.

2. Tap the Clear button to clear the error message.
3. Onthe Touchscreen, tap the CCard Auth button.
4,

Finish the card transaction as usual.
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Installing Secure Suite 4 MICROS 9700 on Non-SAR Terminals with CAL

The Secure Suite 4 MICROS 9700 installation integrates with the MICROS CAL application. To install, perform the
following steps on each Non-SAR terminal with CAL installed:

1. On the MICROS terminal, minimize operations.

2. On the MICROS terminal, from the Start menu, select Programs > CAL > Reconfigure CAL. Wait for the
MICROS Cal Busy... window to close which indicates MICROS CAL has located a server running the CAL
service.

3. Inthe MICROS CAL - Select CAL Server window, verify CAL Enabled is selected.

4. Inthe MICROS CAL - Select CAL Server window, under Available Servers, select the MICROS 9700 server
from the list and click Next.

MICROS CAL - Select CAL Server

Server Name: ‘MCRSQ?I]I]VN

Server IPJURL : ‘192.153.10.212

POS Type: |MICROS 9700 -~
CAL Enabled: "]

Available Servers:

Server Name | POS Type |
MCRS9700v31 MICROS 9700

Cancel Search Again | Next >> |
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MICROS CAL - Select WS Identity

Workstation Identity

Available YWorkstation List:

UWS Name: [W5S2010
IP Add + [192.168.10.112
oee Select Product
Met Mask: |255.255.255.0 to Install on Workstation
Shiftd 4Go
Def. Gateway: |0.0.0.0

Automatic DHCP Configuration

-

UWS Name IP Addr

| Inu... | Det Product

Save |

e |n the Select Product to Install on Workstation list, select Shift4 4Go to install Secure Suite 4
MICRQOS 9700 and 4 Way Stop simultaneously. (If the version of CAL on the workstation is
older than the version of CAL on the server, CAL updates and reboots the workstation before
installing Secure Suite 4 MICROS 9700 and 4 Way Stop.)

e  (lick Save.

After Secure Suite 4 MICROS 9700 and 4 Way Stop are finished being installed on the terminal, the
terminal will restart the winstation application. (4 Way Stop may start after the winstation application and
reside in the foreground — press anywhere behind 4 Way Stop to bring winstation to the foreground.)

After Secure Suite 4 MICROS 9700 and 4 Way Stop are installed on the terminal, the following files should

be present:
Win32
..Shift4\4Go\Bin
e S4SecurePayment.dll
e S4WayStop.exe
...Shift4\4Go\etc
e  FourGoDCE.cfg
e  Strings.ini
WS4, WSA4LX, WS5, or WS5A

...CF\Micros\Bin
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e  FourGoDCE.exe

e  S4AWayStopCE.exe
...CF\Micros\etc

e FourGoDCE.cfg

e  Strings.ini

8. Repeat Steps 1, 2, 3,4, and 5 on each Non-SAR terminal with CAL as required.

Installing Secure Suite 4 MICROS 9700 on Non-SAR Terminals without CAL

If the terminal is a Win32 (Eclipse 2010, 2015, 5A POSReady 2009, or a Desktop PC based workstation) and does
not have the MICROS CAL application installed, Secure Suite 4 MICROS 9700 and 4 Way Stop can still be installed.

To install Secure Suite 4 MICROS 9700 and 4 Way Stop, perform the following steps on each Non-SAR terminal
without CAL installed:

1. Logon to the terminal without CAL as Administrator.

2. Copy the S4WayStopSetup.exe file from the following directory on the server
...ClientInstalls\CALInstall\Win32\Packages\Shift4 4Go and paste it on the terminal’s desktop.

3. Copy the Shift4 folder from \MICROS\LES\POS\9700\ClientiInstalls\CALInstall\Win32\Files and paste it
in the terminal’s C:\ drive.

4. Verify the following file placements:

C:\Shift4\4Go\bin

e No files (empty)
C:\Shift4\4Go\etc

e  FourGoDCE.cfg

e  Strings.ini
C:\Shift4\Param

e (CaDOTN.param

5. On the terminal’s desktop, double-tap S4WayStopSetup.exe to run the 4 Way Stop installer.
e  After 4 Way Stop is installed on the terminal, the following files should be present:
C:\Shift4\4Go\bin
e S4SecurePayment.dll

e S4WayStop.exe
6. Repeat Steps 1, 2, 3, 4, and 5 on each Non-SAR terminal without CAL as required.

7. Read “Rebooting Terminals without CAL” which contains important information about rebooting these
terminals once Secure Suite 4 MICROS 9700 and 4 Way Stop have been installed.
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Rebooting Terminals without CAL

Anytime a terminal without CAL is rebooted once Secure Suite 4 MICROS 9700 and 4 Way Stop have been installed,
the terminal’s user must tap the 4Go application window on the terminal to give the 4Go window focus.

If the user fails to tap the 4Go application window after rebooting, the following error will occur the next time a
card is swiped on the terminal: Entry error - Please retry - 4Go. To recover from this error message, perform the
following steps on the terminal:

1. Onthe 4Go window, tap the Cancel button.

2. Tap the Clear button to clear the error message.
3. On the Touchscreen, tap the CCard Auth button.
4

Finish the card transaction as usual.
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MICROS System Configuration

Use the Enterprise Management Console (EMC) to configure the MICROS 9700 system for Secure Suite 4 MICROS
9700 by modifying System Hardware, System Information, RVC Information, and Touchscreens.

Accessing the EMC and the Configurator Within

If the EMC was closed, to access the EMC and the Configurator within, perform the following steps:

From the Start menu, select Programs > MICROS Applications > EMC.

1.
2. Inthe MICROS 9700 Server Selector window, select or type the name of the server and click Connect.
x
Server
: 5
& EBrowse Metwark, | Browsze Directary... X Cancel |
3. Inthe Login to 9700 Server window, the merchant will perform the following:
51
e Connected Server —
@ |I0c:a|host |
User X Cancel |
|
Password:
|
e Inthe User box, the merchant types their MICROS 9700 ID.
e Inthe Password box, the merchant types their MICROS 9700 password.
e  C(Click Login.
© 2019 Shift4 Payments, LLC. All rights reserved. Version 1.7
Page 45 of 130

External Use NDA



&y Shift4

PAYMENTS

4. Inthe EMC window, under MODULES, select Configurator.

Secure Suite 4 MICROS 9700 Version 3

Technical Installation Guide

@ Caontrol Panel
@ Wiorkstation
@ Software Key

Access Levels
R Access Levels

R
File Edit  Wiew ‘Window Help
98  HERimBoe BEBIH ) X | BHA|IES K
Menu 1 x Cantral Panel Conligurator | H
Ystd Personnel 3 Menu ltems System Hardware Re ortin
MODULES b & i [E) Reporting
Ermployees Maintenance Device Tahle Report Configuration
@ Configurator
@ fudit Trail Cashiers Recipe Links Interfaces Tracking Groups
@ Metvupoint Job Codes Bar Codes Interational LDS ‘Workstation Autoseguence
SYSTEM Time Glock Schedules Credit Card Drivers

Location Descriptors

@ CCTable
@ KDS @a System Information E RYC Information Touchscreens. Keyboards, and KDS
CREDIT CARD
Pararneters Configuration @ Workstations @ Mobile MICROS
: E;iate Descriptors Parameters Design Design
i )
@ Report Totals Sets Descriptars Assignment Assignment
@ Transfer Tas Table Tahles Style Style
UTILITIES Tax Classes Sening Petiods SLU Assign SLU Assign
@ Syslem Setup Utility Currency Time Perinds o KeyboardWorkstaions g Kitchen Display System
Tender Media Macros .
Cesign Cesign
Discounts Stored Value Cards
Help Screens Crder Devices
Service Charges Fevverue Center Selector
Languages 1 - Beaches Cafe 2
Transaction Services
1M
B localhost & A MICROS, MICROS 48, English (Uinited States) Yy

PC Autosequences
Events

Tip: Maximize the EMC window to ensure all settings, options, and menus
are visible.
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Navigating the EMC Window

The buttons located at the top of the EMC window are useful when navigating the tabs. The following table
describes each button:

Button Action

m Connect to the server.

% Disconnect from the server.

Save the configuration settings.

Print the current configuration settings.

ol |

Preview the screen as it will appear when printed.

c',% Cut a highlighted selection.

Copy a highlighted selection for pasting later.
E Paste a previously cut or copied section.
K7 Undo a previous change.

E Toggle between Table view and Form view.

{0

Navigate to the previous tab.

In

Navigate to the next tab.

4 Access the first record.
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Button Action

L | Access the previous record.

2 Access the next record.

M Access the last record.

[ X ] Create a new record for configuration.
by Delete the current record.
= Go directly to a particular record.
ik Find a word or phrase.

Go to the previous Internet link.

View language translation options.

| @ |

Access the Revenue Center Selector and activate a revenue center for configuration.

Toggle to display or hide the system panel.

System Hardware Settings

The Configurator provides access to the System Hardware menu where changes will be made to Interfaces and the
Device Table settings to support Secure Suite 4 MICROS 9700’s CaDOTN interface and driver.
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Configuring Interfaces
To add and configure Secure Suite 4 MICROS 9700’s CaDOTN interface, perform the following steps:

1. Inthe EMC window, on the Configurator tab, locate System Hardware and select Interfaces.

Contral Panel Configurator | x
m Personnel 5@' Menu tems System Hardware Reporting
Employees Maintenance Dievice Tahle Report Configuration
Cashiers Recipe Links Tracking Groups
Joh Codes Bar Codes International LD Wiorkstation Autosequence
Time Clock Schedules Credit Card Drivers PC Autosequences
Access Levels Location Descriptars Ewents
R Access Levels
mﬁ System Information E RYC Information Touchscreens, Keyboards, and KDS
Parameters Configuration @ Workstations @ Mobile MICRDS
Descriptars Farametars Design Design
Totals Sets Descriptors Assighrent Assightnent
Tax Tahle Tables Style Style
Tax Classes Serving Periods SLU Assign SLU Assign
Gurrency Time Periods @ Keyboard Workstation: g Kitchen Display System
Tender Media Macros ; ;
Design Design
Discounts Stored Value Cards
Help Screens Crder Devices
Senice Charges Revenue Center Selectar
Languages I‘I - Beaches Cafe j
Transaction Services
e —
=
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2. Inthe EMC window, on the Interfaces tab, click L&

Secure Suite 4 MICROS 9700 Version 3
Technical Installation Guide

to add a new interface.

Control Panel | Configurator Interfaces =
# & System Name Dptions PC Number Backup PC Type|
1 PMS ES00 . 1-9700Demo [+ 0 - None [ ] 0-PMS{5IM
2 SendsIm £A00 . 1-9700Demo |« | 0 - Mone [= | 0-PMS/SIM
3 Eanguets Ez00 .1 - 9700 Demo [« | 0 - Mone [= | 0-PMs/sIM
4 Sy C-MICHos 6500 + 1 - 9700 Demo z 0 - Mone z 5 - Stored Y.
5 To Guest Conn 4300 +i1-9700Demo [« | 0 - None [ | 0-PMS{SIM

3. Inthe Insert Record window:

¥ Mext available position

™ Record number of range

{7 After curently selected entry

Ok

™ nsert Record

—

Enter record numbers anddor record ranges
geparated by commasz. For example, 1, 3, 515

Cancel

x|

Select Next available position.

Click OK to add the record for the new interface.
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e Record the number assigned to the new interface on your reference list, you will need it
later.

=

4. Inthe EMC window, on the Interfaces tab, verify the new interface record is selected and click
switch to Form view.

to

5. Configure the following settings:

Contiol Panel | Configuratar Interfaces | ps
Murnber B PC Number |1 . 9700 Derma - ;I
Systern Mame CaDOTH Backup PC ID - Moke -
Service Type 0 - PS50 > | Timeout ISD
Type 1-TCP | Ping Freguency IU

TCP Cornrnurnications

TCP Host Name |1 92168.10.211 Port Murnber IE?S?

Options

Use 19 Digit Reference Entry for PMS Inquines
[T UwS Local Interface [ Enable Interface Log
. Allow Inquiry without Sign-n
15L Script Mame ICaDDTN [] Use 5 Digits far Mumber of Guests
m [] OM =Use 9 digits for Terminal [Ds; OFF = Use 2 di
Backup Interface “Hene [ Force the Mumber of Guests to Zero When Creatin
. Iﬁv [ Download to Mobile MICROS
Offline Pasting Link 0 - Mone [ Enable Offire Posting
SIMDE Link IU - None - O Datermine Link Statuz Using Ping
" [ iCare SYC Interface

e Inthe PC Number list, select your primary PC.

e Inthe System Name box, type CaDOTN (type CaDOTN exactly as shown without deviation
from spelling or case).

e In the Service Type list, select PMS/SIM.

e Inthe Timeout box, type 90.

e In the Type list, select TCP.

e Inthe Ping Frequency box, verify that 0 appears and type if not.
e Inthe TCP Host Name box, type the MICROS Server IP Address.

e Inthe Port Number box, type 8797 which is the default port number. If you change the
default, record the port number on your reference list, you will need it later.

e In the ISL Script Name box, type CaDOTN.
e Verify None is selected in the following lists:
o Backup Interface
o Offline Posting Link
o SIMDB Link
e Select Use 19 Digit Reference Entry for PMS Inquiries.
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e Select Allow Inquiry without Sign-In.

e Select ON = Use 9 digits for Terminal IDs; OFF = Use 2 di. if terminal IDs have three digits or
more; if terminal IDs have two digits or less, leave this option cleared.

6. Click ] to save the settings and close the Interfaces tab.

Verifying a Registry Editor Setting
After adding the new interface, CaDOTN, verify a Registry Editor setting by performing the following steps:
1. From the Start menu, select Run.

2. Type regedit and click Ok.
3. Inthe Registry Editor window, navigate to HKEY_LOCAL_MACHINE\SOFTWARE\MICROS\9700\diskless.
4

Locate NIC_IP and verify the MICROS Server IP Address appears in the Data column.

%" Registry Editor ) =10l x|

Registry  Edit  Wiew Favorites Help

- &) My Computer | | mame | Type | Data [
D HEEY_CLASSES ROOT (Default) REG_5Z {walue not set)
- HKEY_CURRENT_UISER [aB]bactdir REG_SZ C:/MICROS/LES{POS/9700/ {tftphoot)
{0 HKEY_LOCAL_MACHINE BootPTabFiIe REG_SZ CHMICROS{LES{POS 9700} et fhoatptab
Sg ;':EDWARE Iogd\r REG_SZ 4 MICROSILESIPOS9700/ log
@BJn1c_1P REG_SZ 192,168.4.122

{1 SECURITY N
[_]g COFTWARE (2B uritedir REG_SZ C:MICROSLES{POS/9700] {tFtpboat)

- Adaptec
-] Adobe
-] Classes
-] Clients =
D DataFocus

-1 Digi

-0 INTEL

D KasperskyLab

D McAfes

B MICROS

- B %700

=l

\MICROS\9700\diskless A

5. Ifthe IP Address is incorrect, double-click NIC_IP to open the Edit String window.
6. On the Edit String window, in the Value data box, type the MICROS Server IP Address and click Ok.

7. Close the Registry Editor window.
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Configuring Device Table
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To reference Secure Suite 4 MICROS 9700’s CaDOTN driver, perform the following steps:

1. Inthe EMC window, on the Configurator tab, locate System Hardware and select Device Table.

2. Inthe EMC window, on the Device Table tab, select your primary PC from the system tree.

Contral Panel Configurator |
mPersunnel 5@' Menu ltems
Employees Maintenance
Cashiers Recipe Links
Job Codes Bar Codes

Time Clock Schedules
Access Levels
R Access Levels

Farameters Canfiguration
Diescriptors FParameters

Totals Sets Descriptars

Tax Table Tahles

Tax Classes Serving Periods
Currency Time Periods
Tender Media Macros

Discounts Stored Value Cards

Help Screens COrder Devices
Senice Charges
Languages

Transaction Services

© 2019 Shift4 Payments, LLC. All rights reserved.
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EE System Hardware Reporiing

Device Table
Interfaces
International LDS
Credit Card Drivers
Location Descriptars

@ Workstations
Design
Assionment
Style
SLL Assign

Report Configuration
Tracking Groups
Warkstation Autoseguence
PC Autosequences
Events

@a System Information E RVC Information Touchscreens, Keyboards, and KDS

@ Mobile MICROS
Design
Assionment
Style
SLU Assign

@ Keyboard Workstaions g Kitchen Display System

Desion

Desion

Revenue Center Selector

|1 - Beaches Cafe ‘I

T —— |
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3. Click the General tab and configure the following:

I By Connection j

-3 Inactive Devices

Control Panel | Configurator DevicerJle|

General |PrinterSettings |

PC Mumber |1
Hame |9700 Dema
“warkstations MIC |1 92.168.10.211

Redundancy NIC |

Device Location IE - Server Floom j
Backup PC IU - Mone j
CaA/EDC Settings
Primary C4 Link PC [1-srm0Dems =]
Backup Cé Link PC [(Nare =]
Primary C5 Link PC [1-000eme =]

Backup CS Link PC

Cé, Drriver Filename ICaDDTN

Disk. Full Threshald IED MB

Technical Installation Guide

e Inthe CA Driver Filename box, type CaDOTN (type CaDOTN exactly as shown without
deviation from spelling or case).

4. Click = to save the setting.

5. Repeat Steps 2, 3, and 4 if a secondary PC is being utilized.
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Configuring Printers

To configure printing for each workstation, perform the following steps:
1. Inthe EMC window, on the Device Table tab, expand SCC in the system tree.
2. Under SCC, select a workstation from the system tree.

3. Click the Printers tab and verify the Credit Card Voucher box has a printer selected. If not, perform the
following steps:

Control Panel | Configuratar Device Table | =
By Cannection j General | workstation | Optiong | Order Devices Prirters | Reven ]+
= Mumber |1— Mame IW =
Ui q Cuztamer Feceipt ID-NDne Select ﬁ
ng;%; o Guest Check |12 -5 4 Check. Printer Select ﬂ
ngg?ﬂ? Mema Check |0-Hone Select ﬂ
= ULTR& 107 (: Credit Card Yaucher |12 WS 4 Chefn_ntfi) Select ﬂ
B Eﬁi?;ir: % Validation [~ Nane Sekct
[]% FF?Et:CCC: Check Endorzement |[| - Nane Select _PI
e L i
E]"'é.-%ac‘{zfi%a;ices tound ID — seee ﬁ
Backup Journal |D . Maone Select ﬁ
Lacal Order Receipt |[| - Mone Select ﬂ
Uw/S Report |[| - Mone Select ﬂ
Ernplopes Time Chit |[| - Mone Select ﬂ
Emplopes Time Card |[| - None Select ﬂ t
4| | LlJ

e Next to the Credit Card Voucher box, click Select.
e Inthe Select? window, select the applicable printer (usually the same as Guest Check).
e  C(lick Ok.

Click H

4. Repeat Steps 2 and 3 for each workstation.

. to save the setting.

5. Close the Device Table tab.
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System Information Settings

The Configurator provides access to the System Information menu where changes will be made to the Tender
Media settings.

Configuring Tender Media
To configure tender media settings for each credit card tender, perform the following steps:

1. Inthe EMC window, on the Configurator tab, locate System Information and select Tender Media.

Control Panel Configurator | ps
m Personnel &@l Menu ltems % System Hardware Reporing
Employees Maintenance Device Tahle Report Configuration
Cashiers Recipe Links Interfaces Tracking Groups
Job Codes Bar Codes International LDS Wiorkstation Autosequence
Time Clock Schedules Credit Card Drivers PC Autosequences
Access Levels Location Descriptors Events

R Access Levels

m% System Information E RYC Information Touchscreens. Keyboards. and KDS

Farameters Configuration @ Workstations @ Mobile MICROS

Descriptars Farameters Diesign Diesign

Totals Sets Descriptors Assignment Assignment

Tax Table Tahles Style Style

Tax Classes Serving Perinds SLU Assign SLU Assign

gurrenc Time Periods @ Keyboard'Workstations g Kitchen Display System

Tender Media Macros . )

Design Design

Discounts Stored Yalue Cards

Help Screens Order Devices

Service Charges Fevenue Center Selectar

Languages I‘I - Beaches Cafe j

Trangaction Services
13
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2. Onthe Tender Media tab, record the cash tender number and each credit card tender number on your
reference list, you will need them later. Ensure the numbers you record have a Type of Payment — not
Preamble (this information is located in the Type column).

Control Panel | Configurator TenderMeda s

Name Preamble Options Tax Exer~ |
1 Debit i1-Payment [+ 00000000000000
2 Cash i1-Payment |+ 21421400000 |+ | 0O000000000000!
<l Visa i1 -Payment = [i4* 29E09400500 |+ | 00000000000000!
4 Check 1-Payment [+ 51000000000 |+ | 000000000000001
e &  MasterCard 1-Payment [« 5* 39E29409500 |+« | 0000000000000
6 PESO 1-Payment [« 30421400000 |+ | 000000000000001
7 Armes: Prearnble 5-Preamble [« 37* + { 0000000000000
& Ametican Express 1-Payment || 34* 21E09A00800 |+« | 0000000000000
9 PadTerder 1-Payment | [ 00000000 (00000000400 |. 0000000000000
10 Debit 1-Payment v | 28600000000 |+ | 00000000000000!
11 Gift Card 1-Payment || 0% 09ES9E19300 |« | NOO000O0000000N
13 DinersfC.6 Pre 5 -Preamble [« | 36% + $ 0000000000000

14 Diners{C.6 Pre 5 - Preamble [« | 38* - § 0000000000000 _|
=15 Diners/Carte Bln 1-Payment [« | 30% 39E2DAZY300 |... | 0000000000000
16 alt Gift Card 1-Payment  |» | 6035* 09ES9E1BZ00 | | NO000000000000!
18  1C.E. 1-Payment || 35* 39E2DAZ9300 |... [ 0000000000000
19 Enroute 1-Payment |+ | 39E2DA29200 ... | N0000000000000!
f— 20  DiscoverfMovus 1 -Payment |+ | 6% 39E0DADS300 |... | 0000000000000
25 Gift Certificate 1-Payment |+ | FD421400000 | | 00000000000000!
29 * Room Charge * 1-Payment |+ | 00000000000 |+ | 0000000000000
30 OFfling Posting 1-Paymert [+ 31624410000 |... | 00000000000000!
31 Room Charge 1-Paymert [+ 31E24410040 |... [ 00000000000000N
32 City Ledger 1-Paymert [+ 31E24410040 ... | 00000000000000N
40 * Misc Service * 1-Paymert [+ 00000000000 |+ | 000000000000001

44 Hold Order 2 - Service Tot [+ | 00020600000 ... | 000000000000001

. | ,u:I Sk el A Crwice Tok || ANNE NS nnnn nnnnnnnnnnnnI'_I

3. Select a credit card tender and click

4. Continue to “Configuring the Credit Card Tender with the Options Tab.”
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Configuring the Credit Card Tender with the Options Tab
Changes will be made to the credit card tender’s settings by using the Options tab which provides access to the
Credit Card Options, POS Behavior, and Charge Tip Options categories.
Configuring the Credit Card Options Category
1. Click the Options tab.
2. Under Select Category, select Credit Card Options from the list.

3. Under Credit Card Options, configure the following:

Control Panel | Configuratar Tendeﬂdeda| pS

General Optiong |MenuLeveIs | Output |

Select Category Credit Card Options

Preamble |4x

Printing Options . .

Interface Options Estimated Tip Percentage ID.DD

Credit Card Options L

Taxing Options Base Limit IU-UU

POS Behavior .

Charge Tip Dptions Second Limit Ig_gg

Mizcellaneous Options Second Limit Percentage IDDD—
Initial Autharization &mourt ID oo

Quick Service Limit lggg—
[ Use with Credit Card Frecal

[¥ Check Credit Card Expiration Date

[~ Credt Cardalidity Test

¥ Require Credit Auth Before Service Total

[T Do Mot Print Credit Card Wouches

I Require Credit Card Start Date

™ Require Credit Card lssue Number
[~ Prompt for Dekit or Credit Card
[~ Mo Credit Card Length Check,

™ O bl Depoie Copdlasldarts bl

e Type 0.00 in the following boxes:
o Estimated Tip Percentage
o Base Limit
o Second Limit
o Second Limit Percentage

e In the Initial Authorization Amount box, type the amount in use (if the MICROS Initial
Authorizations feature is not in use, type 0.00 in this box).

e (Optional) In the Quick Service Limit box, type the threshold dollar amount below which the
system will obtain authorization but will not require a signature.

e Select the following options:
o Check Credit Card Expiration Date
o Require Credit Auth Before Service Total
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e C(lear Credit Card Validity Test to avoid unnecessary, duplicate verification of the credit card

which slows processing.

4. Click H

to save the settings.

Configuring the POS Behavior Category

1. Under Select Category, select POS Behavior from the list.

2. Under POS Behavior, under Amount Options, configure the following:

Contral Panel | Configurator TenderHecial

General Dptios |Menu Lewels | COutput |

Select Category POS Behavior

Amount Dptions
[ &mount Fequied

Frinting O ptions
Interface Options

Credit Card Optiors v Aszurme Paid in Full

If retail functions are
being used, select
Aszzume Paid in Full and
clear Amount Required.

T axing Options

[ Round Tender to Mest Highest Dallar

Charge Tip Options
Mizcellaneous Options

[T Patial Tender Mot Allowed

N R U e el I e

e [If retail functions are being used, select Assume Paid in Full and clear Amount Required.
Selecting this option will record the exact amount due as the entry. If this option is not

selected, the system will record 0.00 as the entry.

3. Click =

to save the settings.
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Configuring the Charge Tip Options Category

If Charged Tip is in use, perform the following steps:

Secure Suite 4 MICROS 9700 Version 3
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1. Under Select Category, select Charge Tip Options from the list.

2. Under Charge Tip Options, configure the following:

Contral Panel | Configurator

TenderMeda |

3. Click =

Continue to “Configuring the Credit Card Tender with the Menu Levels Tab.”

4.

© 2019 Shift4 Payments, LLC. All rights reserved.
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General Optiong |Menu Levels | Output |

Charged Tip is an "all or none"
setting. If selected for one tender
Hame |Visa it must be selected for all tenders

|»

Current Tender Media Record

MNumber |3

Charge Tip Dptions //

[1-chargedTio  # =]

Select Category

Service Charge

Frinting Options
Interface Options
Credit Card Optiors
T aving Dptionps ¥ Charged Tip Fequired
P05 Behavior
Charge Tip Options
Mizcellaneous Dptions

¥ Post Amount to Gross Receipts on Tip Reports
¥ Past Amaunt ta Charged Receipts on Tip Reports

[~ ON = Charged Tip Must Be Less Than Pmt; OFF = &ny Amaunt

In the Service Charge list, select the service charge number for charged tip.
Record the Charged Tip Number on your reference list, you will need it later.

Select the following options:
o Charged Tip Required
o Post Amount to Gross Receipts on Tip Reports
o Post Amount to Charged Receipts on Tip Reports

(Optional) Clear ON = Charged Tip Must Be Less Then Pmt; OFF = Any Amount to allow a tip
of any amount. If this option is selected, the tip must be less than the payment amount.

to save the settings.
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Configuring the Credit Card Tender with the Menu Levels Tab
To configure the Menu Levels for the credit card tender, perform the following steps:

1. Click the Menu Levels tab and configure the following:

Control Fanel | Configurator | Service Charges Tender Meda Fs

General | Options Menu Levels | Output |

Current Tender Media Record =
Mumber |3 Mame IVisa
Menu Level Configuration
Active On Main Levels: Active On Sub Levels:
Main Lewel 1 Sub Level 1
Main Lewvel 2 Sub Level 2
Main Level 3 Sub Level 3
Main Lewel 4 Sub Level 4
Main Level 5 SubLevel 5
Main Lewel Sub Level B
Main Lewvel 7 Sub Level 7
Main Level Sub Level 8
Main Level Popup Sub Level Popup
[ Transaction Default [T Transaction Default
ID-Stay Dionr j ID-Sta_l,l Dowr j
Yiew Menu Lewvel Names for BYC: ID - Mone 'l t

e Under Active On Main Levels, select each Main Level in the list.
e Under Active On Sub Levels, select each Sub Level in the list.
e Inthe Main Level Popup list, select Stay Down.

e Inthe Sub Level Popup list, select Stay Down.

2. Click =

3. Continue to “Configuring the Credit Card Tender with the Output Tab.”

to save the settings.
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Configuring the Credit Card Tender with the Output Tab

The Output tab controls the credit card tender’s ability to support printing credit card receipts. To configure,
perform the following steps:

1. Click the Output tab and configure the following:

Control Panel | Configuratar | Service Charges Tender Media x

General | Options |Menu Lewvels | Dutput |

Current Tender Media Record

Mumber |3— Hame l\"isa—
Options
¥ Print on Customer Receipt ¥ Print on Guest Check
¥ Print onJoumal [T OM =Red: OFF = Black
Output

[ Order Device #1
[[] Order Device #2
[[] Order Device #3
[[] Order Device #4
[] Order Device #5
[ Order Device #6
[[] Order Device #7
[[] Order Device #3
[[] Order Device #3
[] Order Device #10
[] Order Device #11
[[] Order Device #12
] Order Device #132
[[] Order Device #14
[] Order Device #15

e Select Print on Customer Receipt.
e Select Print on Journal.

e Select Print on Guest Check.

2. Click =

to save the settings.

Requirement: Repeat all sections in “System Information Settings” to
configure each credit card tender as required.

Click E to return to Table view and select the next credit card tender
to configure.

After all credit card tenders are configured, close the Tender Media tab.
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RVC Information Settings

The Configurator provides access to the RVC Information menu where changes will be made to Revenue Center
(RVC) Parameter settings regarding default seat number, interface assignment, and secondary floor limits.

Configuring RVC Parameters
To configure RVC parameters for each revenue center, perform the following steps:

1. Inthe EMC window, on the Configurator tab, locate RVC Information and select Parameters.

Cantral Panel Configurator | ks
m Personnel i@‘_l-—l Menu ltems % System Hardware Reporting
Ermployees Maintenance Dievice Tahle Feport Configuration
Cashiars Recipe Links Interfaces Tracking Groups
Job Codes Bar Codes International LDS Workstation Autosequence
Time Clock Schedules Credit Card Drivers PC Autosequences
Arcess Levels Location Descriptars Ewents

R Access Levels

@a System Information a RVC Information Touchscreens, Keyboards, and KDS

Farameters AT @ Workstations @ Mobile MICROS
Descriptors Design Desigh
Totals Sets Descriptors Assignment Assignment
Tax Tabla Tables Style Style
Tax Classes Serving Perinds SLU Assign SLU Assign
Currency Time Perinds @ keyboardWorkstations g Kitchen Dizplay System
Tender Media Macros Design Dasign
Discounts Stared Walue Cards
Help Screens Order Devices
Semice Charges Revenue Center Selector
Languages 1 - Beaches Cafe j
Transaction Senices

| |

© 2019 Shift4 Payments, LLC. All rights reserved. Version 1.7

External Use NDA Page 63 of 130



Secure Suite 4 MICROS 9700 Version 3
Technical Installation Guide

&y Shift4

PAYMENTS

On the RVC Parameters tab, record the name and number assigned to each revenue center on your

2.
reference list, you will need them later.
Contral Panel | Configuratar RYLC Parameters s
Credit Card Driver

1 -
2 R.oom Service Mone Z
3 Banquets 0 - Mone Z

5 Boutique 0 - Mone [

Select a revenue center and click E to switch to Form view.

3.
Continue to “Configuring the Revenue Center with the Options Tab.”

4.

Version 1.7
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Configuring the Revenue Center with the Options Tab
To deactivate the default seat number, perform the following steps:
1. Click the Options tab.

2. Under General, locate and clear Default Seat Number to 1 at Beginning of a Trans.

Cantiol Panel | Configuratar RYC Parameters | x

General | Search Optians | Format | Paosting and Control Order Types | tenu Levels | Interfaces ‘ ‘l >|

-

General

[~

Humberetaate-hia
[[] 28 - Use Altemnate Text File
[[] 29 - Test For SKU Validity Using Check Digit

[] 30 - Accept European Article Numbering B arcodes
[ 31 - Dizable Barcode NLU Help Screen

[[] 32 - Enable Barcode o SKIJ "Not In File" Screen

[[] 33 - Enable UPC Algorithm for Barcode MLU Ertries

Make sure this
option is not
selecteed

KT T

Prompt And Confirm

1 - Prompt On-Demand Operators to Print Split Checks

- Do Mot Prompt for Guest Caunt 'When Prorating PMS Itemizers

- [Begin Check] key Caonfirmation Mat Required

4 - [Pickup Check] Key Confirmation Mot Required

[ 5 - Mo Confimation Required when Chanaing Kevboards with [Keyboard Select] Keys
[[] & - Confirmation Required for Line Humber oids

L v

Kl

Mabilz MICROS Options

[] 1 - Display Prices of M, Disent, & Sve Chgs ‘When Chk Initialy Displayed
[] 2 - Display Tax and Autogratuity When Check Initialy Displayed

[ 3 - Do Mot Check for Functioning Mabile MICROS Every 3 Minutes

[] 4 - Enable Display of Seats in Tranzaction Detail Display

[] 5 - Display Seats on Initisl Callup of Trarsaction Detail Display

[ & - Use Mumeric Screen for Ref Entry With Credit Card Store Key

I

KN
1

4

3. Click =

4. Continue to “Configuring the Revenue Center with the Interfaces Tab.”

to save the settings.
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Configuring the Revenue Center with the Interfaces Tab

To configure the revenue center to use Secure Suite 4 MICROS 9700’s CaDOTN interface, perform the following
steps:

1. Click the Interfaces tab.

2. Under Interfaces, in list 6 (if available), select CaDOTN. (The open lists are set to None. Shift4 Payments
recommends using the same assigned interface slot for all revenue centers to ensure efficient referencing
when configuring settings. The suggested list is 6.)

Contral Panel | Configuratar R¥C Palamelels| x
General | Search ‘ Options | Forrnat ‘ Posting and Control | Order Types | Menu Levels \nterlaces
Interfaces
T [1-pPus x5 [0-Nore |
2 [2-5endsM = B-Cabdth = D
3 |5-ToGuestConn j 7. ID-None j
4 ID-None j 8 ID-None j

Table Management System Options
CRM/THS Interface Options
¥ Send Check Status Messages To TMS

¥ Send Clozed Check Total to CRM/TMS
¥ Enable CRM/TMS Irterface

[¥ Send Closed Check Detail to CRM/TMS
¥ Send Offline Transactions to TMS

¥ Send Course Timing D ata to CRMATMS
™ SendKDS paging to THS

TS Operator 90007 - MICROS, MICROS Select
TS User wWorkstation |7 SLLTRA 107 Select
ThS Link 5-To Guest Conn A2

3. Click =

4. Continue to “Configuring the Revenue Center with the CA/EDC Tab.”

to save the settings.
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Configuring the Revenue Center with the CA/EDC Tab
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To establish secondary floor limits and printing operations to ensure the revenue center in the MICROS 9700
system recognizes numerical and percentage floor limits as well as credit card printing information, perform the

following steps:

1. Click the CA/EDC tab.

2. Under Options, configure the following:

3. Click H

Contral Panel ‘ Configuratar RVC Palamelalsl

Format | Posting and Control Oider Types ‘ Menu Levels

Interfaces | Tares | Autofire

o]

=2
=
=3
w

-Use Percent Secondary Flaor Limits

-Use Amount Secondary Floor Limits

- Print Woucher when Performing Secondany Credit Authorization
- Prompt Befors it o L

- Do Mot Etimate Tips of Credit Card Authorizations
-OoTE i i Fot Available
- Print Two Credit Card Youchers
- Toriore AT CTErs: TestorT e TS
- Print 3C Service Code on Credit Card Youcher
[ 10 - Print "Tatal" Instead Of "Subtatal” on Credit Card Voucher

[1 11 - Print Two Credit Card Youchers from Mobile MICROS

[] 12 - Na Trailer On Second Credit Card Vaucher

[] 13 - Mo Trailer On 2nd Credit Card Youcher from Mobile MICROS

[] 14 - Print Credit Card Youchers in Backgiound

15 - Print Two Lines of Discretionary Driver Data

16 - Do Mot Print Credit Card Info on Guest Check and Customer Receipt

OO O = =]

=l

Credit Driver Instance

IU-None

[

If Charged Tip is in
use, clear this

If using a thermal
printer, select this

option

option

Select Use Percent Secondary Floor Limits.
Select Use Amount Secondary Floor Limits.

Select Print Two Lines of Discretionary Driver Data.

If Charged Tip is in use, clear Do Not Estimate Tips of Credit Card Authorizations.

If you have a thermal printer, select Print Two Credit Card Vouchers.

In the Credit Driver Instance list, select None.

to save the settings.

Requirement: Repeat all sections in “RVC Information Settings” to

configure each revenue center as required. Click

=

to return to Table

view and select the next revenue center to configure. After all revenue
centers are configured, close the RVC Parameters tab.
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Touchscreen Settings

The MICROS Touchscreen settings must be configured to process transactions using Secure Suite 4 MICROS 9700's
CaDOTN Inquiry Numbers. The table below lists the buttons on the MICROS Touchscreen that will need to be
configured if present.

Existing MICROS Existing MICROS New CaDOTN

Function Name Key Number Inquiry Number

Used for retail credit card authorization and

CCard Lookup 625 9
settlement.
If CCard Lookup is in use, delete CCard
Lookup/Ask and use CCard Lookup.
None — Delete or If CCard Lookup is not in use, reconfigure
CCard Lookup/Ask 626 Reconfigure CCard Lookup/Ask to use CaDOTN Inquiry 9.

Instruct the clerk to enter the amount
before pressing CCard Lookup/Ask.

None — Delete or  |Secure Suite 4 MICROS 9700 protects against

CCard Recall 627 Reconfigure recalling credit card data.
CCard Recall/Ask 628 None — Dglete or |Secure Suite 4 MICROS .9700 protects against
Reconfigure recalling credit card data.
CCard Authorize 629 3 Used for fon a'nd beverage credit card
authorization and settlement.
Initl Authorize 631 14 Used for credit card authorization only.
Manual Authorize 632 11 Used for manual ar?d tfelephone credit card
authorization only.
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Existing MICROS Existing MICROS New CaDOTN

Function Name Key Number Inquiry Number

If CCard Authorize is in use, delete CCard
Auth/Prompt and use CCard Authorize.

If CCard Authorize is not in use, reconfigure
None — Delete or

CCard Auth/Prompt 633 Reconfigure CCard Auth/Prompt 1;;0 use CaDOTN Inquiry

Instruct the clerk to enter the amount
before pressing CCard Auth/Prompt.

If Initl Authorize is in use, delete Initl
Auth/Prompt and use Initl Authorize.

None — Delete or If Initl Authorize is not in use, reconfigure

Initl Auth/Prompt 635 Reconfigure Initl Auth/Prompt to use CaDOTN Inquiry 14.

Instruct the clerk to enter the amount
before pressing Initl Auth/Prompt.

If Manual Authorize is in use, delete Manual
Auth/Prompt and use Manual Authorize.

None — Delete or If Manual Authorize is not in use,
Manual Auth/Prompt 636 Reconfiaure reconfigure Manual Auth/Prompt to use
& CaDOTN Inquiry 11.

Instruct the clerk to enter the amount
before pressing Manual Auth/Prompt.

Configuring the Touchscreen
To configure the Payment Touchscreen, perform the following steps:

1. Inthe EMC window, on the Configurator tab, locate the Revenue Center Selector list (bottom-right-
corner) and select a revenue center.

2. Inthe EMC window, on the Configurator tab, locate the Touchscreens, Keyboards, and KDS menu. Under

Workstations, select Design.
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Control Panel Configurator ‘ =
m Personnel 5@ Menu tems System Hardware Reporing
Employees Maintenance Device Table Report Configuration
Cashiers Recipe Links Interfaces Tracking Groups
Job Codes Bar Codes International LDS Workstation Autosegquence
Time Clock Schedules Credit Card Drivers PC Autoseguences
Access Levels Location Descriptors Events

RW Access Levels

@% System Information E RYC Information Touchscreens, Keyboards, and KDS

Parameters Configuration @ Workstatons @ Mobile MICROS
Descriptars Fararneters Design
Tatals Sets Desctiptars Ezsignment Assignment
Tax Table Tahles Style Style
Tax Classes Sering Periods SLU Assign 3LU Assign
Currency ) Time Periods @ KeyboardWorkstations g Kitchen Display System
Tender Media Macros .

Design Design
Discounts Stored Value Cards
Help Screens Order Devices
Senice Charges Revenue Center Selector
Languages 1 - Beaches Cafe [
Trangaction Serices

3. On the Touchscreen Design tab, from the Names column, select the Payment Touchscreen. In most cases,
your payment screen will be named PAYMENT, PAYMENT AUTH, or something similar.

Configurater | Contral Panel Touchscreen Design ‘ *
# i Name: =
2 SIGH TN
3 * Trans Screen *
) BREAKFAST TRANS
B LUMCH TRANS
7 DINNER. TRANS
8 77 TRANS
9 COCKTAIL TRANS
1o * Food Screens *
i1 BREFST FAST SHEL
1z ALLDAY FAST SHEL
15 * Other Trans *
19 * Bewrg Screen * —
22 (bar alpha shiy
23
24 COCKTAIL SHELL
25 BARTEMDER SCREEN
26 #4010 BAR SHELL
29 * Fuy n*
30 PAYMENT SCREEN D |
31 FUNCTION SCREEM
3z MANAGER. SCREEN
33 CHANGE MENU SCRN
34 ALPHA MUMBERIC
35 MUMERIC SCREEN
36 POP-UP NUM SCRM =

4. Click =

5. Continue to “Configuring a Credit Button for its CaDOTN Inquiry Number.”

to switch to Form view.
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Configuring a Credit Button for its CaDOTN Inquiry Number

1. On the Touchscreen Design tab, select a credit button with an Existing MICROS Function Name. The
Existing MICROS Function Names are listed in the table under “Touchscreen Settings."

o In this example, the button is CCard Auth and has an Existing MICROS Function
Name of CCard Authorize.

Control Panel | Configurator TouchscleenDecig'll x

Current Screen: ISD—FAYMENT SCREEN MO OEOEE X |@ =]
! o

Key/Screen IKey Configuration 'I
Debit Pinpad Auth PREV ‘ NEXT ‘

Keyp Configuration

Legend: |CCard Auth

Legend Size:

PRINT

ENTER -pes- ‘ CLEAR -no-

Key Type: [11 - Function

Fey Number: | 1027 -5 B- CaDOTH . =
Preset MLl [0 Hane ¥ Manual Auth Initial Awth 7 8 4]

Preset SLul: |0 Mans e
Color: |12 - Black an ‘Yellaw i

Card Auth 4 5 6

[T Use Bitmap

lean: |0 - Nane &
@ /Fo
Bitmap
I

leon Placement: |0- Mat shown i
| I

i

/)

Nest Serzen: [0- Nane 2 ’EI
Mediz File

™ Full Sereen Media

2.  From the Key Type list, select Function.

3. Click EI next to the Key Number list to open the Key Function Select window.
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4. Inthe Key Function Select window, configure the following:

Secure Suite 4 MICROS 9700 Version 3

ESlKey Function Select = =] |
Maowvement 1004 - 51 5 - meve-microz - Ing 5 ;l
ML 1008 - 51 5 - meve-microz - Ing B
Sales MLU 1006 - 5IM 5 - mgve-micros - Ing 7
General 1007 - 5IM 5 - mgve-micros - Ing 8
Touchscreen 1008 - 51M 5 - msve-micros - Ing 9
Check Begin/Fickup 1003 - 51M 5 - mgve-micros - lng 10
Check Operations 1010 - 5IM 5 - mgve-micros - lng 11
Trangaction 1011 - 5IM 5 - mgve-micros - Ing 12
Seat 1012 - 5IM 5 - mgve-micros - Ing 13
Currency 1013 - 5IM 5 - mgve-micros - Ing 14
Mon-5ales Operations 1014 - 51M 5 - mgve-micros - Ing 15
Custom 1015 - 51 5 - my .

1016 - 5IM 5 -
Hultilingual 1017 -5IM 5 -
Stored Walue Cards 1018 -5IM 5- Selact 8 for F&B
1019 -5IM 5 - -
) 1020-SIME - or 9 for Retail
Filter 1021 -5IM B -
l— 1022 - SIM 6 -
1023 - 5IM 6 - Oy
1024 - SIM 6 - CaDOTH -
¥/ Include Help Test 1025 - §IM & - CaDOTHN - Ing
1026 - SIME - CaDOTH -
Direct Entry 027 CaDOTH -Ing 8
1028 - SIM B - CaDOTM -1nq 9
1029 - 51k £ - CaDOTH - Ing 10
1030 - SIM 6 - CaDOTH -Ing 11 ﬂ
0K X Cancel
|

e  On the left side of the window, select SIM.

Technical Installation Guide

e On theright side, select the new, corresponding CaDOTN Inquiry Number:

o

e Click OK to close the window.

5. Click H

Formatting example: X —SIM # — CaDOTN — Inq ? where X is a number generated by
MICROS, #is the CaDOTN interface number previously created and ? is the CaDOTN
Inquiry Number from the table under “Touchscreen Settings.”

In this example, it would be either 1027 — SIM 6 — CaDOTN - Inq 8 if the revenue
center is Food and Beverage or 1028 — SIM 6 - CaDOTN - Inq 9 if the revenue center

is Retail.

to save the settings.

6. Repeat Steps 1, 2, 3, 4, and 5 for all credit buttons on the Payment Touchscreen with an Existing MICROS
Function Name from the table under “Touchscreen Settings.”

7. Repeat all sections in “Configuring the Touchscreen” to configure additional Touchscreens (if credit
buttons exist on other screens, other than Payment) for the selected revenue center. This is required to
ensure the system is completely functional. After all touchscreens are configured for the selected revenue
center, proceed to Step 8.

8. Repeat all sections in “Touchscreen Settings” if additional revenue centers need to be configured.

© 2019 Shift4 Payments, LLC. All rights reserved.

External Use NDA

Version 1.7
Page 72 of 130



», o . Secure Suite 4 MICROS 9700 Version 3
‘v‘ Shlft4 Technical Installation Guide

PAYMENTS

Parameter File Settings

The CaDOTN.param file must be updated to reflect your newly configured settings in the MICROS 9700 system to
support Secure Suite 4 MICROS 9700. To update the parameter file, perform the following steps:

1. Navigate to ...\MICROS\LES\POS\9700\Etc and open CaDOTN.param in WordPad or Notepad.

2. Continue to “Updating the Printing Parameters.”

Updating the Printing Parameters

1. Locate the Printing section:

EF r WouC H
S/ For gift card informational draft print: "v"

- print all, "wW" - print none,
i "E" — print error drafts onl

war ManagerDraftPrint ral = "E"
war CustomerbraftPrint ral = "n"
war altecPreamble i a7 = "B035"

Printing Parameters

&] Tip: Search the document for key words to locate the sections quickly.

2.

Update the Printing Parameters according to your newly configured settings in the MICROS 9700 system
by typing the applicable Required Setting from the table below:

Printing Parameter Required Setting

If Charged Tip is in use: "Y"

Y = Enhanced printing enabled
var ManagerDraftPrint

If not in use: "E" N = Enhanced printing disabled

E = Enhanced printing enabled to print

If Charged Tip is in use: "Y" errors only

var CustomerDraftPrint
If not in use: "N"

3. Save the CaDOTN.param file but do not close it.

4. Continue to “Updating the Tender Keys Parameters.”

© 2019 Shift4 Payments, LLC. All rights reserved.
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Updating the Tender Keys Parameters

1. Locate the Tender Keys section:

A4 Tender Keys

£, These walues map the Tender/media table in Mmicros to the proper type of credit card payment.
£ wHW ONoTe ®WH These walues will have to be edited to correspond to the settings of a system.
wvar DE_TEMDER T okey = key(7,993)

war WS_TEMDER key = key(7,30

wvar MC_TEMDER T okey = key(7,5)

war NS_TENDER Tokey = key(7,200

war Ax_TEMDER T o key = key(7,8) Tender Keys

war JC_TENDER T okey = key(7,18)

wvar DC_TEMDER tokey = key(7,15%)

war YC_TENDER T okey = key(7,999)

wvar CASH_TEMDER Dkey = key(7,20

wvar GCSALE_SwiC_0BJ okey = key(5,13)

var GCCASH_SWC_0BJ tokey = key(5,15)

war GCRCHG_SWiC_0B] okey = key(5,12)

var TIP_SWVC_0BJ T okey = key(5,1)

war CHG_TIP_ACTIVE pal = My

2. Update the Tender Keys Parameters according to your newly configured settings in the MICROS 9700
system by typing the applicable Required Setting from the table below:

Tender Keys

Tender Media Payment Type Required Settin
Parameter 4 P q &
var DB_TENDER Debit
var VS_TENDER Visa
var MC_TENDER MasterCard
. If in use: (7,#) where # is the Tender Media
var NS_TENDER Novus/Discover Number recorded on your reference list.
var AX_TENDER American Express
If not in use: (7,999).
var JC_TENDER Japanese Credit Bureau
var DC_TENDER Diners Club
var CASH_TENDER Cash
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Tender Keys
Parameter

Tender Media Payment Type Required Setting

If in use: (5,#) where # is the Charged Tip
Service Charge Number recorded on your

var TIP_SVC_OBJ Charged Tip reference list.

If not in use: (5,999)

Ifin use: "Y"
var CHG_TIP_ACTIVE N/A
If not in use: "N"

3. Save the CaDOTN.param file but do not close it.

4. Continue to “Updating the Revenue Center Parameters.”
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Updating the Revenue Center Parameters

1. Locate the Revenue Center section:

S Currespopds to the name of the revenue center. @RWC 15 used to select array element, can
he 2 Tines of text, each up to 32 characters, separated by an '(undecided)' character.

var storenames[5] : afgé
storenames [1] "Beaches que”
staorenames [2] "Room service” Revenue Centers

storenames [3] "Banguets"
storenames [5] "Boutigue”

2. Update the Revenue Center Parameters according to your newly configured settings in the MICROS 9700
system by typing the applicable Required Setting from the table below:

Revenue Center
Parameter

Required Setting

# equals the highest MICROS RVC
var storenames [#]: a66 Number recorded on your reference
list.

n equals the MICROS RVC Number
recorded on your reference list.

storenames [n] = "x"
x is the MICROS RVC Name recorded

on your reference list that corresponds
to n and is typed within double quotes.

3. Save the CaDOTN.param file but do not close it.

4. Continue to “Updating the Log and Operation Parameters” section.

Version 1.7
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Updating the Log and Operation Parameters

1. Locate the Log and Operation section:

Secure Suite 4 MICROS 9700 Version 3
Technical Installation Guide

/S FELEE

v *verbosity
/4 *log_ensbled
I *log caesde

*log timer
;f; *log retain
/4 *log rolltime
Y *validate_cards
1 *interleave_cas

*manual auth allowed
/s — -
/4 Fping host
/4 *no sim print
/S *3c_sim partialauth
iy *alt_gc preamble
S/ Fmax_uws
/4 *oa retry max
i ede_retry max
/s *ede_retry delay
S *ede_timeout
// *ede_errlist
i *edc_high capacity
/S *ede_highe links
/¢ Tedec higho quelen

© 2019 Shiftd Payments, LLC. All rights reserved.
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L/ The dinformation following the symhol helow (/7 wwgww") pepresents the configuration
/7 information for the driver, used to construct the driver configuration data file if it
s is not found when the driver starts.

' The basic structure for a Tine of data is "/ *keyword datal {dataz}", where "keyword"
i indicates which variable is to he filled, datal is either data for the wariabhle or an
/7 array index if the wariable s an array, and data2 is the data for an arra* alement.
S Each should be separated by whitespace, but be on the same Tine. Text should

s It js possible to insert comments into the text,
' as Tlong as they will not be mistaken for data Tines.

= ]

"Z3:59:50"

[ S

"e035"
200
]
a
1z0
a5
we
u}
3
1z

be in guotes.
on 1ines other than the data Tlines,

Log and Operation
Parameters
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2. Update the Log and Operation Parameters according to your newly configured settings in the MICROS
9700 system by typing the applicable Required Setting from the table below:

Log and Operation

Required Setti
Parameter equired Setting

*|log_retain 6

The number of days to retain the log file.

*log_rolltime “xx:yy:zz”

Where xx:yy:zz is the time (xx is the hour in a 24-
hour format, yy is the minutes, and zz is the
seconds) the system will roll to a new log file, where
XX, Yy, and zz are separated by a colon and typed
within double quotes.

This time should be ten seconds before the MICROS
system’s configured start of day time, which the
merchant can provide.

The default is ten seconds before midnight:
“23:59:50”

*validate_cards 0

The setting disables duplicate card validation.

*max_uws 200 or greater

The maximum number of user
workstations/terminals.

A setting other than zero delays messages from

*ca_retry_max 0 .
appearing on the screen.
Indicates when settlement is being run as a high
0 = false capacity batch.
*edc_high_capacity
1 =true
The default is false.
The maximum number of simultaneous connections
to use if high capacity batch is enabled.
*edc_highc_links 3

The default value is 3, the minimum value is 1, and
the maximum value is 10.
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Log and Operation
Parameter

Required Setting

The maximum number of queue depth for
connections if high capacity batch is enabled.

*edc_highc_quelen 12

The default value is 12, the minimum value is 3, and
the maximum value is 24.

3. Save the CaDOTN.param file but do not close it.

4. Continue to “Updating the Link Settings Parameters” section.
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Updating the Link Settings Parameters

1. Locate the Link Settings section:

S/ Mca_sys_name o] UMADWANDL "
S Mca_sys_addr o] "l27.0.0.1"
S/ Mca_sys_paort o] 17478

S/ Mca_sys_tout o] 55

S Hoa_sys_used Q Q

S/ Mca_sys_usetcp o] 1

A

S/ Mca_sys_name 1 UMADWANDZ "
S/ ®ca_sys_addr 1 "127.0.0.1"
S Mca_sys_port 1 17478

S/ Mca_sys_tout 1 55

S/ Mca_sys_useds 1 0

S Hca_sys_usetcp 1 1

A

A rdual_ca_sys o]

£/ ®hackup_ca_sys g

2. Inthe second column, be aware of the following:

e  0=Primary Link Parameters

e 1 =Secondary Link Parameters

Secure Suite 4 MICROS 9700 Version 3
Technical Installation Guide

Link Settings

S Eoms_entry
'W”W'HWMMMW

3. Update the Link Settings (Primary and Secondary) Parameters according to your newly configured settings
in the MICROS 9700 system by typing the applicable Required Setting from the table below:

Link Settings
Parameter

Required Setting

The name of the link address

*ca_sys_name typed within double quotes.

The Primary Link default is “MADWAND1”
The Secondary Link default is “MADWAND2”

The MicrosTCP Interface IP
Address typed within double
quotes.

*ca_sys_addr

The MicrosTCP Interface IP Address recorded on your
reference list.

*ca_sys_port The MicrosTCP Port Number.

The MicrosTCP Port Number recorded on your
reference list. The default is 17478.

65
*ca_sys_tout

The amount of time the system waits, in seconds,
before indicating an attempted transaction has failed.
The default is 65.
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Link Settings
Parameter

Required Setting

0 - Disabled If the terminal IDs are two digits or less, type 0.
*ca_sys_use9
1-Enabled If the terminal IDs are three digits or more, type 1.

This setting specifies a TCP/IP connection for
*ca_sys_usetcp 1 communications between Secure Suite 4 MICROS 9700,
the UTG, and the MICROS 9700 system.

4. Update the Backup Preference Parameters (how the Primary and Secondary link will be used by the
system) according to your newly configured settings in the MICROS 9700 system. There are three setting
configurations to choose from, type the applicable Required Setting from the table below:

Backup Preference Parameter Required
Configuration Choices Setting

*dual_ca_sys 1 The system uses both the Primary and Secondary Links
*backup_ca_sys 0 when sending transmissions.

*dual_ca_sys 1 The system uses the Secondary Link only when the
*backup_ca_sys 1 Primary Link has failed.

*dual_ca_sys 0

The system does not use the Secondary Link.

*backup_ca_sys 0

5. Update the Interface Parameter according to your newly configured settings in the MICROS 9700 system
by typing the applicable Required Setting from the table below:

Interface Parameter Required Setting

The CaDOTN Interface Number .
*pms_entry e cabO terface Nu b.e The default is 6.
recorded on your reference list.

6. Save the CaDOTN.param file but do not close it.
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7. Continue to “Updating the RVC Assignments Parameters” section.

Updating the RVC Assighments Parameters

1. Locate the Revenue Center Assignments section:

WWW

S M rwC_no
266411
E

/7 ¥rvc_merch

S Hruc_type

S Fruc_name

S rwc_owwe _chk
S wrve_avs_chk
A7 *rvc_api_serial
L Frwc_apd _pwd
A

S MrwC_no

S wrvcomerch

A7 Fruc_type

A Hrec_name

S druc_owe2 _chk
S wrwc_avs_chk
A Frwc_api_serial
7 Frwe_apt _pwd

"Beaches” Revenue Center
8 Assignments

2

266411

E

"rRoom Service"
o]

9,

S M ruc_no

S wrvc_merch

A Fruc_type

S *rvc_name

A rve_oww2_chk
S drue_avs_chk
A4 Frvc_api_serial
A Frve_apd _pwd

3

2606411

E
"Banquets"
o]

0

S/ ruwe_no

L Hrve_merch

A Fruc_type

S Mryc_name

S Frwc_owe2_chk
S wruc_avs_chk
S/ Frvc_api_serial
A Frve_apd _pwd

5

130830

R
"Boutigue"
o]

0

WLWWW W W W MMM Y RPRERRRRERERE 00000000

2. Inthe second column, be aware of the following:

e  Each revenue center has an identifying number in the second column. All parameters with
the same identifying number in the second column belong to that revenue center.

3. Unless instructed otherwise, only edit parameters located in the third column.

4. Update the RVC Assignments Parameters for each revenue center according to your newly configured
settings in the MICROS 9700 system by typing the applicable Required Setting in the third column from
the table below:

RVC Assignments
Parameter

Required Setting

*rvc_no Type the RVC Number recorded on your reference list.

Type the Shift4 Payments Merchant ID recorded on your reference list that

*rvc_merch
- corresponds to the RVC Number.
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RVC Assignments . .
g Required Setting
Parameter
Type the Merchant Type recorded on your reference list that corresponds to
the RVC Number:
*rvc_type R = Retail
F = Food & Beverage
K = Kiosk
" Type the RVC Name recorded on your reference list that corresponds to the
rvc_name o
RVC Number within double quotes.
*rvc_api_serial If the parameter is not in use, set to ""

5. If needed, to add additional revenue centers to the CaDOTN.param file:
e  Copy the last block of RVC Assignments Parameters content (all three columns).
e Paste the copied selection below the last block of RVC Assignments Parameters.

e In the pasted content, increment the identifying number in the second column by 1 for all of
the RVC Assignments Parameters that will now correspond to this new, additional revenue
center.

e Repeat Step 4 to update the added revenue center.

e Review the section “Updating the Revenue Center Parameters” to ensure the added revenue
center is included in this area as well.

6. Save and Close the CaDOTN.param file.

Rebuilding the CaDOTN.dat File

If the MICROS 9700 system is being upgraded from Shift4 Payments’ Enhanced driver, after editing the
CaDOTN.param file, you must delete the CaDOTN.dat file. This ensures the MICROS 9700 system rebuilds the
CaDOTN.dat file using the updated CaDOTN.param file once it is restarted. To delete the CaDOTN.dat file, perform
the following steps:

1. Navigate to ...MICROS\LES\POS\9700\etc.
2. Locate CaDOTN.dat, right-click and select Delete.
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Replacing the CaDOTN.param File

After editing and saving the changes made to the CaDOTN.param file, replace the old CaDOTN.param file in the
following directories on the server with the new version:

\MICROS\LES\POS\9700\ClientInstalls\CALInstall\Win32\Files\Shift4\Param
\MICROS\LES\POS\9700\ClientInstalls\CALInstall\WS4\Files\CF\PosClient\Sim
\MICROS\LES\POS\9700\ClientInstalls\CALInstall\WS4LX\Files\CF\PosClient\Sim
\MICROS\LES\POS\9700\ClientInstalls\CALInstall\WS5\Files\CF\PosClient\Sim
\MICROS\LES\POS\9700\ClientInstalls\CALInstall\WS5A\Files\CF\PosClient\Sim

Shared Secret Passphrase Settings

The UTG has been configured to communicate with the CaDOTN driver using a shared secret passphrase. To
configure the CaDOTN driver for the shared secret passphrase, perform the following steps:

1. From the Start menu, select Programs > Shiftd4 Corporation > Secure Suite 4 MICROS 9700 > Secure Suite
4 MICROS 9700 Password Utility.

2. In the Shift4 Enhanced Driver Password Control window, configure the following:

| I Shift4 Enhanced Driver Password Control =15l x|

TCP/IP Communications Settings

Primary UTG TCP/IP Connection
Passphrase: |’““‘

Werify Paszphrase: |"""

Secondary UTG TCPAP Connection [Inuse?; Used as backup?)
Passphrase: |

Werify Paszphrase: |

Save Revert

e Under Primary UTG TCP/IP Connection:

o Inthe Passphrase box, type the shared secret passphrase configured in the UTG.
(Remember, it is case sensitive.)

o Inthe Verify Passphrase box, re-type the shared secret passphrase configured in
the UTG.

e Under Secondary UTG TCP/IP Connection:

o Inthe Passphrase box, type the shared secret passphrase configured in the UTG.
(Remember, it is case sensitive.)

o Inthe Verify Passphrase box, re-type the shared secret passphrase configured in
the UTG.

3. (Optional) Before saving the changes, the Revert button can be used to restore the previous settings.
4. Click Save.
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5.  When the MICROS 9700 system is restarted, the shared secret passphrase will be in effect.

advanced and optional feature, proceed to the “Post-Installation

@ Requirement: If you are not doing “Gift Card Configuration,” which is an
Process.”

Gift Card Configuration

Secure Suite 4 MICROS 9700 enables gift card purchases, activations and deactivations, recharges, redemptions,
and cashouts using the MICROS 9700 system.

It is important to remember the following limitation when running as a SAR terminal on MICROS 9700 Version 3.2
or 3.5: gift card functions are not supported.

Suite 4 MICROS 9700” and “MICROS System Configuration” prior to doing

@ Requirement: Complete all tasks in “Installing and Configuring Secure
Gift Card Configuration.

System Information Settings

The Configurator provides access to the System Information menu where changes will be made to the Service
Charges and Tender Media settings to support gift cards.

Requirement: When adding service charges and tender media, MICROS
customers must contact their Accounting department to verify placement
of the service charges and tender media in the correct tracking group for

@ reporting.
Until the service charges and tender media are added to tracking groups,
they will not show up in any reports.

For assistance, customers must contact MICROS for support.
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Configuring Service Charges
There are three service charges needed to support gift cards:

e (Required) GC SALE — Allows merchants to sell gift cards with any value. GC SALE does not apply to gift
card redemptions; its use is for selling gift cards.

e (Required) GC RECHARGE — Allows merchants to add additional value to gift cards.

e (Optional) GC CASHOUT — Allows customers to redeem the remaining value of a gift card for cash if the
merchant chooses to configure.

To configure the new service charges to support gift cards, perform the following steps:

1. Inthe EMC window, on the Configurator tab, locate System Information and select Service Charges.

Contral Panel Configurator | x
m Personnel 5@ Menu ltems E System Hardware Reporiing
Emplovees Maintenance Device Table Report Configuration
Cashiers Recipe Links Interfaces Tracking Groups
Joh Codes Bar Codes International LOG Warkstation Autosequence
Time Clock Schedules Credit Gard Drivers FC Autosequences
Access Levels Location Descriptors Events

R Access Levels

@a System Information ;T_‘ RVC Information Touchscreens, Keyboards, and KDS

Fararneters Configuration @ Workstations @ Mobile MICROS

Descriptors Farameters Design Design

Totals Sets Descriptors Assignment Assignment

Tax Table Tahles Style Siyle

Tax Classes Serving Periods SLU Assion SLU Assion

Currency Time Periods @ Keyboard'Waorkstabonz: g Kitchen Display System

Tender Media Macros ) ’

Cesign Design

Discounts Stared Value Cards

Heln EEN Order Devices

Senice Charges Revenue Center Selectar

Languages 1 - Beaches Cafe hd

Transaction Services
e [ 11 |

=

2. On the Service Charges tab, click to switch to Table view.
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3. On the Service Charges tab, click b to add a new service charge number.

Contral Panel | Configurator Service Charges Fs
# & Name Tax Class Options Itemizers 0Oy
1 Charged Tip 0 - Mone z E0S000000000 o (H000 co fED
2 Added Tip 0 - Mone Z A03000000000 o FEO00 «o fED
3 AMEMITY TIP 0 - MNane Z BOE000000000 w0 (H000 o FED
4 EUS. PLAN TIP 0 - Mone z 6B05000000000 o+ 13000 < FEOD
5 CC MOM-REY 0 - Mane Z 20000000000 o FHO00 ~o b ED
] * Payroll Tips * 1 - SALES TAX z 000000000000 ) c PED
7 $ SERVICE CHARGE 0 - Mone Z DO3000000000 o (HO00 «o fED
g “o SERNVICE CHARGE 0 - MNane Z 905000000000 w0 (HO00 o PED
9 BANG 19% SRV CHG 1-SALES TaxX z 105000000000 o+ 13000 e FED
10 RM SYC 18% SYCHG 1 - SALES TAX Z 105000000000 o (HO00 «o fED
11 15%: SERVICE CHG 1 - SALES TAX z 100000000000 o (H000 co fED
12 ICARE SWC CHG 0 - Mone Z CH0400000000 o (0000 co FAD

4. Record the number assigned to the new service charge on your reference list, you will need it later.

=

5. On the Service Charges tab, verify the new service charge is selected and click to switch to Form

view.

6. Continue to “Configuring the Service Charge with the General Tab.”
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Configuring the Service Charge with the General Tab

1. Click the General tab and configure the following:

Control Panel | Configuratar Selvicel:halges‘ b

General | Itemizers | Menu Levels | MNLU/SLU ‘ Output |

Mumber 13 Peicent IU
Name GC SALE Amount 0.00
Tax Class - Mone - Tips Paid Tender/Media ID -Mone -
Privilege Group 0 = Percent To Tips Paid IU
Opliohs

- 0N = Open; OFF = Presst -
- OM = Amount; OFF = Percentage

- Post to Charged Tips Total on Tip Reports

- Post to Service Charges Total on Tip Reports

- Reference Enty Required

- Walidation Reguired

- Non-Revenue Service Charge [Mo Post to Sales]

- Taiwanese Paid Out

- Reset Itemizer(s]

- Service Charge Adds to Guest Count

- Do Mot Post to Gross Receipts

- Itemn iz Shareable

-Cash Tips

- Service Charge Used For Stored Value Transactions
- Mask Account Humber

- Encrypt Service Charge Reference Entry j

0000000000080 0ORE,
T IR

DO Em =S

In the Name box, type GC SALE.

Requirement: Type GC SALE, GC RECHARGE, and GC CASHOUT exactly as
shown without deviation from spelling or case, and with only one space
between the words.

In the Amount box, type 0, which is the default. If this is an Amount Service Charge, this field
determines the dollar amount of the service charge. If this is a Preset Percentage or an Open
Amount Service Charge, this field determines the maximum amount of the service charge.
The number of fixed decimal places is determined by the setting for the base currency in the
Currency file.

In the Tax Class list, select None, which is the default. If needed, a tax class can be selected
to apply to this service charge.

In the Tips Paid Tender/Media list, select None.

In the Privilege Group list, select 0, which is the default. If needed, a privilege group number
can be selected to restrict use of this service charge to employees who are linked to the
privilege group number.

In the Percent To Tips Paid box, type 0, which is the default. If needed, a percentage of the
charged tip can be configured here to post to the Tips Paid total.
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2. Under Options, configure the following:
e Select ON = Open; OFF = Present.
e Select ON = Amount; OFF = Percentage.

e Select Reference Entry Required.

3. Click =

4. Continue to “Configuring the Service Charge with the Itemizers Tab.”

to save the settings.

Configuring the Service Charge with the Itemizers Tab

1. Click the Itemizers tab and configure the following:

Technical Installation Guide

Control Panel | Configurator Setvicetharges|

General | Menu Levels | MLU/SLU | Output |

Current Service Charge Recaord

Murnber |13 Marme IGC SALE

Compute on Service Charge ltemizer 1 [GRAT)
Compute on Service Charge ltemizer 2 [NOMN GRAT]
Compute on Service Charge [temizer 3 ()

Compute on Service Charge Itemizer 4 )

Compute on Service Charge Itemizer 5 ()

Compute on Service Charge [temizer 6 ()

Compute on Service Charge [temizer 7 ()

Compute on Service Charge [temizer 8 ()

e Select each Compute on Service Charge Itemizer in the list.

2. Click =

to save the settings.

3. Continue to “Configuring the Service Charge with the Menu Levels Tab.”
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Configuring the Service Charge with the Menu Levels Tab

1. Click the Menu Levels tab and configure the following:

Contral Panel | Canfiguratar Selvice[ﬁhalg&sl by

General | Itemizers Meru Levels | MLUASLU ‘ Output ‘

| v

Current Service Charge Record

Nurmber |13 MName |G SALE

henu Level Configuration

Active On Main Levels Active On Sub Levels:

Main Level 1 Sub Level 1

tain Level 2 Sub Level 2

zin Level 3 Sub Level 3

zin Level 4 Sub Level 4

zin Level 5§ Sub Level §

Main Level B Sub Level B

Main Level 7 Sub Level 7

Main Level 8 Sub Level 8

tdain Level Fopup Sub Level Fopup

[T Transaction Default [ Transaction Default

IEI—StayDown ﬂ IEI—StayDown j
Wiew Meru Level Names for BYC: |0 - Mone VI e

e Under Active On Main Levels, select each Main Level in the list.
e Under Active On Sub Levels, select each Sub Level in the list.
e Inthe Main Level Popup list, select Stay Down.

e Inthe Sub Level Popup list, select Stay Down.

2. Click =

3. Continue to “Configuring the Service Charge with the NLU/SLU Tab.”

to save the settings.
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Configuring the Service Charge with the NLU/SLU Tab
1. Click the NLU/SLU tab and configure the following:

Control Panel | Canfigurator Sewice[ﬁhalg&s|

General | Itemizers | Menu Levels
Current Service Charge Record
Humber |-|3—
MLU ID
5LU [0ohere 7]
MMH SLU [0ohore 7]
leon lm

e Inthe NLU box, type 0.
e Inthe SLU list, select None.
e |nthe MMH SLU list, select None.

e |nthe lcon list, select None.

2. Click (] to save the settings.

3. Continue to “Configuring the Service Charge with the Output Tab.”
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Configuring the Service Charge with the Output Tab
1. Click the Output tab and configure the following:

Control Panel | Configurator Selvicel:ha[gesl =

General | Itemizers | Menu Levels | HLUSSLU Qutput |

Current Service Charge Record

Mumber |13— Mame [5CSALE
Options
[V Print on Customer Receipt ¥ Pririt on Guest Check
¥ Prirt art Jouneal 7 OM =Red: OFF = Black
Output

[ Order Device #1
[] Order Devics #2
[] Order Device #3
[] Order Device 4
[] Order Device #5
[] Order Device HE
[] Order Device #7
[] Order Device #8
[] Order Devics H#3
(] Order Device #10
] Order Device #11
(] Order Device #12
[] Order Device #13
[] Order Device #14
[] Order Device #15

e Select Print on Customer Receipt.
e Select Print on Journal.

e Select Print on Guest Check.

2. Click =

to save the settings.

Requirement: Repeat all sections in “Configuring Service Charges” to
configure each gift card service charge (GC SALE, GC RECHARGE, and GC
CASHOUT) as required. After each gift card service charge is configured
(GC CASHOUT is optional), close the Service Charges tab.
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Configuring Tender Media

To add and configure tender media settings for the new gift card tender, perform the following steps:

1. Inthe EMC window, on the Configurator tab, locate System Information and select Tender Media.

Control Panel Configurator | x
mPersunnel ﬁ@ Menu ltems g System Hardware Repurling
Emplayees Maintenance Device Tahle Report Configuration
Cashiers Recipe Links Interfaces Tracking Groups
Job Codes Bar Codes International LDS Workstation Autoseqguence
Time Clock Schedules Credit Card Drivers PC Autosequences
Access Levels Location Descriptors Events

FW Access Levels

@a System Information E R¥YC Information Touchscreens. Kevboards. and KDS

Fararmeters Caonfiguration @ Workstabons @ Mobile MICROS
Descriptors Parameters Desigh Desigh
Totals Sets Descriptors Assignment Assignment
TaxTahle Tahles Style Style
Tax Classes Serving Periods SLU Assign SLU Assign
urrenc Time Periods @ Keyboard'Workstabion: g Kitchen Display System
Tender Media Macros . .
Design Desion
Discounts Stored Value Cards
Help Screens Crder Devices

Service Charges Revenue Center Selector

Languages |1 - Beaches Cafe ‘l

Transaction Serices

L ——
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2. Onthe Tender Media tab, click L% to add a new tender.

Control Panel | Configuratar Tender Meda kS
# & Name Type Preamble Options Tax Exer = |

+++ - 0000000000000
2 Cash 1 - Payment, 21421400000 |+« F 000000000000000
3 Visa 1 - Payment 4+ Z9E09A00300 |« f 00000000000000!
4 Check 1 - Payment 51000000000 |« | 00000000000000
5 MasterCard 1 - Payment * FIEZIA0I00 |« f 0000000000000
3] PESC 1 - Payment 30421400000 |« f 0000000000000
7 Amex Preamble 5 - Freamble T +++ | 0000000000000
g Ametican Express 1 - Payment 3% 21E09400300 | ... [ 0000000000000
9 PadTender 1 - Payment 00000000 00000000400 | ... f 00000000000000
10 Debit 1 - Payment 28600000000 | ... f 0000000000000
11 Discaver[Movus 1 - Payment [ 39E0DAOSS00 | ... | 0000000000000

| [ 0 EWEW K K K EW EWE £ £ KN E KN KB KK R

- -
1| | »

3. Inthe Insert Record window:

i

" MNext available pozition

& Record number or range I

Enter record numbers and/or record ranges
zeparated by commas. For example, 1, 3. 515

™ after cumently selected entry

k. Cancel

e Select Record number or range and type an available number:

o The number typed in must be less than 60 and have an available number preceding
it. For example, if the last number in use on the Tender Media tab is 11, type 13.
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This will ensure the number 12 is available for configuring an alternate gift card
preamble if zero and another number are being used as gift card preambles.

e Click OK to add the record for the new tender media.

e Record the number assigned to the new tender media on your reference list, you will need it
later.

=

4. Onthe Tender Media tab, verify the new tender media is selected and click to switch to Form view.

5. Continue to “Configuring the Tender Media with the General Tab.”
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Configuring the Tender Media with the General Tab

1. Click the General tab and configure the following:

Control Panel | Configurator TendelMel:ia| ps

General Options | Menu Levels | Output |

Current Tender Media Record

Humber |1z Hame IGift Card

Frivilege Group m
Key Type lm
wo o

sy [o-Wene 7]
MuHSLU [O-Mene =]
leon lm

e Inthe Name box, type Gift Card.

e In the Privilege Group list, select 0, which is the default. If needed, a privilege group number
can be selected to restrict use of this tender media to employees who are linked to the
privilege group number.

e Inthe Key Type list, select 1-Payment.
e Inthe NLU box, type O.

e |nthe SLU list, select 0-None.

e |nthe MMH SLU list, select 0-None.

e |nthe lcon list, select 0-None.

2. Click H

3. Continue to “Configuring the Tender Media with the Options Tab.”

to save the settings.
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Configuring the Tender Media with the Options Tab

Changes will be made to the gift card tender media’s settings by using the Options tab which provides access to
the Credit Card Options, Interface Options, POS Behavior, and Charge Tip Options categories.

Configuring the Credit Card Options Category
1. Click the Options tab.
2. Under Select Category, select Credit Card Options from the list.

3. Under Credit Card Options, configure the following:

Control Panel | Configurator TendeIMedal *

General Options |M5nu Levels | Output |

Select Category Credit Card Optiong =
Preamble o
Printing Options . .
|nterface Oplions Estimated Tip Percentage 0.00
Credit Card Options .
Taxing Options Base Limit 0.00
POS Behavior
Eharge Tip Options Second Limit nnn
Miscellaneous Dptions Second Limit Percentage 0.0
Initial &uthorization Amount 0an
Quick Service Limit 0.0
e, _ L - .
- i o g -
™ Use with Credit Card Recal

¥ Check Credit Card Expitation Date

I~ Credit Card Validity Test

¥ Fequire Credit Auth Before Service Total
[ Do Met Frint Credi: Card Yaucher

™ Require Credit Card Start Date

™ Require Credit Card lssue Number

Correct setting
depends on
preamble

™ Prompt for Debit o Credit Card
@Nn Credit Card Length Check.
™ Do Mot Retain Cardholder's Nams
™ Require &5 on Manual Entiy

™ Require 845 on Auto Swipe

[T &S Must be Full Address

™ Require CvY on Manual Ertiy

™ Require TV on Auto Swips

™ Enable Quick Service Trarsactions

e In the Preamble box, configure the following:
o If zerois the gift card preamble, type 0*.

o If zero is not the gift card preamble, type n* where n represents the gift card
preamble. Record the preamble on your reference list as the Alt. Gift Card Preamble
Number.

o If zero and another number are being used as gift card preambles, type 0*. The
other number will be added in the “Configuring an Alternate Gift Card Preamble”
section that follows.
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e Type 0.00 in the following boxes:
Estimated Tip Percentage
Base Limit

Second Limit

Second Limit Percentage

o O O O O

Initial Authorization Amount
o Quick Service Limit
e Select the following options:
o Check Credit Card Expiration Date
o Require Credit Auth Before Service Total
o No Credit Card Length Check
e C(lear Credit Card Validity Test.

4. Click ] to save the settings.

Configuring the Interface Options Category
1. Under Select Category, select Interface Options from the list

2. Under Interface Options, configure the following:

Control Panel \ Configuratar TendelMedal bt

General  Options |MenuLeveIs ‘ Output |

Select Category Interface Options

Interface Link IU - Mone

L <

0-Mone
Ciedit Card Holions Default TS Service I
Taxing Options
P05 Behavior
Charge Tip Options
Miscellaneous Options

¥ ON=Post Amourt Tendersd to PMS: OFF=Post Amount Due

¥ ON=Post 0.00 Transactiors to PMS: OFF=Do Mot Past

™ ON=Fiint PM5 Fiespanse and Pasting Msg: OFF=Frint Riespanse DMLY
@Ise ISL TMED Procedure Instead of PMS Interface

T Reverse PMS Itemizers On YOID Postings

™ Switch to Altemate Tenders If PMS Timeout

®0N=FMS and Credit Cards Use 19 Digit Acct Mumber; OFF=1E Digits

Wiew Interface Names for BVC: |0 - None h

e C(Clear Use ISL TMED Procedure Instead of PMS Interface to use the PMS interface.
e Select ON = PMS and Credit Cards Use 19 Digit Acct Number; OFF = 16 Digits.

3. Click =

to save the settings.

© 2019 Shiftd Payments, LLC. All rights reserved. Version 1.7
External Use NDA Page 98 of 130



Secure Suite 4 MICROS 9700 Version 3
Technical Installation Guide

&y Shift4

PAYMENTS

Configuring the POS Behaviors Category

1. Under Select Category, select POS Behavior from the list.

2. Under POS Behavior, configure the following:

General Options
¥ Reference Enty Required
™ Item is Shareable

B e T L S NP WD

Cantrol Panel | Canfiguratar Tender Meda | x
General  Options | Menu Levels | Output |
Select Category POS Behaviar -
Amount Options
Frinting 0 ptions & t Fequired
Interface Options Maunt ReduIre
Eredit Card Dptions [V Agzumne Paid in Ful
T axing Options
: - [ Round Tender to Mext Highest Dallar
Charge Tip Optionz
Mizcellaneous Options [~ Partial Tender Mot Allawed
L] rdw I L

4

3. Click =

Under Amount Options, select Assume Paid in Full.

Under General Options, select Reference Entry Required.

to save the settings.
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Configuring the Charge Tip Options Category
If Charged Tip is in use, perform the following steps:
1. Under Select Category, select Charge Tip Options from the list.

2. Under Charge Tip Options, configure the following:

Control Panel | Configurator Tendeﬂ-letia| kS

General  Options |Menu Levels | Output |

Current Tender Media Record —

Number i3 Name  [Gil Cad
Select Category Charge Tip Options
Frinting O ptians Service Charge I‘I -$ CHARGE TIP vl

Interface Options
Credit Card Options . .
Taxing Dptionps [ Charged Tip Required
P05 Behavior
Charge Tip Optiohs
Mizcellaneous Options

[V Post Amount to Gross Receipts on Tip Reports
[V Post Amount to Charged Receipts on Tip Reparts

@DN = Charged Tip Must Be Less Than Pmt: OFF = Any Amaunt

e Inthe Service Charge list, select the Charge Tip Service Charge Number recorded on your
reference list.

e Select the following options:
o Post Amount to Gross Receipts on Tip Reports
o Post Amount to Charged Receipts on Tip Reports

e (Optional) Clear ON = Charged Tip Must Be Less Then Pmt; OFF = Any Amount to allow a tip
of any amount. If this option is selected, the tip must be less than the payment amount.

3. Click =

to save the settings.
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Configuring the Miscellaneous Options Category
If Charged Tip is in use, perform the following steps:
1. Under Select Category, select Miscellaneous Options from the list.

2. Under Signature Capture Options, configure the following:

Control Panel | Configurator Tendeﬂ-letia|

General Options |Menu Levelz | Output |

Current Tender Media Record

Murmber |1; Hame IGift Card

Select Category Mabile MICROS Optians

[T Use Numeric Screen For Reference Numbers on Mobile MICROS

Frinting O ptions
Interface Options . .
Credit Card Options [T Auto Send'when Paid in Full on Mobile MICROS

Taxing Options
P05 Behavior .
i HALD Options

[~ Enable HALO

HaLO Code ID

[~ OM = HALD Computed on &mt Entered; OFF = &mt Overtendered

Signature Capture Options
™ Enable Signature Capture

[ Prompt to &
Default Tip %

e Inthe Default Tip % box, type 0.

3. Continue to “Configuring the Tender Media with the Menu Levels Tab.”

Version 1.7
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Configuring the Tender Media with the Menu Levels Tab
To configure the Menu Levels for the gift card tender, perform the following steps:

1. Click the Menu Levels tab and configure the following:

Control Panel | Configurator Tender Media | kS
General | Options
Current Tender Media Record =
Number |1z Name IGift Card
Menu Level Configuration
Active On Main Levels: Active On Sub Levels:
Main Level 1 Sub Level 1
Main Level 2 Sub Level 2
Main Level 3 Sub Level 3
Main Level 4 Sub Level 4
Main Level 5 Sub Level 5
Main Level & Sub Level &
Main Lewvel 7 Sub Level 7
Main Level 8 Sub Level 8
Main Level Popup Sub Level Fopup
[T Tramsaction Defaul [T Tramsaction Defaul
ID-Stay Dowin j ID-Stay Dowin j
Wiew Menu Level Mames for RYC: IU -Mone vI t

e Under Active On Main Levels, select each Main Level in the list.

e Under Active On Sub Levels, select each Sub Level in the list.

e Inthe Main Level Popup list, select Stay Down.

e Inthe Sub Level Popup list, select Stay Down.

2. Click = to save the settings.
3. Continue to “Configuring the Tender Media with the Output Tab.”
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Configuring the Tender Media with the Output Tab

The Output tab controls the gift card tender’s ability to support printing receipts. To configure, perform the
following steps:

1. Click the Output tab and configure the following:

Control Panel | Configurator | Service Charges Tender Media ES

General | Options |Menu Levels | Output |

Current Tender Media Record

Murnber |1— Mame [5Gt Cad
Options
¥ Print on Customer Feceipt V' Prirt on Guest Check
¥ Frint on Jounal [ OM =Fed; OFF = Black
Output

[[] Order Device #1
[[] Order Device #2
[[] Order Device #3
[[] Order Device #4
[[] Order Device #5
[[] Order Device #E
[[] Order Device #7
[[] Order Device #8
[[] Order Device #3
[] Order Device #10
[[] Order Device #11
[[] Order Device #12
[[] Order Device #13
[] Order Device #14
[] Order Device #15

e Select Print on Customer Receipt.
e Select Print on Journal.

e Select Print on Guest Check.

2. Click =

3. If applicable, continue to “Configuring an Alternate Gift Card Preamble.” If not, close the Tender Media
tab.

to save the settings.
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Configuring an Alternate Gift Card Preamble
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To add the preamble that is in addition to zero as the alternate gift card preamble, perform the following steps:

1. Click E

to switch to Table view.

Control Panel | Configurator Tender Media x
# & Name Type Preamble Options Tax Exer |

+ £ 0000000000000
2 Cash 1 - Payment 21421400000 + + 00000000000000
3 Visa 1 - Payment 4* Z9E09A00300 + £ 00000000000000
4 Check. 1 - Payment 51000000000 + § 00000000000000
5 MasterCard 1 - Payment o* F9EZ9409500 + £ 00000000000000
& FESO 1 - Payment 30421400000 + § 00000000000000
7 Amnex Preamble 5 - Preamble 37 + | 000000000000008
g American Express 1 - Payment 34 21E09400300 « £ 00000000000000
9 PadTender 1 - Payment 00000000 : 00000000400 |+ | 0000000000000
10 Debit 1 - Payment 28600000000 + § 00000000000000
11 DiscaverMovus 1 - Payment 6* J9ECDAODS00 + £ 0000000000000
13 Gift Card 1 - Payment o* O9ES9E19500 + £ 00000000000000

N EN - N ENEENE ENEENE0 £ N N

ol I

2. On the Tender Media tab, click

to add a new tender.
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3. Inthe Insert Record window:

X

™ Mext available position

% Record number of range I

Enter record numbers anddor record ranges
geparated by commasz. For example, 1, 3, 515

{7 After curently selected entry

F. Cancel

e Select Record number or range and type the number preceding your newly created gift card
tender number.
o Continuing from our previous example, 12 would be typed in.
e Click OK to add the record for the new tender media.
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4. On the Tender Media tab, configure the following:

Control Panel | Configurator Tender Media ps

# & Name Type Preamble Options Tas Exer |
+oo [ 00000000000000
2 Cash 1 - Payment 21421400000 |... : 0000000000000
3 Visa 1 - Payment 4* Z9E09A00300 | ..« | 0000000000000
4 Check 1 - Payment 51000000000 |+« : 00000000000000
5 MasterCard 1 - Payment o* F9EZ9A09300 | ..« | 0000000000000
[ PESD 1 - Payment 30421400000 |+« 0000000030000
7 Amnex Preamble 5 - Preamble 37 ++ | 000000000000000
g American Express 1 - Payment a4 Z1E09A00300 | ..« | 0000000000000
9 PadTender 1 - Payment 00000000 00000000400 |« F 000000000000000
10 Debit 1 - Payment 28600000000 | ..« 0000000000000
11 Discover/Movus 1 - Payment &% F9EODA09S00 | ..« | 0000000000000
1z Gift Card Preamble 5 - Preamble + + 000000000000000
13 Gift Card 1 - Payment

o* O9ES9E19800 |« FO0000000000000 |

[ EN 0 EN N E W EN N ENENEN EEN TN ENEN ENCEN ENCEN ENCEN ENUEN

- -
1| | 3

e  Click the Name box next to the new tender media number and type Gift Card Preamble.
e Inthe Type list, select 5 — Preamble.

e Click the Preamble box and type n*, where n is a number other than zero and represents the
alternate gift card preamble. Record the preamble on your reference list as the Alt. Gift Card
Preamble Number — you will need it later.

Requirement: For an alternate preamble to function, it must precede its
tender media on the Tender Media tab.

As in this example, 12 is the Alternate Gift Card Preamble and 13 is the
Gift Card Tender Media.

5. Click H

to save the settings and close the Tender Media tab.
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Personnel Settings

The Employee Class numbers that require gift card activation and deactivation privileges must be recorded on your
reference list, you will need them later. To find the numbers in the MICROS 9700 system, perform the following
steps:

1. Inthe EMC window, on the Configurator tab, locate Personnel and select Employees.

Contral Panel Configurator | x
ﬁ@l Menu ltems System Hardware g%] Reporting
Employees Maintenance Device Tahle Report Configuration
Recipe Links Interfaces Tracking Groups
Job Codes Bar Codes International LDS Wiorkstation Autoseguence
Time Clock Schedules Credit Card Drivers PC Autosequences
Access Levels Location Descriptars Events

W Access Levels

m System Information E RY¥C Information Touchscreens, Keyboards, and KDS

Farameters Configuration @ Work stations @ Mobile MICROS
Descriptors Farameters Diesign Diesign
Totals Sets Descriptors Assignment Assignment
Tax Tahle Tahles Style Style
Tax Classes Serving Perinds SLU Assign ELU Assign
Cumency Time Periods @ KeyboardWorkstations g KitchenDisplay System
Tender Media Macros .
Design Design
Discounts Stored Value Cards
Help Screens Order Devices
Senice Charges Revenue Center Selectar

Languages IT -Beaches Cafe 'l

Transaction Services

a1

2. Onthe Employees tab, select Maintenance.

Cantral Panel | Configuratar Employees x

mEmpluyees
Add

Delete

Maintenance
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3.

requires gift card activation and deactivation privileges.

4.

5.

Secure Suite 4 MICROS 9700 Version 3
Technical Installation Guide

On the Employee Maintenance tab, on the left side of the window, select the employee class that

On the General tab, locate the Number box and record the number on your reference list.

Control Panel | Configurator Employee M aintenance | s
Sort By Class d General |Search | Guest Checks | Printing | Woids/Feturnz | Lltilitie ‘| ’|
Auditar Mumber IB ame IMana er —
Banquets ( J
Bartender IDD:DD 3:
Captin .
Cashier umber of Hours/Period Before OT IDDD:DU
Cocktai .Sewe{ Default Tranzaction Touchscreens
Concessions

This is the Employee
Class number

- Server

Default Tranzaction Touchscreen

|32- Sereen #32

MMH Default Transaction Touchscreen

|32- Sereen 32

SAR Default Transaction Touchscreen

Time And Attendance

|32- Screen 432

Wiew Touchscreen Names for RYC: ID - Mone

[ Autharize/Perform Reprint of Time Card
[] Change Revenue Center at Clock-n
[[] Clack in at Rate 1

[[] Clack in at Rate 2

[] Clack in at Rate 3

[ Clock in at Rate 4

Transaction Sign In

Change Fevenue Centers
[ Autharize Chanaina Revenus Centers

el

6. Close the Employee Maintenance tab.
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Touchscreen Settings

The MICROS Touchscreen settings must be configured to process transactions using Secure Suite 4 MICROS 9700’s
CaDOTN Inquiry Numbers that support gift cards.

The table below lists the buttons that will need to be added and configured on the MICROS Touchscreen according
to your newly configured settings in the MICROS 9700 system.

New New CaDOTN
Button Inquiry
Name Number
GCInquire 5 If added and configured on the Touchscreen, this button will report the
balance of the gift card.
GC Activate If added and configured on the Touchscreen, this button will facilitate the
3 reuse of a gift card with a zero balance by allowing managers or supervisors
to activate a deactivated gift card. This does not add funds.
GCsale If added and configured on the Touchscreen, this button will activate a new
5 . o .
gift card and add an initial balance to the gift card.
GC Deactivate 6 If added and configured on the Touchscreen, this button will allow managers
or supervisors to deactivate a gift card.
GC Cashout ; If added and configured on the Touchscreen, this button will allow the
customer to redeem a gift card for cash.
GC Retail If added and configured on the Touchscreen, this button will report the
10 balance of the gift card before processing the transaction to ensure sufficient
funds — handles split tender in a retail environment if needed.
GC Recharge 12 If added and configured on t_he Touch.screen, FhIS button will add money to a
previously activated gift card.
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Configuring the Touchscreen

Secure Suite 4 MICROS 9700 Version 3

To configure the Payment Touchscreen, perform the following steps:

3.

Technical Installation Guide

In the EMC window, on the Configurator tab, locate the Revenue Center Selector list (bottom-right-

corner) and select a revenue center.

In the EMC window, on the Configurator tab, locate the Touchscreens, Keyboards, and KDS menu. Under

Workstations, select Design.

CorbielPanel  Configurator |
m Personnel SE['
Employees
Cashiers
Job Codes

Time Clock Schedules
Access Levels
RW Access Levels

Menu tems
Maintenance
Recipe Links
Bar Codes

% System Hardware E% Reporting

Device Tahle Repart Configuration
Tracking Groups
‘Workstation Autoseguence
PC Autoseguences
Events

Interfaces
Intemnational LDS
Credit Card Drivers
Location Descriptars

@a System Information ﬂj RVC Information Tuuchscreens. Keyboards. and KDS

Parameters Corfiguration @ Workstalions @ Mobile MICRDS

Descriptars Parameters Design

Totals Sets Descriptars Essignment Assignment

Tax Tahle Tahles Style Style

Tax Classes Serving Periods SLU Agsign SLU Agsign

Currency Time Periods @ Keyboard Workstaions g Kitchen Display System

Tender Media Macros

Design Design

Discounts Stored Yalue Cards

Help Screens Order Devices

Service Charges Fievenue Center Selector

Languzges 1-Beaches Cafe

Transaction Serices
oM

On the Touchscreen Design tab, from the Names column, select the Payment Touchscreen. In most cases,
your payment authorization screen will be named PAYMENT, PAYMENT AUTH, or something similar.

Corfiguster | Control Panel  Touchsereen Desion |

# i Name: i

2 SIGM IM

3 * Trans Screen *

B BREAKFAST TRAMNS

6 LUNCH TRAMNS

7 DIMKER. TRANS

] 77 TRANS

9 COCKTAILL TRANS

10 * Food Screens *

11 BRKFST FAST SHEL

12 ALLDAY FAST SHEL

15 * Other Trans *

19 * Beyrg Screen * |
2 {bar sipha shiy

23

24 COCKTAIL SHELL

25 BARTENDER SCREEM

26 #+OLD BAR SHELL

28 * Fuy n*
30 PAYMEMT SCREEN

31 FUMCTION SCREEN

32 MANMAGER SCREEN

33 CHAMGE MENL

SCRN

34 ALPHA NUMBERIC

35 MUMERIC SCREEN

36 POP-LUP WUM SCRK
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4. Click =

5. Continue to “Configuring a Gift Card Button for its CaDOTN Inquiry Number.”

to switch to Form view.

Configuring a Gift Card Button for its CaDOTN Inquiry Number

1. On the Touchscreen Designer tab, click one of the New Button icons ( HEEHE ), drag the new
button to an open space on the screen, and configure the new button:

Contiol Panel | Configuiator TouchsereenDesign | *

Current Screen: |30 - FAYMENT SCREEN H e R X ‘& =]
Keyp/Sersen | Key Configuration =

Key Configuration PRINT ENTER —yes- CLEAR -no- CANCEL
Legend: [GE Inquis

Legend

Key Type: |11 - Function = \) Debit Pinpad Auth PREY NEXT

Kep Number: [1021 - 5IM & - CaDOTN 1‘ A

|

Praset SLvl |0 - None

Preset MLvl |0 Hone Manual Auth Initial Auth 7 8 9
Colar: |7 - Black on Dark Gray
o T Cerdiun

lcon Placement. | 0- Mot shown

=]
New Soreen: [O-None 7] 0|
MedaFle [
I Full Sereen Media
Biimap . .

4

4

4

i

2. Inthe Legend box, type the name of the new button being configured.

e In this example, GC Inquire.

3. Inthe Key Type list, select Function.

4. Click EI next to the Key Number list to open the Key Function Select window.
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5. In the Key Function Select window, configure the following:

ES| Key Function Seleck — |EI|£|
Morvement - CaDOTH -
ML E-CaDOTH -lng 2
Sales ML -CaDOTH -lhg 3
General -CaDOTH - lhg 4
Touchzcreen 1024 - S5IM B - CaDOTH -Ing 5
Check Begin/Pickup 1025 - 5IM B - CaDOTH -Ing &
Check Operations 1026 - 5IM B - CaDOTH -Ing 7
Tranzaction 1027 - 5IM B - CaDOTH -Ing 8
Seat 1028-5IM 6 - CaDOTH - Ing 9
Currency 1029 - SIM 6 - CaDOTM - Ing 10
Maon-Sales Dperations 1030-5IM 6- CaDOTH - Ing 11
Cuiztom 1031 - 5IM 6 - CaDOTH -1ng 12
1032 -5IM 6 - CaDOTH -1ng 13
Fultilinguial 1033 -SIM - CaDOTH - Ing 14
Stored Value Cards 1034 - SIM B - CaDOTH - 1ng 15
1035 - 5IM B - CaDOTH - Ing 16

] 1036 - 5IM B - CaDOTN - Inq 17
Filter 1037 - 5IM 6 - CaDOTM -Ing 18
| 1033 - 5IM 6 - CaDOTN - Inq 19
1039-5IM 6 - CaDOTN - Ing 20
1040-5IM 7 - Ing 1
¥ Include Help Text 1047 - 5IM 7 - Inq 2
1042 -5IM 7 - Ing 3
Direct Entry 1042-5IM 7 -Ing 4
1044 -5IM 7 - Ing 5
{1021 1045 -5IM 7 - Ing B
1046 - SIM 7 - Inq 7 4|

Qf Ok * Cancel

e  On the left side of the window, select SIM.
e On theright side, select the new, corresponding CaDOTN Inquiry Number.

o Formatting example: X — SIM #— CaDOTN — Inqg ? where X is a number generated by
MICROS, #is the CaDOTN interface number previously created and ? is the CaDOTN
Inquiry Number from the table under “Touchscreen Settings.”

o Inthis example, 1021 - SIM 6 — CaDOTN - Inq 2.

e Click OK to close the window.

6. Click =

7. RepeatSteps 1,2, 3,4,5, and 6 for all gift card buttons that need to be added and configured according to
your newly configured settings in the MICROS 9700 system.

to save the settings.

8. Repeat all sections in “Configuring the Touchscreen” to configure additional Touchscreens (if gift card
buttons exist on other screens, other than Payment) for the selected revenue center. This is required to
ensure the system is completely functional. After all touchscreens are configured for the selected revenue
center, proceed to Step 9.

9. Repeat all sections in “Touchscreen Settings” if additional revenue centers need to be configured.
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The CaDOTN.param file must be updated to reflect your newly configured gift card settings in the MICROS 9700
system to support Secure Suite 4 MICROS 9700. To update the parameter file, perform the following steps:

1. Navigate to ...\MICROS\LES\POS\9700\Etc and open CaDOTN.param in WordPad or Notepad.

2. Continue to “Updating the Manager Auto Activate and Alternate GC Preamble Parameter.”

Updating the Manager Auto Activate and Alternate GC Preamble Parameter

1. Locate the Manager Auto Activate and Alternate GC Preamble Section:

wvar ManagerEnhPopups :oal = "y"

var ManagerSwipeMode :oal = mzn

var ManagerBecover3wipe : oal = "N

var Managerlutolctivate : oal = "N

wvar MNanagerMaskGiftCard roal = "yv

var ManagerFullCheckDetail : oal = "N

var ManagerGetCustomerDatadnlctivation : al = "N"

var ManagerDBlAddressOnWVoucher @ al = "¥" Manager Auto Activate and
/f For gift card informational draft print: "¥" - print all, - print none, Alternate GC Preamble
I "E" - print error drafts only

var ManagerDraftPrint : al = "E"

var CustomerDraftPrint :oal = "N"

var AltGCPresmble HEE-

/¢ Troubleshooting Parasmeters

var ShowDhebug :oal = "H"

wvar DebugFlags : a4 = "FFFF"

/¢ Secript Behavior Parameters

var GCHNonRev SaledWVC :al = "N

wvar GCNonRev Cash3Ve :al = "N

wvar GCNonRev Rohgi3ve :oal = "HU

var GCValidEeforelp : al = "HT

/{ Service Charge Text

Iy Used when searching the ticket for service charges, for performing final actions.

Iy **%* Note *** The text here must match the text programmed for the service charge items.
wvar GC3alelesc : oals = "GC ZALE™

var GCCashlesc : als = "GC CASHOUT™

wvar GCRchglesg : alg = "GC RECHARGE™

Tip: Search the document for key words to locate the sections quickly.
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2. Update the Manager Auto Activate and Alternate GC Preamble Parameter according to your newly
configured settings in the MICROS 9700 system by typing the applicable Required Setting from the table
below:

Manager Auto Activate and
Alternate GC Preamble Required Setting

Parameter

If the GC Activate and GC Deactivate
functions require manager approval, set to
Y to enable. If they do not, set to N to

disable.
Y — Enabled
var ManagerAutoActivate
N — Disabled
For SAR terminals, if GC Activate and GC

Deactivate are in use, ManagerAutoActivate
must be set to Y or there will be a Not
Supported error.

If gift cards have a zero

preamble: a7 = Type only the numbers of the non-zero gift
card preamble.

var AltGCPreamble If gift cards have an alternate
preamble (anything other than | po NOT type the asterisk (*) symbol, which
zero): a7 = "nnnnnn indicates additional numbers outside the

Where nnnnnn is the alternate preamble range.

preamble.

3. Save the CaDOTN.param file but do not close it.

4. Continue to “Updating the Tender Keys Parameters.”
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Updating the Tender Keys Parameters

1. Locate the Tender Keys section:

Secure Suite 4 MICROS 9700 Version 3
Technical Installation Guide

These waluas map the Tender/Media table in Micros to the proper type of credit card payment.
wud Note *%% These walues will have to be edited to correspond to the settings of a system.

[ EE LI ——— i G [

A4 Tender Keys

/,

war DBE_TEMDER tokey = key(7,999)

wvar WS_TENDER tokey = key(7,3)

war MC_TEMDER tokey = key(7,5)

war MS_TEMDER tokey = key(7,20)

wvar Ax_TEMNDER tokey = key(7,8)

var JC_TEMDER t key = key(7,18)

war DC_TEMDER tokey = key(7,15)

war WiC_TEMDER tokey = key(7,999)

wvar CASH_TEMNDER T okey = key(7,2)

War GCSALE_SWiC_0BJ tokey = key(5,13)

War GCCASH_SWC_0BJ tokey = kew(5,15)

var GCRCHG_SVC_0B] t key = key(5,12)

war TIP_SwWiC_0BJ tokey = key(5,1)

war CHE TIP_ACTIVE oal = w" o
=i S VAN A e bl T T T

Tender Keys

e e PP s R i

2. Update the Tender Keys Parameters according to your newly configured settings in the MICROS 9700
system by typing the applicable Required Setting from the table below:

Tender Media/Service Charge
Name

Tender Keys Parameter

Required Setting

If in use: (7,#) where # is the Tender Media
Number recorded on your reference list.

var YC_TENDER Gift Card
If not in use: (7,999).
var GCSALE_SVC_OB)J GC SALE If in use: (5,#) where # is the Gift Card
Service Charge Number recorded on your
var GCCASH_SVC_OBJ GC CASHOUT reference list.

var GCRCHG_SVC_0OBJ GC RECHARGE

If not in use: (5,999)

3. Save the CaDOTN.param file but do not close it.

1’

4. Continue to “Updating the Manager Groups Parameters.’
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Updating Manager Groups Parameters

1. Locate the Manager Groups section:

- o el s I . - —
e T r e e — e T e R T A e s e e e T PR
i L E T [y LR IO, - uy L

/4 Manager Groups are the CASE-SENSITIVE names of Micros cashier groups that are allowed to

i execute Gift Card Aactivations at any time, and issue offline sales. make sure the wvalue
/7 of mgrpcount and the array is Targe encugh to hold a1l the manager groups used onsite.

war mgrpcount rond = 1

war managergroups [1] : alo
managergroups[l? = "g"

Manager Groups

2. Update the Manager Groups Parameters according to your newly configured settings in the MICROS 9700
system by typing the applicable Required Setting from the table below:

Manager Groups
Parameter

Required Setting

var mgrpcount : n4 = #
# equals the total number of MICROS Employee Classes that require gift card

permissions.
var managergroups [#]: al0

x will begin with 1 and increment by one for each additional Manager Group
Parameter added to represent a MICROS Employee Class Number.

managergroups [x] = "n"

n equals the MICROS Employee Class Number recorded on your reference list and
typed within double quotes.

3. If needed, to add additional manager groups to the CaDOTN.param file:

e  Copy the last block of managergroups [x] = "n" parameter content.

e Paste the copied selection below the last block of managergroups [x] = "n" parameter
content.

e Inthe pasted content, increment x by one.

e In the pasted content, replace n with the MICROS Employee Class Number recorded on your
reference list and typed within double quotes.

4. Save the CaDOTN.param file but do not close it.

5. Continue to “Updating Log and Operation Parameters.”
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Updating Log and Operation Parameters

1. Locate the Log and Operation section:

WWW

The "information following the symbol below {7/ *¥4+%%") reprasents the configuration,
information for the driver, used to construct the driver configuration data file if it
is not found when the driver starts.

The basic structure for a Tine of data is "// *keyword datal {dataz2}", where "keyword"
indicates which variahle is to be fi1led, datal s either data for the variable or an
array index if the variable is an array, and dataz is the data for an arraﬁf element.
Each should be separated by whitespace, but be on the same line. Text should be in guotes.
It is possible to insert comments into the text, on Tines other than the data Tines,
as long as they will not be mistaken for data 1ines.
rgprr
*verhbosity
*loy_ensabled
*log_caedc
*log_timer
*log_retain
*log_rolltime
*validate cards
*interleave cas
*manual suth allowed
*ping_hgst -
*no sim print
*gc_sim partialauth
*alt_ge presmble
AKX UWS

Log and Operation
Parameters

TmOR R -]

£23:59:50"

[ R R |

TEO35T
Z00

foa retry_max

*edo retry max
*ede_retry_delay
*ede_timeout
*ede_errlist
*edc_high capacity
*ede_highe links
*edo higho guelen

MJ." ™ b 'u.’-’"’—m‘ -

2.

o]

o
1z0
65
e
o

3
1z

Update the Log and Operation Parameters according to your newly configured settings in the MICROS

9700 system by typing the applicable Required Setting from the table below:

Log and Operation
Parameter

Required Setting

*alt_gc_preamble

Where

If gift cards have a zero preamble:

If gift cards have an alternate
preamble (anything other than

Type only the numbers of the non-zero gift card
preamble.

DO NOT type the asterisk (*) symbol, which indicates
additional numbers outside the preamble range.

zero): "nnnnnn"

nnnnnn is the alternate
preamble.
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Log and Operation
Parameter

Required Setting

If a gift card with insufficient funds is used it will be
declined and the error message will state the
available balance. Then, the clerk can use the

available gift card balance with a new authorization

and collect for the remaining balance.

0 — This parameter has been

*gc_sim_partialauth
gc_sim_p deprecated.

3. Save and Close the CaDOTN.param file.
4. Continue to “Rebuilding the CaDOTN.dat File.”

Rebuilding the CaDOTN.dat File

If the MICROS 9700 system is being upgraded from Shift4 Payments’ Enhanced driver, after editing the
CaDOTN.param file, you must delete the CaDOTN.dat file. This ensures the MICROS 9700 system rebuilds the
CaDOTN.dat file using the updated CaDOTN.param file once it is restarted. To delete the CaDOTN.dat file, perform
the following steps:

1. Navigate to ...MICROS\LES\POS\9700\etc.
2. Locate CaDOTN.dat, right-click and select Delete.

Replacing the CaDOTN.param File

After editing and saving the changes made to the CaDOTN.param file, replace the old CaDOTN.param file in the
following directories on the server with the new version:

\MICROS\LES\POS\9700\ClientInstalls\CALInstall\Win32\Files\Shift4\Param
\MICROS\LES\POS\9700\ClientInstalls\CALInstall\WS4\Files\CF\PosClient\Sim
\MICROS\LES\POS\9700\ClientInstalls\CALInstal\WS4LX\Files\CF\PosClient\Sim
\MICROS\LES\POS\9700\ClientInstalls\CALInstall\WS5\Files\CF\PosClient\Sim
\MICROS\LES\POS\9700\ClientInstalls\CALInstall\WS5A\Files\CF\PosClient\Sim
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Post-Installation Process

After you install and configure Secure Suite 4 MICROS 9700 and the optional, advanced configuration (gift card),
test the MICROS 9700 system thoroughly using the processes outlined in this section.

Restarting the MICROS 9700 System

After installing and configuring Secure Suite 4 MICROS 9700, the MICROS 9700 system must be restarted for the
changes to take effect. To restart the MICROS 9700 system, perform the following steps:

1. Inthe EMC window, under SYSTEM, select Control Panel.

2. On the Control Panel tab, verify Down is selected. If not, configure the following:

FEEeMc =lalx|
i Fle Edt View ‘Window Help
PP I HESIR YR B i EERIN e X | EHIE S s [E
Control Panel | 3
ODULES I Control
@ Configurator # Down
@ Audit Trail
@ hetupoint @ Server Applications Reload
SYSTEM
@ Control Panel " Workstation Operafions
@ Workstation
@ Software Key
@ CC Table
@ kD&
CREDIT CARD
@ Create
@ Edit
@ Report
@ Transfer Message:
UTILITIES
@ System Setup Uty PC 1: Stopping System ... =
PC 1: Stopped System.
=
e Under Control, select Down.
e When the system prompts Stop the 9700 system? click Yes.
e Under Message, verify Stopped System appears.
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3. On the Control Panel tab, configure the following:

e =10l x]
i Fle Edt Wew window Help
PN I HE IR LRI ([BEaEIN o ons X | E B S [E

Meru 1 %|| ControlPanel |

MODULES Control

@ Configurator © Down
@ Audit Trail
@ hetupoint @ Server Applications Reload
SYSTEM
@ Control Panel  Workstation Operations
@ Workstation
@ Software Key
@ CCTable
@ KDS
CREDIT CARD
@ Create
@ Edit
@ Report
@ Transfer Message:
UTILITIES
@ Gystem Setup Uty IPC 1: Starting Server Applications ... =
PC 1: Server Applications started
[ |

Under Control, select Server Applications which restarts the system without activating the
terminals.

Under Message, verify Server Applications started appears.
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Verifying the CaDOTN.log File

To verify the operational status of the system, perform the following steps:

1. Navigate to ...\MICROS\LES\POS\9700\Log.

2. Locate CaDOTN.log and open the file in WordPad or Notepad.

3. Verify Hello Micros, I’'m listening appears in the log which indicates Secure Suite 4 MICROS 9700 is

operating.

-

File Edit “iew Insert Format Help
DEed & #a & &y
[00000kbbe] (12:37:21) s4TcpipQueue: :34TepipQuesue — End of [Oueues RchLiStn]“
[00000kke] (12:37:21) MEMALLOC - new - [02316290], neme [rov@usue], file
[0O000kke] (12:37:21) =4TepipBase::initBase - Finished base initislization
[0O000bbe] (12:37:21) s4Tcpiplisten::Listen - Connecting socket for [O0ZF4C
[O0000kke] (12:37:21) =4LinkData::ireadLink - Using INADDR ANY for host addr
[00000kke] (12:37:21) =s4LinkData::readlink - Using 5797 for host port liste
[00000bbe] (12:37:21) s4Tcpiplisten::Listen - Host address is 0.0.0.0.
[00000kkbe] (12:37:21) s4Tcpiplisten::Listen - Host port is &8797.
[OO000kke] (12:37:21) =4TepiplListen::Listen - Socket created for listening.
[0O000bbe] (12:37:21) s4Tcpiplisten::Listen - Bound to service.
[00000kkbe] (12:37:21) s4TcpiplListen::ilListen — GEINNEEN. SRRl i TN B o R =5 i B ats
[00000kke] (12:37:21) =24TepipListen::s4Tepiplisten - Connected and listenir
[oo000kbkbe] (12:37:21) MEMALLOC - new - [0O02F4C358)], nsme [simComm.=s4Ears],
[0O000bbe] (12:37:21) s4TimerEvent: :s4TimerEvent - Instance [023162C0] heir
[O0000kke] (12:37:21) MEMALLOC - new - [023162C0], name [ca_system timer]
[0O000kbkbe] (12:37:21) Main - Loading events into main gqueue.
[0DO000bbe] (12:37:21) MEMALLOCZ - Main, end of setup, before starting threac’v
4 >
For Help, press FL UM

Requirement: If Hello Micros, I’'m listening is not displayed, contact Shift4
Payments Customer Support.
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Activating the MICROS Terminals

After restarting the MICROS system and verifying the operational status of the system, the terminals must be
activated. To activate the terminals, perform the following steps:

1. On the Control Panel tab, configure the following:

™ emc o =] 53]
i Fle Edt Wiew ‘Window Help
BB I HS i ([EEBI o X | E B S &I[E
Control Panel | 3
Control
@ Configurator  Down
@ Audit Trail
@ Metvupoint  Server Applications Reload
SYSTEM
@ Contral Panel & Workstation Operafions
@ Workstation
@ Software Key
@ CC Table
@ KDE
CREDIT CARD
@ Create
@ Edit
@ Report
@ Transfer Message:
UTILITIES
@ System Selup Ly \PC 1: Starting operations ... H
PC 1: Operations started.
|

e Under Control, select Workstation Operations.

e Under Message, verify Operations started appears.

2. Close the Control Panel tab.

Running a Test Transaction

To test Secure Suite 4 MICROS 9700, perform the following steps:

1. Run atest credit authorization, and finalize it as you normally would finalize a real transaction.

In Lighthouse Transaction Manager, confirm that test transaction came through the right merchant.

2
3. In Lighthouse Transaction Manager, confirm settlement of the test transaction.
4

If you did not set up the advanced configuration option (gift card), and your test transaction was
successful, configuration, verification, and testing of Secure Suite 4 MICROS 9700 is complete,

congratulations!

5. If you did set up the advanced configuration, repeat the steps above to complete the verification and
testing of Secure Suite 4 MICROS 9700 for gift card configuration.
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Appendix A - Troubleshooting

Appendix A contains troubleshooting information for Secure Suite 4 MICROS 9700 when in use. Due to the
complexity of the environment that Secure Suite 4 MICROS 9700 operates in, it may be necessary to take a closer
look at the system and the configuration to restore full functionality of the implementation.

Log and Trace File Locations

Both the log and trace files contain information about the system that is helpful for troubleshooting.

The Support department may have you change settings to reveal more detailed information — refer to these
sections in the document: Parameter File Settings, Updating the Log and Operation Parameters and Replacing the
CaDOTN.param File to ensure the requested changes take effect.

Logs

The default locations for the log and trace files are:

e [Drive Letter]:\Micros\Les\Pos\9700\Log\8700d.log
e [Drive Letter]:\Micros\Les\Pos\9700\Log\CaDOTN.log

If the logs are not in the default location, search the MICROS server for the files by name. Both log files should be
in the same directory on the computer.

Trace Files
The default location of the UTG trace files is:

e C:\Shift4\UTG\Trace\Unnnn.TRC on the Shift4 server, where nnnn is an automatically incremented
number that uniquely identifies the trace. Examples: U9259.TRC and U9260.TRC.

If the UTG trace logs are not in the default location, then the UTG has been configured to write them to a different
directory and, possibly, a different file name.

To determine the directory and file name of the UTG trace logs, perform the following steps:

1. Ifthe UTG is running as a service, stop the service:
e  From the Start menu, select Programs > Administrative Tools > Services.
e  Locate Shift4 UTG(v2), right-click and select Stop.
2. Ifthe UTG is running in Stand Alone, close it:
e Inthe UTG Task Explorer window, click Close (red X).
e On the Shutdown Shift4’s Universal Transaction Gateway screen, select Yes.

e The UTG Task Explorer window will show a shutdown countdown and then close.

© 2019 Shift4 Payments, LLC. All rights reserved. Version 1.7
External Use NDA Page 124 of 130



Secure Suite 4 MICROS 9700 Version 3

% Shift4 Technical Installation Guide

PAYMENTS

3. From the Start menu, select Programs > Shift4 Corporation > Universal Transaction Gateway > UTG (v2)
Tune Up.
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4. Inthe UTG TuneUp window, click the Advanced tab and then click the Trace Configuration button.

5. Inthe Trace Parameters window, the Directory box shows the path where the UTG trace files are located,
and the Suffix box contains an optional suffix appended to the default file name.
6. Restart the UTG service:

e Asaservice, from the Start menu, select Programs > Administrative Tools > Services. Locate
Shift4 UTG(v2), right-click and select Start.

e In Stand Alone, from the Start menu, select Programs > Shift4 Corporation > Universal
Transaction Gateway > UTG (v2) Stand Alone.
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Payment Card Verification

Any time a clerk swipes a payment card on the terminal, Secure Suite 4 MICROS will compare the last payment
card used to the payment card that was currently swiped.

If the payment card numbers are the same, Secure Suite 4 MICROS will instruct the clerk to enter the last four
digits of the payment card that was currently swiped in order to verify the use of the same payment card:

SecurePayment

Shift4

Secure Payment Processing

Patents Pending
Please Enter Card's Last Four Digits

| Please Verify
<
7 8 9 Q _—
Cancel
4 5 6
Clear
b Reload
1 2 3 Parameters
0 00 Enter Dispay

If the payment card numbers match, the transaction will process normally. If the payment card numbers do not
match, Secure Suite 4 MICROS will prompt the clerk to swipe the customer’s payment card again, and then the
transaction will process normally:

SecurePayment

Shift4

Secure Payment Processing

Patents Pending
Swipe or Enter Card Number
< |
7 8 9
Cancel
4 5 6
Clear
— Reload
1 2 3 Parameters
Enter Displa
0 00 5 Vergioz:
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Resolving Issues and Errors

When errors and/or issues occur, document them accordingly.

Requirement: Have the clerk leave the screen up and call or contact the
manager on duty.

In order to troubleshoot efficiently, it is important to gather the following data:

e The exact version of MICROS (for example, 9700 3.6) or build.
e The terminal type (Workstation 4, 5, Eclipse with HDD, etc.).
e  What action the clerk was attempting when the error occurred (cc auth, cc close etc.).

e The date and time that the error occurred and the immediate action the clerk took prior to the error
(immediately after swiping, after entering CVV2 code, etc.)

e CCinfo (type of card, last 4 numbers, and amount).
e The exact error description (if any).
e The exact terminal/server on which the error happened.

e Trends (issue occurs at a specific time, only on certain card types, when the Internet is down, on all
workstations or a certain workstation, etc.).

After verifying the workstation, perform the following steps on the server:
1. Verify the status of the MICROS system by bringing up the MICROS Control Panel.
2. Document any errors showing on the server.
3. Right-click the clock in the bottom right corner of the screen and select Task Manager.
4. Click the Processes tab and verify (and document) ccs.exe and caDOTN.exe are listed.

After documenting all of the above information, and prior to restarting the system, make copies of the following
files, and email them to trace @shift4.com together with all of the gathered information:

e [Drive Letter]:\Micros\Res\Pos\Etc\9700d.log
e [Drive Letter]:\Micros\Res\Pos\Etc\CaDOTN.log

e  The four most recent Shift4 trace files (normally located under C:\Shift4\UTG\Trace on the Shift4 server).
Examples: U9259.TRC and U9260.TRC

Refer to the Log and Trace File Locations section for information about where to find these files on the Shift4
server and include your Shift4 Payments/DOTN serial/account number and the name of your establishment in your
email message.

Calling for Technical Support

Immediately after completing the data gathering steps, call the Support department at 702.597.2480, option 2, to
open a case. The Support Representative will have the issue resolved as quickly as possible.
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Appendix B — Additional Resources

Appendix B contains a list of additional resources that may be helpful and provide additional guidance when
installing and configuring Secure Suite 4 MICROS 9700. Direct any specific questions about these documents to
their respective publishers.

Product Support

For assistance with this and any other Shift4 Payments product, visit the website at www.shift4.com. It provides
access to the FAQ page (under Client Center), where answers to general and technical questions regarding the
entire Shift4 Payments product line are available.

Live Support

Information about troubleshooting techniques and handling special problems that may occur during installation or
configuration can be obtained by contacting the Shift4 Payments Customer Support team at 702.597.2480, option
2.

On the Web

The Shift4 Payments website at www.shift4.com offers technical notes, patches, and guides 24 hours a day, 7 days
a week, 365 days a year. The Shift4 Payments website also contains troubleshooting and FAQ sections to provide
additional guidance.

Feedback

Your feedback regarding Shift4 Payments products and documentation is welcome, encouraged, and we
appreciate your comments. If you have any documentation comments or suggestions about this guide, please send
them to us at techdocs@shift4.com.

Shift4 Payments Guides and Documentation
The following Shift4 Payments guides and documentation may provide additional helpful information:

e  UTG Quick Installation Guide
e UTG Using External Devices Guide

MICROS Manuals

Refer to the following MICROS manual for additional manufacturer information:

e  MICROS Systems, Inc. User’s Manual for MICROS 9700 POS Systems

MICROS Customer Support

MICROS Customer Support can be reached by phone or email:

e  For technical assistance, 800.937.2211.
e  For product inquiries, 866.287.4736.

e To contact via email, info@micros.com.
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Industry Websites
The following sites provide additional industry guidelines and standards:

e https://www.pcisecuritystandards.org/

e  http://usa.visa.com/merchants/risk_management/index.html
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