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Product Overview

Background

EMV and hotels:

A few years ago, the credit card industry adopted the EMV standards for payment cards, and the chip
cards that comply with those standards. This was done to reduce card present fraud.

The chip is very difficult to counterfeit and works very well in stopping card present fraud, where a fake or
duplicate card is physically presented to the merchant during the transaction.

The credit card industry has given the various industries (retail, restaurants, and hotels, etc.) time to
adjust to chip processing.

However, chip read credit card transactions (or EMV dipped) are becoming extremely important for
security and financial implications.

A merchant will lose any chargeback request if a credit card payment transaction has the capability to be
chip processed, but is not.

Within the hotel payments environment, many transactions will always be card not present (CNP) and
therefore never qualify as EMV/chip read. This includes the following:

o OTA Virtual Card authorization and payments (i.e. Expedia and Priceline).

o Refunds to guests. (Refunds are always processed as CNP in lodging as the guest has typically left.)

o Extra Charges. (Extra Charges are also always processed as CNP in lodging as the guest has typically
left.)

o Card on File check-ins (where the clerk uses the guest’s credit card or token that is attached to the
reservation booking).

o Due In (Arrival) Card Verification processes (where a hotel on the day of a guest arrival runs an
authorization to ensure the credit card number provided in the reservation is good). If the
authorization response to this transaction is used as the check-in authorization, the charge will end
up ultimately as CNP qualified.

o Post check-in charges posted to rooms on a split folio (where the guest isn’t present).

o Some mobile check in applications.

o Split folios where the second folio does not obtain a card present read.

However, when the customer and the chip card are present and available, the credit card payment
authorization should be chip inserted/read.

Requirements

For Tokenization:

Opera Version — 5.0.03.03 e43 or higher
Opera Version — 5.0.04.01 e24 or higher
Opera Version — 5.0.04.02 e17 or higher
Opera Version — 5.0.04.03 e10 or higher
Opera Version —5.0.05.00 or higher

O O O O O

For SHA2: Oracle Database 11.2.0.4 or higher
For TLS1.2: Oracle Database 11.2.0.4.170531 or higher, Windows 2008 (with appropriate patch) or higher.

© 2020 Shift4 Payments, LLC. All rights reserved. Version 1.2
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How OPERA Bridge Works

UTG Communication
There are two segments of communication in OPERA Bridge:

1. UTG to the gateway and to the PIN pads communication is not changing in any way.
2. OPERA to UTG.

e OPERA Bridge adds the ability of UTG to process messages using OPERA’s Hotel Edition HTTP XML Credit

Card Specification.
e OPERA Bridge allows hotels using OPERA to accept EMV without using Oracle’s Payment

Gateway (OPG) or Oracle’s Payment Interface (OPI).

Overview of a Typical Hotel setup

Premise Non Premise

OPERA
Out of Scope

&

Opera Communication

Overview of Transaction Process
Below is an overview of the transaction process.

e Normal Transactions:
OPERA WS <-> OPERA system <-> UTG <-> Gateway

e Special Token Transactions: Single Get Token (manual entry enabled)
OPERA WS/OXI <-> UTG <-> Gateway

Normal Transactions

© 2020 Shiftd Payments, LLC. All rights reserved. Version 1.2
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A transaction is initiated by a workstation and is sent to the Opera Bridge APl in UTG by the database. It is then
sent to Shift4 gateway for processing.

NOTE: The UTG certificate located in the Oracle Database Wallet is used in this transaction.

Special Token Transactions

OXl and OPERA WS (manual entry in software) initiates get token or get CC to Opera Bridge APl in UTG. For this to
happen successfully, the UTG certificate needs to be installed on the workstation, OXI service, or OEDS service in
respective servers.

NOTE: The UTG certificate imported into Windows Store is used in this transaction. Opera uses the Organization
(O) value, which is the HOTEL ID, to find the certificate.

Installation Overview

Here is an overview of the steps to install OPERA Bridge.

1. Enable TLS 1.2 and disable old protocols (if supported).
2. Install UTG.

e  Configure API Interface.
e Generate Certificate for OPERA.
e Add Lanes.

Configure OPERA.
e Install Certificates.

o Install Certificate on Workstations and Services.
o Install Certificate in Oracle Database Wallet.

e Configuration of OPERA.

Create CCW interface.

Activate Vault.

Activate Chip and Pin.

Enable Online Settlement.

Setup Workstation.

Backup credit card table.

Verify functionality on a workstation.
Bulk Tokenization.

Verify functionality.

O O O O O O O o0 o

NOTE: Please ask the hotel to do a full backup of their system in case of issues before proceeding.

© 2020 Shiftd Payments, LLC. All rights reserved. Version 1.2
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Pre-installation Steps

Overview
There are a few things that need to be done as part of pre-installation steps:

e  Verify software version meets the minimum requirement.
e  Purge old Credit Cards.

e Note Chain and Property code to do configuration.

e Check the Wallets folder.

e Settle In House Guests

e Settle Credit Card Batch

e SendEOD

e  Print Downtime Report

Check OPERA Version

You can get more detailed information about the OPERA and the Oracle Database version by following the steps
below:

1. Loginto OPERA.

2. Click on PMS.

3. Select the resort and click Login.
4. Click on Help > About OPERA.

'@OWSITE - OPERA Hotel Version Info x|

MICros

OPERA

Installed Applications

Installation Date 20-dec-2018
OPERA PMS Version 5.5.0.20(7)
OPERA SC not installed
OPERA QMS not installed
OPERA ORS not installed
OPERA SFA not installed
OPERA OX] Version 5.5.0.20(7)
Client RunTimes 5.5.0.20{7)

Configuration Mode OPERA - Default Mode

Forms VYersion 11.1.2.2.0

Database Version Oracle Database 11g Enterprise Edition Release 11.2.0.4.0
Database Language  AMERICAN

Client Language AMERICAN_AMERICA.UTFS

Oracle Technology programs procured from MICROS are subject to a restricted use license
and can only be used in conjunction with this application.

Credits Installl__ngl Close |

© 2020 Shiftd Payments, LLC. All rights reserved. Version 1.2
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The major version is seen in the About OPERA dialog box, but to find the patch installed, please follow the steps

below:
1. Open an administrative command prompt (steps depend on the version of Windows).
2. Set oracle_home parameter.
set oracle_home=D:\Oracle\1120
NOTE: Oracle Database might be installed in different locations. Change the command to point to the correct
location.
a. D:\Oracle\1120
b. D:\Oracle\11204
3.  Run opatch to show the version.
%oracle_home%\opatch\opatch Isinventory
4. Check the Patch description for the full Oracle Database version.

Command Prompt

Patch 18881811 applied on Wed Apr 25 16:35:28 EDT 2818
nigque Patch ID: 18233688
GCreated on 5 Mov 2814, B6:52:87 hrs PSTSPDT
Bugs fixed:
18881811

21469186

applied on Wed Apr 25 16:34:54 EDT 2818

Patch description: WINDOWS DB BUNDLE PATCH 11.2.8.4.18:¢2146%1

Bugs fixed:
168689786 .
17545847,
17618798,
14458319,
17842825,
17281159,
18182018,
18282562,
17936189,
17359618,
18966843,
18891859,
17336898,
16281493,
12484712,
18681683,
17332343,
16286997,
19479583,
18766812,
18191164,
172174582,
12688451,
13829543,
17819886 .
19698653,
18331850,
18765682,
17581491,
17296856,
17947785,
28583364,
17165204,
18489441,
17896018,
17798953,
183254608,
16368112,
18384391,
17781991,
19548182,
17357979,
14275161,
17389192,
18673342,

17716385 .
16842673,
16954958,
18191542,
18441944,
17881914,
16494615,
16983536,
20014326
19455741,
17853355,
18892127,
18689538,
18231782,
19949371,
16384983,
16863422,
173949508,
172586883,
17159489 .
19686562,
18641461 .
18199185,
18232462,
17238586,
16478836,
16943198,
16343493,
17591148,
14255128,
20408892 .
14657748.
148442608,
186880422,
19851468,
12646133 .
19478594,
19784663,
20582905 .
17694289,
28568611,
192450818,
12747748,
17786518,
17649265,

17348614,
18896714,
19358317,
19359219,
13955826,
16685417,
14846443,
18842982,
19181525, 17880436, 17265217,
18419778, 17925209, 17838476,
13498382, 17493764, 18834737,
7670413, 17987366, 19393542,

28118156, 17313525, 19558324,
28527778, 14285317, 15832129,
28832370, 17344412, 13949321,
14834426, 18852729, 20194181,
18134688, 16613232, 18673384,
17785632, 17186985, 17397545,
177640853, 17282639, 17889344,
20294666, 18893947, 16901385,
14761365, 18160822, 18@B4873,
18306996, 16994839, 16843574,
17865671, 16594815, 1852@351,
17570686, 17877323, 28613398,
18261183, 16633319, 16956386,
17824637, 18328589, 12985858,
18663316, 17898325, 17648316,
18554871, 18189836, 14623336,
182774%4, 16875449, 16863642,
17155238, 16249829, 19211724,
17882983, 18235398, 14320415,
16657961 . 15913355, 174360165,
164168578, 17622427, 175812%,
14678924, 18472224, 19896336,
12897813, 16683112, 14133975,
17831322, 12928592, 18841764,
18824745, 17532816, 13609098,
18362222, 18789496, 17851168,
18272135, 12611721, 17242746, 14525998,
16833527, 18846036, 17227277, 18886413,
18964939, 8886622, 17518275, 20331945,

18819257, 20730170, 7533888, 17783588,

17323683, 168627901, 17485685, 17681228,
194930856, 20185812, 18352846, 18316692,
18334586, 121527085, 17232814, 16818892,

16382883,
16543198,
186898287,
19168698,
19188927,
17311728,
16434236,
19126146,

18125929,
172588908,
16731148,
16878635,
19500064,
18262334,
17927204,
19532817,

182460845,
17214497,
17886578,
16571443,
18084625,
18729166,
14354737,
17238511,
17912217,
18331812,
14146298,
16187992,
18464784,
18199537,
15286647,
16870214,
28825533 .
17325413,
13991403,
17564992,
165453192,
14378128,
17587063 .
17231779,
17651484,
18767554,
12758971,
18143836,
17614134,
17164243,
18674465 .
17282229 .
1172091,
18868646 .
173368897,
16538768,
15861775,
17046468,

A6 2"

17835848
17618819
14764848
17215386
17336871
16194168
11883252
17682269
208127871
16399083
19220183
17156148
20245938
17481353
21191575
18633374
18111216
168320876
16542886
17754782
165796884
17752995
208874391
17886446
16778598
17921198
16198143
17551261
17775586
18244962
14682788
18428146
16315398
18399991
17721778
18241194
18456514
16422541
18999857
192281866
17868448
16296213
17449815
18317531
19955755
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PAYMENTS

Purge Credit Cards

It is recommended to purge old and unnecessary card data so that the migration is smooth and quick. This is run
during the night audit.

e  Ask users to check frequently used profiles for any expired and unnecessary cards, and delete them
manually.

e  Check if the purge routine is configured.

Verify that Purge is Configured

Log in to OPERA as manager or supervisor.

Click on PMS.

Select the resort and click Login.

Click on Setup > Application Settings.

Navigate to General > Settings > Purge Unnecessary Credit Cards.

ukhwnN e

Property [9TVSITE _!I |  Eunctions " Parameters % Seftings |

Group Mame Walue 2]

AR = LOGIN TO DISABLED PROPERTIES

BLocks MYSTAYMGR PROPERTY NAME

(CASHIERING NUMBER OF GRACE LOGINS 3

CATERING 020 DELETE PARALLEL S¥RS 2

COMMISSION ORACLE LISTENER PORT 1621

EMD OF DAY PRINT MESSAGE POPUP DURATION 3

EXPORTS FRIOR DAYS TO SYNC IN DATAMART 3

FROMT DESK PRIORITY FOR BI DATAMART MESSAGES MORMAL
PROPERTY LOGO OPERA PMS GIF

IFC PROPERTY TAX ID

MEMBERSHIP PROXY CREDENTIALS

PROFILES PROMXY SERVER

RATES PROXY SERVER BYPASS

RESERVATIONS FURGE BATCH PROC LOG DAYS 20

[ROOMS MANAGEMENT PURGE UNME “REDIT C ] 5

The number of days in which the credit card information will be remaoved in the case where no =
transactions or reservations are active.

-

Led

Capy Find Edit Close

6. Click Edit.

7. Type in the number of days before today for which you want to remove credit cards. Recommended: 30
8. Click Close.

9. Click Exit to close PMS.

10. Click on Utilities.

11. Select the resort and click Login.

12. Click on Utilities > Opera Scheduler.

13. Select the Not Running radio button. You should see the Purge Data purge routine.

© 2020 Shiftd Payments, LLC. All rights reserved. Version 1.2
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14. Verify the state is set to Scheduled. If the State is set to Disabled, you can enable it by clicking on the Enable
button on the right.

© Running b ] UserName ]3]
&+ Mot Running From Date I:IE I Inactive
Job 1d Title State RunsiFailed Last Run Mext Run Date 1=
B183i0 01523201356 (014237201406

APP_IND_UPD#1

PURG

ADD_CHAIN_TO_

Update walue for appliSCHEDULED
( HEDLULED
DISABLED

i ta purge

NC{Add Chain Code to R,

10

11/05M 5 02:00

1140515 02:00

Search |

Schedule

e

Enable

Disahle

4]

Detail

Long Desciptian

SUPERNISOR:

PURGE_DATA#1: Opera data purge
This routine is to purde data from Opera.

I+

Delete

Close

© 2020 Shiftd Payments, LLC. All rights reserved.
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Check Chain and Property Code

Click on Configuration.

el S

Log in to OPERA as manager or supervisor.

Select the resort and click Login.
Go to Setup > Property Interfaces > Credit Card Interface > General Parameters.

OPERA

© 2020 Shiftd Payments, LLC. All rights reserved.
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05/22/16

User Configuration
Application Settings
Report Setup

Menu UBL Setup
Tracklt

Mote Types

Document Templates
Locators

Message Eormats
Definable Managers Report
End of Day Seguence

Property Interfac
ral Parameters
Functionality Setup |

Reader Devices
Authorization Rules

Workstations
Erinters

Data Definition
Screen Design

Business Eyents
LDAP Canfiguration
License Codes L3

ontiguration
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PAYMENTS

5. Note the Hotel ID and Property ID of a site.
NOTE:
Hotel ID = COMP Code
Property = SITE CODE

&UPERA Configuration[Yersion 5.0, Service Pack 5.0.04.02/17] OTYSITE - Opera Demo Hotel, Small 05/22/16

"7 SUPERVISOR

Conl up
HotetD [0RI | Property [OTVSITE 2]

CC Reader Magtek

= A 7

Automatic Authorization Schedule
Active I

interval | Minutes

Check Wallets Folder

The database wallets are stored in subfolders in the following format:
<Base Folder>\<Product Code>\<Resort>

Normally the default directory is located in D:\Oracle\Admin\OPERA\Wallets, but sometimes it could be in a
different location. For example, for resort NHSEQ with product code S40, the wallet folder is:

D:\Oracle\Admin\OPERA\Wallets\S40\NHSEQ\

You can find the base folder by following the steps below:

1. Loginto sqlplus as opera by running the following in a command prompt.
sglplus opera/<password>@opera

2. Run the following command to find the wallets folder and make a note of it:
select o_http_client.get_wallet_directory() from dual;
3. Make a note of the base folder.

© 2020 Shiftd Payments, LLC. All rights reserved. Version 1.2
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PAYMENTS

Settle In house Guests

Ask the hotel to settle out any outstanding authorizations for in house guests. Outstanding authorizations will be
lost during conversion.

Settle Credit Card Batch

If the hotel is using Batch Settlement, the credit cards are stored in a batch settlement bin until it can be settled
out. It is best to settle out these cards before doing the UTG install as UTG will not know about these transactions.

NOTE: Please have the hotel follow the steps below to settle any credit card transactions. It is recommended to
go back at least 7 days or more and check for outstanding transactions.

1. Loginto OPERA.
2. Click on PMS.
3. Select the resort and click Login.
4. Click on Cashiering > Credit Cards > Settlements.
5.0, Service Pack 5.0.04.02/17]
NEILER Fooms Management AR Car
Billing
Fast Posting
Post It
|
Cashier Eunctions ¥
Cashier Shift Functions ¥
Passer By
uick Check Cut
5. Select date and click Search.
";’_.E OTYSITE - Credit Card Settlements
Transaction Date 0572616 | Falio Mo I:l ﬂl
[ Room[ |
X [Mame Room Folio Mo. [window |Credit Card Expiration Approval Amount ‘Transaction Date|_~]
Edit
Setile:
= Histary,
Total Amount on Hold Total Amount to be Settied Glose
© 2020 Shiftd Payments, LLC. All rights reserved. Version 1.2
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PAYMENTS

6. Select the transaction and click on Settle to settle any outstanding transactions.

Send EOD/Batch Close

Some Processors/Gateway might need a batch close message to be sent from OPERA to close the batch on their
end. Discuss with the merchant if this is needed and if they would like to send the batch close message.

To send the EOD,

Login to Configuration.

Go to Setup > Property Interfaces > Interface Configuration.
Select the old interface and click Edit.

Click on Send EOD.

Select the current business date and click OK.

kN e

Print Downtime Report

Please have the hotel print out their downtime reports so that they are ready to function without the PMS and to
have historical data.

Please ask the hotel to perform the following steps:

Log in to PMS.

Click on Miscellaneous > Reports.
Search for Downtime Reports.
Click OK.

Click Print.

LN E

Enable TLS 1.2 for WinHTTP and SChannel

Itis recommended that TLS1.2 be enabled for communication if it is supported. For the merchant to support
TLS1.2 they need the following:

e Windows 7 and Windows 2008 with patches can support TLS1.2.
e Oracle Database is 11.2.0.4.170531 or higher.

For newer Windows 2012 Server, TLS 1.2 is enabled by default along with other encryption. It is recommended to
disable the older encryption.

NOTE: It is recommended to create a Windows Registry backup or a Restore Point before implementing these
changes.

WinHTTP and Internet Settings for TLS 1.2

Automatic

Apply the latest Windows Update, and apply the Easy Fix from the links below. This will enable both WinHTTP and
Internet Settings support for TLS 1.2.

Windows Patches,

http://catalog.update.microsoft.com/v7/site/search.aspx?q=kb3140245

© 2020 Shiftd Payments, LLC. All rights reserved. Version 1.2
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PAYMENTS

Easy Fix,

https://support.microsoft.com/en-us/help/3140245/update-to-enable-tls-1-1-and-tls-1-2-as-a-default-secure-
protocols-in

Manual

Or manually create or update the DefaultSecureProtocols and SecureProtocol registry entry in the following path:

WinHTTP Support for TLS 1.2 to Windows Registry
Create a DefaultSecureProtocols entry in the WinHttp sub-key below and set it to,

e DWORD value of a00 to enable TLS 1.1 and TLS 1.2 support.
e DWORD value of 800 to enable only TLS 1.2 support.

For 32-bit computers:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\WinHttp

DWORD name: DefaultSecureProtocols

DWORD value: 0x00000a00 For 64-bit computers:
HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\WinHttp
DWORD name: DefaultSecureProtocols

DWORD value: 0x00000a00

Internet Settings Support for TLS 1.2 to Windows Registry
Create a SecureProtocols entry in the Internet Settings sub-key below and set it to,

e DWORD value of a00 to enable TLS 1.1 and TLS 1.2 support.
e DWORD value of 800 to enable only TLS 1.2 support.

For 32-bit Computers:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings

DWORD name: SecureProtocols

DWORD value: 0x00000a00

For 64-bit Computers:
HKLM\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Internet Settings
DWORD name: SecureProtocols

DWORD value: 0x00000a00

SCHANNEL for TLS 1.2 (Windows 7 and Windows 2008R2)

Create Enabled & DisabledByDefault entries in the appropriate Client sub-key below and, set the DWORD value to
0 to disable the sub-key or 1 to enable the sub-key.

© 2020 Shift4 Payments, LLC. All rights reserved. Version 1.2
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Disable SSL 2.0 Client
HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\SSL 2.0\Client
DWORD name: DisabledByDefault

DWORD value: 1

DWORD name: Enabled

DWORD value: 0

Disable SSL 2.0 Server
HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\SSL 2.0\Server
DWORD name: DisabledByDefault

DWORD value: 1

DWORD name: Enabled

DWORD value: 0

Disable SSL 3.0 Client
HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\SSL 3.0\Client
DWORD name: DisabledByDefault

DWORD value: 1

DWORD name: Enabled

DWORD value: 0

Disable SSL 3.0 Server
HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\SSL 3.0\Server
DWORD name: DisabledByDefault

DWORD value: 1

DWORD name: Enabled

DWORD value: 0

Disable TLS 1.0 Client
HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS 1.0\Client
DWORD name: DisabledByDefault

DWORD value: 1

DWORD name: Enabled

DWORD value: 0
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Disable TLS 1.0 Server
HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS 1.0\Server
DWORD name: DisabledByDefault

DWORD value: 1

DWORD name: Enabled

DWORD value: 0

Disable TLS 1.1 Client
HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS 1.1\Client
DWORD name: DisabledByDefault

DWORD value: 0

DWORD name: Enabled

DWORD value: 1

Disable TLS 1.1 Server
HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS 1.1\Server
DWORD name: DisabledByDefault

DWORD value: 0

DWORD name: Enabled

DWORD value: 1

Enable TLS 1.2 Client
HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS 1.2\Client
DWORD name: DisabledByDefault

DWORD value: 0

DWORD name: Enabled

DWORD value: 1

Enable TLS 1.2 Server
HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS 1.2\Server
DWORD name: DisabledByDefault

DWORD value: 0

DWORD name: Enabled

DWORD value: 1

© 2020 Shift4 Payments, LLC. All rights reserved. Version 1.2
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Enable TLS 1.2 Communication

There are several OPERA components that check the IE and Java Settings to see if TLS 1.2 is enabled, such as the
OXI Processor Windows Services (Uses IE Settings) and GetID operations from OPERA Ul (uses Java Settings). The
Internet Explorer settings must be updated to allow TLS 1.2 so that the OXI services will make the proper
connection. Please see their appropriate documentation to enable these settings.

© 2020 Shiftd Payments, LLC. All rights reserved. Version 1.2
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Installing UTG

Install UTG Software

Opera Bridge Installation and Support Guide

Download and run the installer for UTG software. Please refer to the UTG Installation and Configuration Guide.

Configure OPERA Interface

1. Addthe “OPERA” interface to API Interfaces.

Universal Transaction Gateway® TuneUp

Station Name Default

Save Cancel

Express WUBLNICHERSS Devices Offline Mode  4Go

Advanced Options Data Center

Interface

=
—_——

TCR/IP

HTTP

TCR/IP 551

HTTP 551

REST

UTG4Cloud ®

UTG4Cloud ® S5L

Oracle Payment Interface (OPI)

2. Fill the dialog box as noted below.

a. The host address is the IP address of the OPERA server.

b. Select the TLS version:

i. Oracle DB 11.2.0.4 or lower: TLS 1.0

ii. Oracle DB 11.2.0.4.170531 (OPERA 5.5 or higher): TLS 1.2
iii. TLSis enabled on all WS and Server (see TLS section above)

c. Enter the site’s chain and property codes.

NOTE: The chain code is provided by Shift4, the property code is the resort code in Opera.

d. Select if you want to use SHA1 or SHA2:

i. Oracle DB 11.2.0.3: SHA1
ii. Oracle DB 11.2.0.4: SHA2
e. Click Generate Certificate.

© 2020 Shiftd Payments, LLC. All rights reserved.
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f.  Save both the oputg2.pfx and ewallet.p12 file in UTG2 folder.

DOpera Direct HTTP TLS 1.2+

Task Desciption  Opera

HostAddress | 109611178 .

Port (§ for hexy G064 1F94

SEL/TLE Minimum Yersion

' . .
S5L3.0 TLS10 TLS1.1 TLs12
(Mot (Mot

BIM Management and $tand In

() BIN Management (O stand In
Floor Limits 000 0.00

Cerificate

Chain Code Use SHAL Cerrificate

Property Code |

Generate Certificate

Receipt Options
columns 30 (& OK

C]Pnnt Blank Tip Line on Authorizations
C] Print Blank Tip Line on $ales

C] Suppress $ales Completion Receipts

g. UTG will display the ewallet password. Make a note of the password and provide it to the merchant.
NOTE: The password for the certificate will only appear once. It is the responsibility of the site to

record and manage that password. The installer will need this password for the rest of the
installation.

The Opera client certificate password is below, You need to enter
this passward in Opera.

Password: TW_pocck 3vFZ5rKa

This password will not be redisplayed. Please write it down and
store it in & safe location.

h. Click OK, | Wrote the Password Down.
3. Click OK.
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Add Devices and Lanes

4. Go to the Devices tab and add the required number of pin pads to UTG.
a. Select the device type, connection, and any communication parameter for the pin pad.
b. Enter the API Terminal ID. It is the last 32 of OPERA registered terminal ID and must be provided by
the site. One workstation ID must be provided per pinpad.
c. Enable MCE and configure it as per the requirement of the merchant.

Add Device - + x
Device Name FinPad
Device Type Ingenico iSC250 RBA w

APl Termninal 1D wsspdnoperaopi3d.mnllab.local 583
Connection

O 3232 Address  10.96.110.53

O UTG stub

@ Direct TCRAP Port 12000 | ZEED
Timeaout

& &

Manual Card Entry

I\:/I Enable MCE Required Optional Disabled
tovode | @ O
Street Mumber O O '@'
Ziptode O @] ®
Minimum Digits |9 (3 Maximum Digits 32 (=)

| BIM Range Overrides

Additional Options

[V] contactiess Enabled
[CJEBT Cash Enabled
(J) EBT Food Enabled
(V] Bypass amount OK

Line Length 55
Beep Wolume 5
Debit Key Index 0

Amex Key Index 0 Private Label

T I

DCCTimeout 3 Cashback

Source Serial 801

Default Language English v

Reboot Time 4:00:00 Al -

]
k=]

Cancel

5. Click OK.
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Installing Certificates

A certificate is needed on the WS and Services that talk to UTG.

NOTE: It is recommended that this be done at the day of the install as it requires the current certificates to be
deleted.

Installing Certificates in OPERA Workstations and Services

Open Microsoft Management Console

1. Press the Start button on the windows desktop.
2. Click on Run... The Run dialog box appears.
3. Type mmc in the text box.

[ Sem mmore results

[ reeed " il dsidi | b

4. Press the Enter key or press the OK button. The Console 1 window displays.

Open User Account Certificate Store

5. Select File from the menu bar.
6. Select Add/Remove Snap-in... from the menu.

- [ ——
File | Actiom  View Foeventm Window  Halp o
|| v Codel
s Crn) | =
Seve s | —
Save AL B 1o shive in s vebw onsoie Root -
Mlgre dgtions ]
AddRemave Snap-in_. Cids
Optigng..

1 Wt spnemdZund
L BRI T

3 CWandewd eI devengere
4 W dowd dyibemiT seraces

it

.:me!'nu'.nidiwp-lm.ln-ﬂ romicren thers frnom the thap-in Sornoks.
A cx T e se—— —
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7. The Add/Remove Snap-in dialog box displays.

r..ﬂdd ar Fd:mweimp-;s e d “

Tou £an sslect snan-ns for S console fram those avalabis on your computer snd configure the selected est of snap-re. For
exterible snag-ro, you can gonfigure which extersions are enablied.

Snepn Vendor = B Canucie Root [ Estexensors... |
= heveX Contral Micrasaft Cor...

i sathorizaton Mansger  Micrasoft Cor...

PEIEE moncon s

& Component Services  Mirosoft Cor..,
& computer Mansgem,..  Microsoft Cor..,
g5 Device: Manager Micrasaft Cor....

1
S Deske Manapemant Microsoft and... I Mz
] Event viewer Microsaft Cer..,
] Fder Mcresalt Cor...
| Group Poloy Object ... Microsaft Cor...
BrscanityMonir  Mamoft Cor.
8 o seaurity Pokcy M. Microsaft Cor...
il s - ErT—

Dt
The Certficates snsp-n slows you to browss the contents of the certficate stores for yourself, 8 service, oF & Computer.

Lo [ coms ]

8. Press the Add button. The Add Standalone Snap-in dialog window displays.
9. Select Certificates from the list of snap-ins.
10. Click the Add button. The Certificates Snap-in wizard appears.

Certificates snap-in {

This snaap-n vl abways manage conficates for:
& My user account

Service account

Computer acoount

11. Ensure the option My user account is selected.
12. Press the Finish button.
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Open Computer Account Certificate Store

13. In the Add Standalone Snap-in dialog window, select Certificates.
14. Press the Add button. The Certificates Snap-in wizard appears again.
15. Select the Computer account option.

Certificates snap-in

Thes sniap-n vl always manage Cenficates for
My user pocount
Seniog Bocount

@ Computer account

16. Press the Next button. The final step of the wizard displays.
17. Ensure that the Local computer: (the computer this console is running on) option is selected.

Select Computer

Select the computer you want this snap-n to manage.
This snap-a will shways manags:
@ Local compuber: fhe computer this console is running on)

Aguhe Smgnle

Ao the sslschad compuler o ba changad when lsunching fom the command e This
onfy apphes f you save the conagle

18. Press the Finish button.
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Open Service Account Certificate Store

Opera Bridge Installation and Support Guide

NOTE: This is only required if there are services that will conduct transactions directly. For example, OPERA OXI

and OEDS services.

19. In the Add Standalone Snap-in dialog window, select Certificates.
20. Press the Add button. The Certificates Snap-in wizard appears again.
21. Select the Service account option.

22. Press the Next button.

23. Make sure Local Computer: (the computer this console is running on) option is selected.

I

| Certificates snap-in =

This snapn wil always manage cerificabes for
My user acoount

9 Senvice socount
Computer acoount

Select Computer

Select the computer you want Ehis snap-n to manage:
This snap-n wil shways manage
@ Local compuber: fhe computer this console is punring on)

Ancsher Compnber

Alow the sslacted compuler o be changed when baunchng bom the command ine. This:
oy appbes I you save the conacis
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24. Press the Next button. The list of services in the workstation is displayed.

Aocthekcor B3 foamine x
Certificates smap-in '
Fe—— -
Epienct & porvce oot 8 muanage on B kool comgter
Eilt Extresiin
St el
Hiteeisl Swe bieriate Sefvie
e IFIC Conins
Dipas Indmefaca bor
P Lty Servee
Dpdvemzs dirveri
O pches apsn VS "k Sarvics
Duacle Pyocars Marage [OPERARET
D 'l o P cxcholed arnanger [0 _DWFLA_ PR _sbiorwnd_ B0 T1
Dy ‘o'l hpoes pH S0y Mo arvngest ([0 _DRA_ 127 o
Dapciie 1 00 E WS L it
LS ]
T
Back et Carcal e
o Caneed

25. Select the Oracle Service that deals with credit card data. Some common interfaces are the OPERA OXI and
OEDS services.

26. Press the Finish button.

27. Repeat for any other services that will perform transactions.

Verify all Windows Stores Are Open

28. Click the Close button on the Add Standalone Snap-in dialog window.
29. Verify that you now have three certificate entries in the Selected snap-in section of Add/Remove Snap-in
dialog:

e  Certificate — Current User
e Certificates — (Local Computer).
e C(Certificates — Service (<Service Name>) on Local Computer

30. Press OK to close the Add/Remove Snap-in dialog window.

Overview of Certificate Installation Steps
The UTG certificates will have to be installed in multiple certificate stores.

1. Remove all old and expired certificates.

2. Load certificates under Console Root - Certificates (Local Computer) under Trusted Root Certification

Authorities — Certificates folder.

Repeat the same steps under the Console Root — Certificates (Current User).

4. Repeat the same steps under the Console Root — Certificates - Service (<Service Name>) on Local Computer.
This is only required for interface servers like OPERA OXI and OEDS.

w

Import Certificates in Computer Account Certificate Store

Back in the Consolel window there will be three new entries under the Console Root folder in the left panel that
corresponds to the certificate snap-ins you just created.
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1. Expand the Certificates (Local Computer) entry under the Console Root entry.
2. Expand the Personal and Trusted Root Certificate folders. Each of these folders has a Certificates folder within.

R Fde  Action Veew Favontes Window Help
e @ 860
) Console Root .
4 [ Cartifozstis « Curvent Lipar
a ] Parsonal
Covtefs abes
# | Tosted Rect Cotfacation Authontees
Cefriates
| Enterprive Trust
1 Intermediste Certification Authorities
| Active Directory User Obgect
| Tneted Publshers
1 Ungrusted Cerdificates
| Third-Party Root Certification Authorties
| Tneted People E
i'| | Othver People
1 Centificate Ensoliment Requests
1 Smart Card Trusfed Roods
4 [gf Certifecates (Local Computer)

Hame

_J; Certifuc st - Cument User
Caf Centificates [Locsl Computer)

Mete Actions 3

| | Persomal
| a ] Tnsted Roct Conifation Authontses
I Cemtiicates
| Enterpriie Trust
Irteimechite Cortdhication Authortie
1 Tosted Publskers
| | Ursrusted Cedficates.
f | Third-Pasty Root Cetfication Suthories
| Touted People
| Other People
| St Card Tnusted Roots =
=
3. Check for any old UTG certificates in each of the folders and delete them.
4. Right-click the Certificates folder.
5. Select All Tasks from the menu.
- ™
& L Cf'Mi'Z““':L“':" Computer) gl Microsoft Authenticodeitm) Ro...
1 Persosisl X CilMicrosolt Roct Authority
« & T'“E"’;‘w Cartification Authorities [CaMicrogaty Roct Certificate Auth..
. Ceifscatr= — 2
| Eterprise T Al Tasks b mpoe e
For | | + P
1 Untrusted Co Heve Windew fnom Here wie Premium Sefver CA
. Thind-Party B : wie Premium Senver CA
Trusted Peog Mew Taskpad Yiew... kete Brienary Root CA
| Other h‘nplt Relresh wilie Tlﬂ'lﬂ'l.rll'l'lﬂllﬂlg Ca
I SmartCard T pepet List.. uu
Trusted Root Certification
Hep —
6. Select Import. The Certificate Import Wizard displays.
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e Vi bt

Certificate Import Wizend

Liarry meve about D b

Speofy the e wou warnl 1 oL

Motr: More B one cer Efcate can e ploned in a mngle Se i S Followng format:
Personal information Exchange - PCS. 012 [ 091,010
Cryphographel Memags Syt Panded- PECE 57 Corvlosies (PTE)
My paott Sensloed Cervlionte Siore (55T)

o Back

Browee. .. |

Mt = Caruel

8. Press the Browse button. The Open dialog window appears.
9. Navigate to the folder where you saved the certificate files.
10. Click on the drop-down arrow in the Files type selection box and change it to ALL files (*.*)
11. The certificate files will now be visible in the file window.
12. Select the client certificate file ewallet.p12.

]

Program Files

]

Frogram Files (x£

|| certpassword.txt

ProgramData s quid. png
Sameers latest ) libeay32.di
B L shiftd [ oputaz pix
EMY .
4] ssleayaz.di
Pending
=M ez || UTG - Copy.json
archive B - UTG.json

7/15/2020 1:50 PM

117/2020 1:44 PM

11/5/2018 10:03 AM
10/16/2020 4:03 PM
11/5/2018 10:03 AM
4/17/2020 11:51 AM
10/16j21

( J 7) [T~ Computer - LocalDisk (C:) ~ shit4 - UTG2 ~ ~ &) [Seachura o
Organize = New folder = - 0 @
2l ame - Dats modfied Tvpe [ES | B
=18 Computer
58 LoralDisk (€) archive 1/15/2020 1:33PM File Folder
& :
Fidelio Device Updates 10/14/2020 1:57 PM File folder
MICROS Phase T 2/3(2020 1111 AM  File folder
L_old Phase 11 3/4[2020 1055 AM File folder
B M50Cache Trace 10/19/2020 35LPM File folder
e foldsr Update: 10/24/2019 11:35 AM il folder
orade
P B certpassword. png 3iSf2020 1532 PM PHG mage 6kB
® | Paflogs
Text Document 148 b

rsonal Informatia. .
PG image 13KB
Application extension 1,339K8
Persanal Informatio... 3KB
Applcation extension 0KB
JSOH File 13KB
ISON Flle: 128 -

File names [ewallet pl2

= [ Files ¢ =l
o

7|

13. Press the Open button. The Open file dialog window closes.
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14. The path to the file now appears in the File name field in the Certificate Import Wizard.

Certificate Import Wizard

File to Import

Specify the file you want to import,

|

File: narne:

CAShifthUTG2 \ewallet, p12 Browse, .. I

Mote: More than one certificate can be stored in a single File in the Following Formats:

Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Synkax Standard- PKCS #7 Certificates {.P7E)

Micrasoft Serialized Certificate Store {.55T)

Learn more about certificate file Formats

< Back Mext = Cancel

15. Press the Next button. The Password wizard page displays.

Certificate mport Wizaed ]

Patrmond
T maintain security, Bhe privade key was protected with a password.

Ty the piigword for thee privade ey,
Pasgword:

——

Mark this key 85 exportable. This wll slow you bo bads up or rareport your
ey a1 8 later B,

o Inchude ol exterded proper Ses.

Leam more about petectng o

ctack | Mt > | Cancel

16. Enter the password. (Remember that the password is case-sensitive.)
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17. Press the Next button. The Certificate Store wizard page displays.

F — -
Cartificate Ieport Wizard é

| Certificuie Siore
Certificate siones ace System areas whene cortdcates are bept.

Wirkowd con sutomabically select & oertificate stone, of you can spedify & lncaton for
the certificate

& Atomatically select the certficate store based on the type of certificate
Place ol cerifcabes in the following slore

18. For service accounts, please select Place all certificates in the following store. For others please select
Automatically select the certificate store based on the type of certificate.
19. Press the Next button. The Completing the Certificate Import Wizard page is displayed with a summary of the

work done.

20. Press the Finish button. A dialog window will display stating The import was successful. Click OK.

.

Certificate Import Wizard

0 The import was successful.

Import Certificates in User Certificate Store

21. Expand the Certificates — Current User entry in the Console Root window.
22. Expand the Trusted Root Certification Authorities and the Personal folders under the Certificates — Current

User entry.

23. The Certificates folder displays only under the Trusted Root Certification Authorities folder. (Steps follow to

add the certificates folder to the Personal folder below).
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24. Repeat steps 1 - 20 in the section entitled Import Certificates in Computer Account Certificate Store —in the
Certificates folder under Certificates — Current User.

25.
26.
27.

i Fie.
-

Acticn  View Fevortes  Window  Help
’.E Ol==H
Personal -

Trusted Root Certificafion Authorities
1 Cemificates

baued To
ﬂ.]_ﬁrmtﬂumm.cm

_ Enterprise Trast

~ Intermnediate Certification Authornities

. Active Directory User Object

| Trusted Publishers

| Unitrusted Cerilicaies

| Thard=Party Roct Certifscation Axtharitess
| Trusted People

Other Pecple
Certifeg ate Enncliment Reguetti
Senart Card Trugted Rasti

# G Centdficetes (Local Computer)

4

Pericnal
| Cemificates

| Trusted Foot Cetihication Aughonties

| Certificafies

© Enterprise Trast

© Intermediate Certification Suthornties

. Trusted Publishers

~ Untrusted Certificates

_| Third-Party Foot Certifecation Sauthorities
~ Trusted Pecple

| Other People

~ Cenart Caed Trusted Books

~ Trusted Devices

_Windows Live I Teden fsuer

Pericna stone contird 1 certifscate,

Issaed By Actions
i Muerchantlink Resot Certdication Authoety =
More .. b

Right click the Personal folder under the Certificates — Current User entry.
Select All Tasks from the menu.
Select Import from the options on the next menu. The Certificate Import Wizard displays. Repeat steps 1 - 19
in the section above entitled Installing Certificates in OPERA Workstations and Services.

| 2 Comole Root = || Cibject Type
& (gl Cenificates - Curtent Uer
a | Peroeal Thare are hie fems 1o thew = B
a | Truste Find Certificates... E
. m:; Al Tasks ' Find Certificates...
:_ |:1be1'rr Wirw ¥ Request Mew Certificats...
1 RGNS o Window from Here Import_.
Teuste
1 Untrus Mew Taskpad Veew... Advanged Opeistions [
1 Third-
| Truite Fefresh
| Othes Export List..
1 Certifi
| Smart i
a (¥ Cemilicates (Local Computer)
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28. Expand the Certificates - Service (<service name>) on Local Computer entry in the Console Root window.
29. Expand the Trusted Root Certification Authorities and the Personal folders under the Certificates - Service

(<service name>) on Local Computer entry.

30. The Certificates folder displays only under the Trusted Root Certification Authorities folder. (Steps follow to

add the certificates folder to the Personal folder below).

31. Right click the Personal folder under the Certificates — Service (<service name>) entry.

32. Select All Tasks from the menu.

33. Select Import from the options on the next menu. The Certificate Import Wizard displays. Repeat steps 1 - 20
in the section above entitled Import Certificates in Computer Account Certificate Store.

-' File  dchon ':'lm- Fevontes ‘Window Help
(s | =[O0 == HED

Cornole Root

& [of Certificates - Curront Uper

F] Fremomal
i Truste Find Certificabes.
- Al Tasks
Enteip
Irvberer

Winfray
i

Mew Windew Frem Here
Truite

| Untrus Mew Taskpad Vapw...
1 Third-

Truste Fefresh
| Cther Expo List..

Certifi

St Help

a [ Contlicates (Local Computer)

Dibject Type

Thepig a6 g Aibma 1S jhdew i EH

Fend Certadficated...

Regquatet Mew Certificate..
Irepat .

Advarced Opentions b

NOTE: Please select Place all certificates in the following store in the Certificate Store step

Verify Certificates Are Installed in Certificate Stores

To view the loaded certificates, you may need to right click each Certificates folder and press Refresh from the
menu. Ensure that each location below has an entry for the certificate:

Console Root
a. Certificates — Current User
i Personal
1. Certificates
ii. Trusted Root Certificate Authorities
1. Certificates
b. Certificates (Local Computer)
i Personal
1. Certificates
ii. Trusted Root Certificate Authorities

1. Certificates
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c. Certificates - Service (<service name>) on Local Computer

i Personal

1.

Opera Bridge Installation and Support Guide

Certificates

34. Save your work by selecting File from the menu.

35. Select Save from the menu.
36. Close the Consolel window.

Installing Certificates in Oracle Database Wallets

Overview

OPERA uses Oracle database as backend. The certificates have to be installed in the Oracle Database Wallets for it
to properly communicate with UTG.

This wallet is normally used to do the following transactions.

e Additional authorizations
e CCfinal on checkouts
e Authorizations on tokens

e End of day (Batch Close) transactions

Version and Interface differences

The location of wallet has changed over the years based on the type of interface used. Normally the wallet is

located in the following locations.

Interface

Wallet Location

Password

Classic CCW (Non vaulted)

D:\oracle\admin\OPERA\wallets

Application Settings > General >
Settings > Default Wallet Password

UTG & LTV (Vaulted)

e Non cluster:

D:\oracle\admin\OPERA\wallet
s\<Product Code>\<Resort
Code>

e (Cluster: D:\oracle

\admin\<Cluster
Node>\wallets\<Product
Code>\<Resort Code>

e For OPERA 5.5.20 and lower,

password is located in
Application Settings > IFC >
Settings > Wallet Password

e For OPERA 5.5.20 and higher,

password is located in
Configuration > Setup >
Property Interfaces > Interface
Configuration > <Select the
interface> > click Edit >
Navigate to Custom Data Tab >
Wallet Password
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Terminology
Product Code = It is the product code of the interface in the interface configuration of OPERA.
Cluster Node = Database cluster node, found in RAC environments.

Resort Code = Site code.

Steps to replace the certificates in OPERA database

The steps for certificates are similar between versions of OPERA, but the location of the wallet and password could
differ as noted in the previous section.

1. Create wallet folder location on the database server.
D:\Oracle\admin\OPERA\wallets\S40\<RESORT>\

2. Copy ewallet.p12 generated earlier to the folder above.
3. Make an auto login file (cwallet.sso).
a. You can do this with the Oracle Wallet Manager, but make sure you are using the correct version of
the Wallet Manager that matches your database version.

i. Open Oracle Wallet Manager
ii. Make sure the version of the Wallet Manager matches the database. You can do this by
going to Help > About.
iii. Click Wallet > Open. If you get a prompt stating that the default wallet folder does not exist,
press Yes to continue.
iv. Browse to the wallet folder location. (See Version and Interface Differences section for
location)
v. Type in the wallet password, and click OK.
vi. Click File > Auto Login
vii. Click File > Save

b. You can also run the following command in the administrative command prompt for 11.2.0.4:
D:\ORACLE\1120\bin\orapki wallet create wallet
D:\Oracle\admin\OPERA\wallets\S40\<resort>\ewallet.p12 -pwd <password> -auto_login

4. Update the security permission of the files. You can run the following command in the administrative
command prompt:
cacls D:\oracle\admin\Opera\wallets\S40\<RESORT>\*.* /e /g everyone:f

5. Update the password in OPERA.

Extra Steps to Import Other Certificates in Database Wallet

It might be required to import additional certificates into the database wallet. This database wallet is used by the
database to communicate with other interfaces and systems.

To import a certificate into the wallet, either use the Oracle wallet manager or the orapki tool.

1. Open Oracle Wallet Manager.

2. Make sure the version of the Wallet Manager matches the database. You can do this by going to Help > About.

3. Click Wallet > Open. If you get a prompt stating that the default wallet folder does not exist, press Yes to
continue.
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Browse to the wallet folder location. (See Version and Interface Differences section for location)

Type in the wallet password, and click OK.

Click on Operations > Import Trusted Certificate.

Browse to the certificate and click OK.

Click OK again to close the dialog box.

Update security permission of the wallet by running the following command in an administrative command
prompt.

LN UL A

cacls D:\oracle\admin\Opera\wallets\S40\<RESORT>\*.* /e /g everyone:f
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Configuring OPERA

Stop Extra Services

It will be necessary to stop extra OPERA interfaces at this point. These are normally installed as services on their
respective servers. Some examples of interfaces are,

e  OXlinterfaces: these are named as OPERA Interface for <Interface Name>
e OEDS interfaces: these services have OAP or OWS prefix

NOTE:

e Make a note of the services stopped so that they can be started.
e Some OEDS services have to be started in certain order. Look for start and stop scripts on desktop.

Create CCW Interface

1. Open Configuration from the OPERA login screen.

micrOS" Full Service

Welcome,
Opera Supervisor
o

Schema Production PMS Sales & Catering

i —
Dulele End of Da ocCIs

Spelichecker
7Y Get Acob| ORS OGM
s Reader e
Registered Terminal | SEAR @ ORMS

VFPMS2K8SS01MLI milab loca
1.499533349

Configuration Utilities

Available Sessions

2. Go to Setup > Property Interfaces > Interface Configuration

8 0PERA Configuration[ version 5.0, Service Pack 5.0.04.02/17] OTYSITE - Opera Demo Hotel, Small 05/22/16
Reservations Profile Rate Management Cashiering AR Commissions Exe Property  Exit
ofiguration
Application Settings
Report Setup
Menu UBL Setup
Tracklt

Note Types

Document Templates
Locators

Message Eormats
Definable Managers Report
End of Day Seguence

Int nfiguration

Credit Card Interface

Workstations
Brinters

Data Definition
Sereen Design

Business Eyents
LDAP Configuration
License Codes »

onTtiguration
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3. Disable any current CCW Interface.

a.

®oooo

Select the interface.
Click on Edit.
Uncheck Active.
Click Save

Click Close.

4. Click New and fill out the information as follows and click OK.

SO oo oo

IFC Type: CCW

Name: Shift4 Bridge

Product Code: S40

License code: any number

Hotel ID: Same as found under “Credit Card Configuration Setup”

URL is always the IP and port of the UTG. For example, https://10.96.111.35:8084

@IFC Wieb Canfiguration - Mew
IFC Type * Marne [Shiftd Bridoe |
Product Code Hotel ID [WAULT |

License Code (123456739 URL |http5:ﬁ192.1EB.1.50:8084| oK

Close

5. Make a note of the Interface Number on the top left side.
6. Further configure the interface

o

S -

Increase the timeout to 190 or higher.

Click on the drop down for Machine and select an Interface Server.
Select Send AR Auth Type.

Select Allow CC Cancel Transactions.

Select Enable Resend.

Select CC Vault Function.

Select Send End of Day.

Select Send Enhanced Fields.

Select Stored Value System if site is using Shift4 gift card.

Select Create SV during Checkin if site is using Shift4 gift card.
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k. Select SV Redeem Trx if site is using Shift4 gift card.

Interface # 129

IFC Type Product Code Menu type |:|A| Menu name | | License Code
Shifit4 Bridg | Machine [vFPMS2KESSOIMLI > contraller Port Wersion l:l

Interface 1D IFC:8 Product Code l:l Program | & fideliotifc8iifcs exe ~| whe Port Cashier ID
I7 active it [ DisplayIFG | Autostat  PathiD [1 | Timeout [210 | MsgEspiresater | I~ Use Data Through

XML Configuration General |CIasso_fService| Import Rooms | Translation |

V' Send AR Auth Type

¥ &llow GO Cancel Transactions
V' CCvault Function ¥ Send End af Day ¥ send Enhanced Fields Log
[~ Enable Resend

[ Enahle DB “erification
I Enable Failaver

URL [htlps:if 52.168.1.50.5084 Test

[V Stored Walue System Send EQD
[V Create 5% during Chackin T Show Stored Yalue Pin

Device AI Show SY Tren |Opera Transaction ;I
SV Redeem Trx 99497 1|

Failover URL |

Room Translation
S
Search I VI
Mew

From I 'l
Ta I 'l Edit

= Celete
-

Save Close

NOTE: Make a note of the Interface Number on the top left side of the interface.
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Application Settings

1. Go to Setup > Application Settings.

& OPERA Configuration[Version 5.0, Service Pack 5.0.04.02/17]

OPERA

Credit Card Vault

Profile  Rate M; Cashieri issi External 5

DTYSITE - Opera Demo Hotel, Small
Property Exit

User Configuration

eport Setup
Menu URL Setup
Tracklt

Mote Types

Document Templates
Locators

Message Eormats
Definable Managers Repont
End of Day Seguence

Property Interfaces

Workstations
Printers

Data Definition
Screen Design

Business Eyents
LDAP Configuration
License Cgdes »

ONTIg

This step could be different depending on the version of OPERA.

1. Navigate to IFC > Functions > Credit Card Vault.
2. Click Edit.

& oPERA Configuration]Version 5.0, Service Pack 5.0.
Profle Rate M

Propery [OTVSITE 2| ‘

& Eunctions

OTVSITE - Opera Demo Hotel, Small

Cashiering AR Commissions Extemal Setup Propery Exit

C Parameters

Opera Bridge Installation and Support Guide

uration

73 OTVSITE - Application Seflings

© Settings ‘

CASHIERING I
CATERING
COMMISSION

e X | Name a

[END OF DAY
EXPORTS
FRONT DESK
(GENERAL

IFC
IMEMBERSHIP
PROFILES

RATES
[RESERVATIONS
[ROOMS MANAGEMENT

iActivate Credit Card Vault Functionality

Edit Close
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3. SelectY.
4, Click OK.

Chip and Pin

1. Navigate to IFC > Parameters > Chip and Pin.

& OPERA Configuration[¥ersion 5.0, Service Pack 5.0.04.02/17] OTYSITE - Opera Demo Hotel, Small 05/22/16
Profile Rate M: ieri i External Setup Property Exit

73 OTYSITE - Application Seftings
Property [OTVSITE | 2] ‘  Eunctions  parameters  geftings |

= Name 2]
= ADVANCED AUTHORIZATION RULES
ALLOW GIFT CARD CASHOUT ‘
CC NUMBER NOT MANDATORY FOR RESERVATIONS
CHIP AND PIN
DISPLAY HOUSE BOOTH CALLS
DISPLAY KEY SCREEN
DISPLAY KEY SCREEN UPON CHECKIN
ERONTIDESK DISPLAY VALUED PROGRAM DURING CHECKIN
CENERAC X | GIFT CARDS
IFC POST EXCLUSIVE TAX AS ITEMIZER

! MULTIPLE GUEST ROOM KEY
RESTRICT KEYDATACHANGE AT CHECKIN
RESTRICT KEYS FOR RESERVATIONS NOT CHECKED-IN
STORE CHECK DETAILS BY CHECK NUMBER ONLY
SWAP REFERENGE AND SUPPLEMENT

[BLOCKS
CASHIERING
(CATERING
COMMISSION
[END OF DAY
EXPORTS

PROFILES

RATES
RESERVATIONS
ROOMS MANAGEMENT

Activate Chip and Pin Functionality.

Find Close

2. Click Edit.

3. SelectY.

4. Click OK.

Configure Vault Specific Parameters

This step can differ depending on the version of OPERA.

e For OPERA 5.4 or lower, this setting is in the application setting
e  For OPERA 5.5 or higher, this setting is in the Custom Data tab in the interface configuration

OPERA 5.4

1. Navigate to IFC > Settings
2. Configure the settings as noted below.
a. Wallet Password: <UTG generated password>

b. Credit Card Vault Chain Code: HOTEL ID
c. Credit Card Vault ID: <Interface Number>
d. Credit Card Vault Max CC Processed: 50
e. Credit Card Vault Timeout: 120 or higher
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f.  Credit Card Vault Web Service URL: <OPERA API URL and Port>

& OPERA Configuration[Version 5.0, Service Pack 5.0.04.02/17] OTVSITE - Opera Demo Hotel, Small 05/22/16

Profile Rate M
78 SUPERVISOR

Cashiering AR Cos

External Setup Property Exit

73 OTVSITE - Application Settings

Property [OTVSITE +| ‘

© Eunctions  parameters

©gatings |

Group
R Al
BLOCKS

(CASHIERING
CATERING
COMMISSION
[END OF DAY

AUTOMATIC AUTHORIZATIONS PRINTER
CC AUTH PROC STOP CHECK INTERVAL
CREDIT CARD PROMPT

CREDIT CARD VAULT CHAIN CODE
CREDIT CARD VAULT ID

EXPORTS
FRONT DESK
GENERAL
IFC

CREDIT CARD VAULT MAX CC PROCESSED
CREDIT CARD VAULT TIMEOUT

CREDIT CARD VAULT WEB SERVICE URL
DEFAULT POSTING ROOM

MEMBERSHIP
PROFILES

ENABLE FAILOVER
EXTERNAL TIMEOUT

FAILOVER URL

FLAGS

KEY INTERFACE TIMEOUT
KEY RESPONSE

RATES
RESERVATIONS
[ROOMS MANAGEMENT

(Credit Card Vault Web Service URL.

OPERA 5.5

1. Go to Setup > Property Interfaces > Credit Card Interface > Interface Configuration.
Select the UTG interface and click Edit.
Click Custom Data tab.
Configure the settings as noted below.
a. VAULT_CERT_CHAIN_CODE: HOTEL ID
b. WALLET _PASSWORD: <UTG generated password>
c. VAULT_ID:<Interface number seen on the top left side>
d. VAULT_MAX_CC_PROCESSED: 50

PwnN

e

B QPERA Configuration[Version 5.5.0.20(7)] QTYSITE - Opera Deme Hotel, Small 02/07/09
wingow
\@IFC wieb Configuration - Edit =
FoTywe 000 |+ | Product Gode L] ] Menutpe | ] [ Menu nams [ | e
Name [UT6 Machine [vSSFONORID: | Controller Port Version[ |

Intertace 1D [1L0: ] IFes Product Cote Prograr [ eioviesire e 5 Vi Port[5800 Casterm[ o9 8|

I ActiveYN T DisplayF¢ [ Autostat  PathID Tirmeout Msg Expiresafter [ | I” Use Data Through
XML Cenfiguration General | Class ofSenice | Import Rooms | workstation Setun | Transation custom Data |
UserDeined Value -
HTTP_USERNAME
HTTP_PASSWORD
WAULT_CERT_CHAIN_CODE vaULT
NAULT_D m
WAULT_MAX_CC_PROCESSED 50
WALLET_PASSIWORD ]

[Room Translation

| searn
seach| |
Fom[ -]
New
o 4 T T =
| gee

|
o e o] & e[ LREE] ]

5. Click Save.
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Disable Manual Entry

Opera Bridge Installation and Support Guide

The hotel can disable manual entry of the credit card in the OPERA application and only use the EMV pin pad
device or other P2PE device. They can do so by changing this configuration in OPERA.

Users will be greeted with the following dialog box if the card is manually entered.

& MicrosPaymentApplication

@ Manual entry is not allowed.

To disable manual entry please follow the steps below,

1. Go to Setup > Application Settings.
2. Go to General > Parameters > Restrict Credit Card Manual Entry.

GE AL

IFC

FROFILES
RATES

FROMNT DESK
MEMBEREHIP

RESERVATIONS
ROOMS MANAGEMENT

Praperty _!I |  Eunctions = Parameters  Gettings |
G _______ w | Mame =]
AR ¥ | EMHAMCED OPTIONS MANAGEMENT

M ¥ | FLOOR PLAM

% ¥ | GRANT IMNDIVIDUAL PERMISSIONS

ZATERING IATA LIPLOAD

w KEEP REP_COMNT_MERGE FILES

% LOGIN LANGUAGE

FHPORTS LOGIN TIMEQUT

QOBICLIENT SETUP

QBISIZING UTILITY

X | OPERAMYER LINKS

ORMS TRIAL ACTMATE

POLICE INTERFACE

® | RECEMNT USED RECORDS MEMU

REPORT WATERMARK

AL EMTRY

Activates restricting manual entry of credit card numbers from a non-encrypted device

|»

4

Copy Find Edit

Close

3. Click Edit.
4, SelectY.
5. Click OK.
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Credit Card Functionality Setup

1. Login to OPERA Configuration

2. Go to Setup > Property Interfaces > Credit Card Interface > Functionality Setup.

a. Select Online settlement.

b. Select Manual Authorization Notification.

c. Select Force Auth. During Check In / Interactive Auth. Window to only allow check in if there was a
successful authorization.

d. Select drop down for Chip and Pin and select all the cards you want to configure for pin pad
transaction and Click OK.

"7 SUPERVIEOR

& oPERA Configuration[Yersion 5.0, Service Pack 5.0.04.02/17] OTYSITE - Opera Demo Hotel, Small 05/22/16

VSITE -
Global Rules

¥ online Settlement I” Temporarily Stare Offline Settlements
I™ Batch Setilement ¥ Manual Authorization Notification

I™ Send Total Tax in Settiements I™ Activate Installments

I™ Credit Card Type CheckiUsages

W Night Audit Remote Authorization

I™ Blackiist Card Check

¥ Force Auth. During Check In / Interactive Auth. Window

Card Specific Rules

W muthorization at Check-In Types [VAMC AXDC,DS,GIFT CARD 8
V¥ Authorization Reversal Allowed Types |VA‘MC.AX‘DC‘DB‘G\FT CARD | !|
¥ authorization during StayDeposit Types [¥&,MC A%,DC DS,GIFT CARD |;|
W Authorization Settlement at Check-Out  Types [ice ]il
W Deposit C\VW2 Check Types [VAMC AXDC,DS,GIFT CARDJCE | |
¥ Deposit Address Verification Types [VAMC AXDC DS,GIFT CARD,JCB | &
W chip and Pir Types [VAMC,JCB.DC,08 AX | ]

0K Close

e. Select drop down for Authorization Reversal Allowed and select all card types and click OK.
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IDTECH swipe installation instructions

1. Login to OPERA Configuration

Opera Bridge Installation and Support Guide

2. Navigate to the Setup->Property Interface->Credit Card Interface->Reader Devices

wperty 1 Opera Demo Multi Hotel

06/14/11

N Database Property Quality Mgmt Comp Accounting  Exit

User Configuration
Application Seftings
Report Setup
Track It

Mote Types

Document Templates
Locators

Message Eormats
Definable Managers Reportt
End of Day Seguence
Timezone Setup

Froperty Ir

Workstations
Printers

Data Definition
Screen Design

Business Ewvents
LOAP Configuration
Litense Caodes
Wirtual Mumbers

Deliwery Status Codes
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Sy

3. Click the NEW button

Opera Bridge Installation and Support Guide

'ZEE OTYEITE - Reader Devices

Reader Mo. Description =1
1 Magtek Standard
2 Encrypted Magtek Sled-Dynamag
3 Dynamag IPAD KE swipe PM 21087008
4 Dyhamag IPAD KE swipe
DTECH 10-KEY
I e
Edit
Celete
~1 Close

4. Then populate the form per the swipe requirements

Description — name of swipe
Track 2 separator - ;

Exp. Date Start character - =

Name Separator - A

End of Track Separator - ?

Secure Reader — Check the box
Start Data Separator — (leave blank)
End Data Separator — (leave blank)
ET1 Position — (leave blank)

ET2 Field Position — (leave blank)
KSN Field Position — (leave blank)
Encryption Format Code — 34
Software ID — IDTECH

Format Type = IDTECH

O3 3T AT TS@E A0 Q0 T

Reader No. — Next available reader #

VSITE - Reader Devices - Edit

Reader Mo.

Track 2 Separator l:l

Exp. Date Start Character l:l
Secure Reader ¥

Start Data Separator l:l

ETI FieldiDiPositon |

KSN FieldiDiPosition ]

Sofhware d

Description |[ELERIVEHEN
Narme Separator
End Of Track Separatar

End Data Separator l:l
ET2FieldiD/Positon |
Encryption Format Code
FormatType oTECH =]

Close
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5. Click OK to save and close.
6. Click Close to close reader configuration.

Workstation Setup

1. Click Setup > Workstations.

FSOH - Property 1 Oper.a Demo Multi Hotel 06/14,/11

User Gonfiguration
Application Settings
Report Setup
Track It

Mote Types

Document Templates
Locators

Weszage Eormats
Definable Managers Report
End of Day Seguence
Timezone Setup

Froperty Interfaces

Brinters

Data Definition
Screen Design

Business Events
LOAP Configuration
License Codes
wirtual Murmbers

Delivery Status Codes
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2. Select the workstation and click on Edit.

Station | Diescription |
Station Ciescription ;l
OGTSAPY403.0GTSDOMINT.21 T42640GTSAPYVA03. OGTSDOM INT.21 7426840
OGTSSHELLS OGTSSHELLS
OGTSSHELLS US MICROS IMT. 26467 0GTSSHELLS US MICROS IMNT. 264676223
OGTETESTO4.192549165 OGTSTESTO4.192549165
OFERADEMOSALES OFERADEMOSALES
PANY30 317217624 PANY30 317217624 Print Tasks
PCW304.388513113 PCWS04.388513113 : v
PL7081047 MLMET.LOCAL 30884440/PLTOS1047 MLMNET.LOCAL 305844402 =
SAM SAM i
UNDEFINED UNDEFINED Lelzie
VEPMS2KBSS01MLLMLLAB LOCAL 49VFPME2KBS501 MLLMLLAB.LOCAL 48953335449 _l Close

3. If the workstation also has an IDTECH device, select Swipe Reader Attached and click the drop down for
Reader No, then select IDTECH and click OK.

| searcn |

Station Station [VFPMS2ZKESS01N

Fing| %
DETSAPYA03. Description [VFPMS2KBSS01N
OGTSSHELLS _ =
oGTosnELLs | Sine Reader Attached 7 ! Fem——
il 4 *|
OGTSTESTOM. Reader o (B 1 Magtek
OPERADEMOS 2 Encrypted Magtek
PANW3I0.31721 | Aftach Print Tasks from 3 Magtek DynaPro
PoWEN1 3005 Default Key Encot 4 Magtek Dynamag P/N#21087008
BL7031007 M 5 IDTECH 10-KEY
SAM
UNDEFINED UNDEFTNED
YFPMSZKESE01 MLIMLLAR LOCAL 49YFPMS2KESS01MLLM

1 | H

Eindl Ok I Qancell

4. If the workstation has EMV pin pad, select Chip & Pin Device Available.
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8 OTWSITE - Workstations

station | o Search |
Bl "7 O TSITE - Wiarkstations - Edit
Station Station [URsE 301 MLLWLLAB. LOCAL 49 49
OGTSAPY403. Description [VFPMS2K85501MLI MLLAB LOCAL 499533348
OGTSSHELLS
" | Swipe Reader Attached M . Chip & Pin Device Available ¥
oo CR— [ ]
OGTETESTOS, Reader Mo = Software [d
OPERADEMOS
FAMY30 31721 | Attach Print Tasks from | |A| Erint Tasks
POWE04 3545 Default Key Encoder configured _—
I ey
PL7081047 WL _
oK | Cloge | Edit

ey =
UNDEFIMED TRDEFTHED Delete
VFPMSIKESS0TMLIMLLAB LOCAL 49YFPMSIKESS0TMLI MLLAB LOCAL 499533348 || Close

5. Click OK.

6. Repeat the above steps for all workstations that need configuration.
7. Click Close to close out of Workstations.

8. Install the UTG certificate as noted in the certificate installation step.
Install DLL

For WS,

OPERA 5.5 or higher, the easiest way to reinstall this file is to install the OPERA Jinitcheck addon as administrator.
It can be downloaded by navigating to the URL below on a WS.

1. Navigate to, https://<OPERAURL>/InstalllinitCheck.exe.
2. Save and run as administrator.

OPERA 5.4 or lower, check if the dll is located in the following location. Copy it from D:\Micros\Opera\Tools\Vault
folder on the server if needed.

e  C:\Program Files\Oracle\jinitiator 1.3.1.25\bin

For OXI, this DLL will need to be manually copied to the OXI binary folder. The DLL is located in
D:\Micros\Opera\Tools\Vault folder on the server.

NOTE: In a 64-bt OS you will need to use a combination of the 32-bit DLL and the 64-bit DLL in specific locations on
the OXI Server, as different components have different requirements. You MUST put the correct dll in the right
location because 64-bit programs cannot load 32-bit DLLs and vice versa.

32-bit Java Library Locations

e  C:\Windows\system32
e C:\Windows
e  C:\Windows\System32\wbem
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e  C:\Windows\System32\WindowsPowerShell\v1.0
e  D:\ORA\1120client\BIN (default 32-bit Oracle Application Server Home)
e  C:\Program Files (x86)\Micros-Fidelio\OXChange\OXA

64-bit Java Library Locations

e  D:\ORA\MWFR\wIserver_10.3\server\native\win\x64

e  D:\ORA\MWFR\wIserver_10.3\server\bin

e  D:\ORA\MWFR\modules\org.apache.ant_1.7.1\bin

e D:\ORA\JDK\jre\bin

e  D:\ORA\IDK\bin

e D:\ORA\MWFR\11gappr2\BIN

e  D:\ORA\MWFR\11gappr2\opmn\bin

e  D:\ORA\MWFR\11gappr2\opmn\lib

e  D:\ORA\MWFR\11gappr2\perl\bin

e D:\ORACLE\1120\BIN (11.2.0.3 DB only, exists only on DB server, applicable only for Single Servers)
e D:\ORACLE\11204\BIN (11.2.0.4 DB only, exists only on DB server, applicable only for Single Servers)

Verifying Chip Transactions and Installation

Itis important to run a test transaction after installing the OPERA Bridge. A transaction should be run from a PIN
pad and verified in Lighthouse Transaction Manager as “Card Present.”

The following transactions should be run and confirmed during the installation:

e GetToken (adding a card to a reservation)
e Authorization
e Settlement

Bulk Tokenization

It will be necessary to convert the current credit cards in the OPERA system to tokens. This is done by the bulk
tokenization process.

To do a bulk tokenization, please follow the steps below. These steps might be different depending on the version
of OPERA.

Check and Backup Table

1. Count number of cards to be tokenized in name$_credit_card table.
select count(1)
from name$_credit_card
where purged_yn ='N'
and credit_card_number like '~%";
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2. Backup the name$_credit_card table by running the following as OPERA database user.
create table name$_credit_card_backup as select * from name$_credit_card;

Conversion

Log in to OPERA as manager or supervisor.
Click on Utilities.
Select the resort and click on Login.
Click on Utilities > Convert Vault CC Information.
Click OK.
a. For OPERA 5.4,
i. Click Test.
ii. OPERA will ask to verify the URL, click OK.

Noukw

7p8 OTYSITE - Credit Gard Vault Gonversion
Credit Card Vault Conmversion Status
} Test
Tahle Mame s =
URL entered here will be used only for conversion process
httpsir1 0.96.111.35:0084 Brz fuif
o Auth
oK gies Futlre GG
= : i : Conyen GG
| | Close

iii. OPERA will run a heartbeat test. If everything works it will show Passed.
b. For OPERAS.5,
i. Click Cfg/TestDB.

@RESDE - Credit Card Vault Conversion
Credit Card Vault Conversion Status —_—
Table Name Total Records  #Processed % Complated  |Status EhiasH
Log
Test Client
Ere Auth
C/l Auth
Future CC
Conyert CC
Close

ii. OPERA will pull the information from the configuration done previously and ask you to
confirm it. Click OK.
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@OT\ISITE - Credit Card Yault Conversion
Credit Card Vault Conversion Status
Table Mar @Setup Farameters estDB
Log
Credit Card Yault Chain Code 215 | =t Client
— Credit Card Vault Timeout [120 |
Credit Card Wault\Web Service URL |hﬂps:ﬁ1 0.96.111.35:8084 | le Auth
— 11 Auth
— Ok Cl
= | ahe | ture CC
vert CC
| | | ‘ Cloge

iii. Type in the default source certificate location (default: D:\Oracle\Admin\Opera\Wallets) and
the certificate password, and click Apply.

NOTE: For multi property uncheck the Apply Default to All Resorts and type in the certificate
location and password below.

¢ Certificate Location
Default Source Cetificate Location | IV Apply Default to All Resorts
Default Certificate Passwaord | | Apply I
Resort Source Certificate Location ]Certiﬁcate Password el
SHELL D:\PropertyWallets\MPG\SHELL\ewallet.p12 BEERRERARRER

[«

oK Close

iv. Click OK to start configuration.
v. Opera will configure the ACL and show the dialog box below, click OK.
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OPERA

@ Configuration i

x|

= done successiully,

vi. You can click on the Log button to check for any errors.

linuxstv1.ft.mic

‘erforming Heartbea

Performing Heartbeat test for OPERA on 1425 The wallets directory or the certificate

' Configuration Setup Log
[LogiD [Host Message Suggestion |Error YN insert Date [«
112 linuxstv1.ft.mic***FAILED*** Y 12/08/14 11:51 AM

12/08/14 11:51 AM

linuxstv1.ft.mic

Performing Heartbeat testfor O9SMALL1 on 1

12/08/14 11:51 AM

linuxsiv1 ft. mic

linuxstv1 ft mic

Performing Heartbeat test for 09SMALL3 on 1
Performing Heartbeat test for RESDE on - Pa

12/08/14 11:51 AM

12/08/14 11:51 AM

linuxstv1.ft.mic

Mot copying wallet to wallet path. The copy pa

12/08/14 11:51 AM

103

linuxstv1.ft.mic
linuxstv1.ft.mic
linuxstv1.ft.mic

Walletin O9SMALLZ does not exist, attemptin
Wallet directory /u00/apploracie/operaiwallets,
\Wallet directory in O9SMALL2 does not exists,

ZZZ(Z(Z(< (< [<|&

12108/14 11:51 AM
12/08/14 11:51 AM
1210814 1151 AM | =]

Message

Suggestion

Performing Hearlbeat test for 09SMALLZ on 14259 -
Failed - 14259
ORA-28759: failure to open file

- hitps:itvivar. merchantink.com:8184 -

permissions or wallet corruption

The wallets directory or the certificate cannot be found. Also, file

Close

vii. Click on Test Client.
viii. Click OK to confirm the URL.

@OT\ISITE - Credit Card Yault Conversion

Credit Card Vault Conversion Status
Tahle Mame [Total Records  [#Processed [ Completed  [Status SEEER
| Log
@Cmversion URL Test Client
LIRL entered here will be used only for conversion process
Ere Auth
QK Cloze
il Auth
Euture CC
Canvert G
Close

ix. MICROS Payment Application will open. Type in credit card information and click OK.
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MICROS Payment Application [3.17,2.3] .

Cradit Card Mumber |

Credit Card Expiry Date |

Card Holder Name |

X. OPERA will run a tokenization test and return Passed if successful.

8. If Pre-Authorization is enabled, click on Pre Auth, this will initiate a pre authorization for currently pre-
authorized reservations.

9. Click OK once it is one.

10. Click on C/1 Auth (Convert In house guests) to convert credit cards attached to reservations in house currently
into tokens.

11. Click OK once it is done.

12. Let site know that they can resume regular operation at this time, but they will not be able to process future
credit cards.

13. Click Convert CC to convert the rest of credit card data to tokens.
NOTE: If the hotel is large with lots of credit card data (name$S_credit_card table exceeds 700000 records),
please run the Future CC and select the resort and arrival date in future you want to convert.

14. Click Yes when it prompts Have you done the Pre Auth and C/I Auth transactions?

15. Click Yes when it prompts This will start converting the Credit Card Data. Do you want to proceed?

16. Click OK when Conversion is complete dialog box shows.

17. If tokenization is successful drop backup table by running the following command as OPERA database user. If
there are failed tokenizations please escalate
drop table name$_credit_card_backup

Start Extra Services

Start all the extra OPERA interfaces that were stopped earlier. These are normally installed as services on their
respective servers. Some examples of interfaces are:

e  OXlinterfaces: these are named as OPERA Interface for <Interface Name>
e OEDS interfaces: these services have OAP or OWS prefix

NOTE:

e Double check that the services stopped earlier are started.
e Some OEDS services have to be started in a certain order. Look for start and stop scripts on desktop.
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Appendix A: Installation Troubleshooting
Oracle Database Errors

ORA-28759: failure to open file

The wallets directory or the certificate cannot be found. Check the location of the ewallet.p12. Make sure that it is
in the correct folder. Also double check that the wallet has FULL CONTROL for EVERYONE permissions. Ensure that
if S40 product code is in use, the folder used is S40.

ORA-29106: Cannot import PKCS #12 wallet

The wallet password in Application Settings does not match the password for the wallet. Double check your
password and confirm with Shift4 as needed.

ORA-29024: Certificate validation failure

Incorrect wallet password configured in Application Settings for that Resort. Go to Application Settings > IFC >
Settings > Wallet Password and input the password.

Problem also could be due to incorrect wallet being used. Please double check the wallet.

ORA-29223: Cannot Create Certificate Chain

There was a problem with the packaging of the P12 because the signing certificate is not in the wallet. Contact
Shift4 for a new P12 and password.

This can also be fixed by using the Oracle Wallet Manager to import additional root CA from the package provided.

ORA-28860: Fatal SSL Error

An ACL Profile exists but it is not configured. Assign Connection & Use-Client Certificate Privileges and assign the
Wallet Path.

Problem also could be due to incorrect wallet being used. Please double check the wallet.

Problem also could be due to protocol error. Double check the Oracle database can support the TLS version.

ORA-53203 Security Violation

Too many attempts were made to access the certificate with the wrong password. You can wait for the lockout to
expire or bounce the database.

Network Access Denied by Access Control List

No ACL Profile exists. Contact Oracle to create an ACL Profile, assign Connection & Use-Client Certificate Privileges,
and assign the Wallet Path.

WS or OXI Failing Tokenization

Things to check:

1. Make sure the user is using the 32-bit version of IE
2. Check certificates are properly installed.
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3. Make sure the cchttplib.dll is installed in proper location. This is automated in the newer versions of OPERA by
installing OPERA JinitCheck module. This can be uninstalled from Add/Remove Programs so a new version gets
loaded.

4. Check the logs in C:\MICROS and check the errors against knowledge base.
5. Make sure the HOTEL ID matches the O value in the certificate

6. Firewall blocking some part of the process.

7. Enable proper TLS 1.2 protocol if OPERA API is set to use TLS 1.2.

Check Logs

Additional logging is created on the C drive of every PC that has the Payment App open up in OPERA and the OXI
server.

The log file is located in the C:\Micros\Logs directory and is named CcVaultYYYYMMDD.xml. The OXI Processor Log
viewer can be used to view the log entries.

As a default, the logging will be set to ERROR, displaying only error conditions.

Check CCHttplib.dll file is installed

Check if the cchttplib.dll file is installed in all the locations noted in the DLL install section.

Common DLL errors

No Valid Certificate Found for <VAULT CODE>: Certificate could not be located. Make sure the Organization value
(0) value is the HOTEL ID on the certificate.

Failed - Code Mismatch (when reverting back to non-vault environment), correct Hotel ID in Credit Card Interfaces
> General Parameters > Hotel ID

ERROR IN DLL — USER CERTOPENSTORE 5 (ACCESS DENIED) or ERROR IN DLL - CERTOPENSTORE : 5 :

(WIN API CALL DID NOT RETURN ERROR TEXT): The OS User on the workstation does not have permission to
access the Windows Certificate Store, this is sometimes seen at sites where security is too restrictive. Work with
site IT to ensure that OS Users can access the certificate store where the Vault certificate is imported. The
certificate permissions can also be changed from Windows Certificate Manager.

HTTPSENDREQUEST : 12157: (WIN API Call did not return error text), error due to certificate incorrectly installed or
communication problem.

HTTPSENDREQUEST : 12185: This Window Error code means that the private key is missing or does not match the
certificate in the Windows Certificate Store.

HTTPSENDREQUEST — 12186: This Windows Error code means that the private key is installed but the user or
application does not have rights to access the private key. You may need to grant elevated permissions to the
directory where MachineKeys are stored or you may need to reimport the .pfx and .cer using Run as Admin. Also
grant permissions to the certificate for everyone in the certificate manager.

HTTPSENDREQUEST —--2146893016: This not a real Windows Error Code but it indicates a total communication
failure. This could occur due to a corrupt certificate or incorrect certificate being imported, OS is not configured for
the secure communication with the vendor or a DLL is not found in the location where OXI is looking. To resolve
redo, the CcHttpLib.dll implementation, Remove/Reimport Certificates and Implement OS permissions and
changes for TLS 1.2 communication.
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Check Certificates are installed

Make sure the certificates are installed in the proper location. The Organization "O" value in the certificate must
match the CC Vault Chain Code configuration in OPERA.

The steps outlined in installing certificates can be used to check if the certificates are installed.

Appendix B: Using OPERA EMV

Running Card Present Transactions

The main change from the perspective of the hotel staff with OPERA Bridge is how transactions are to be run.
Please see the “How to Run Transaction in Opera with UTG” document for those steps.

Check-in from the Reservation Details Screen
There are generally two ways to check guests in Opera PMS.

e  From the Reservation Details screen and,
e  From the Front Desk Arrivals screen.

Step 1 -Setting the Payment Type

e To perform a proper EMV transaction from the reservation details screen, the clerk needs to change the
payment to CP (Chip and PIN).
e This can be done from the drop down arrow, or by just typing CP in the window.
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Step 2 —Initiating the Chip and PIN Window

e Once CPischosen, the credit card on file (usually from the reservation booking) disappears.

e  Once the Payment Type has been set to CP, the clerk needs to press the OK button at the bottom right of
the screen.

Bxt
—.A*.—J CEMOATL - Arrivals - Confirmation No. 14138752
Arrivals
IIMOATL - Reservation 14138752 DUE IN
vy Name | 1% 104-995-7548 Agent
e FirstName [Norma | Email | | =} Company
In House Group

Title +| Country [US | s Last Room ® 1406 +
— Souce| |

Pret Room # | |

Language € | #| wpfooz | #| pary | Contact | ]
Gt More F'mdsl O

Amival [07-25-18 |FE  Wednesday Res. Type [CC G| #| Guaranteed! CRSRes # [ 1=
nNights [1 | Market|H1 | #|TempOfice = TARecLoc| |
. Departure [07-26-18 |  Thursday Source [HM | #|HotelManag:  custommet. | |
| Adutts [27]  chilg [0 - - — e ——

{ Hi_ ;E

Disc. Amt. | | % | |

| No.otRms.[1_ ]  Upgrade | _ JEY e Reason
| Room Type [REKK 8| RrC Rax : ).
! ST

Room | E1 DM ™ ' e Specials [

{
§

HE Kt PB

H

Rate Code [FHsEco | & Reason TEM % — Comments [TEST BOOKING, % |
Rahl [V _“J Fixed Rate [ Billing Info IEQ Item Inv. |
Packages 8|  OPMSResContl Caller Name [T
o d:c:d ::lJ ; ~ GuestBalance | _0.00]
o e ] %] etali738 | Approval Code Comtact ik (BT
COMP Reason 2 o | Approvalam | || Conf "
| Profile Notes |

K1l

On g7.25.18 Updated By On p7.25-18

e DO NOT PRESS THE PAYMENT APPLICATION ICON TO THE RIGHT OF THE CREDIT CARD # FIELD.
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Step 3 —Activating the Payment Method Window

The clerk clicks Yes to confirm check in process.

Opera Bridge Installation and Support Guide

- Confirmation No. 14138752
@MO&TL - Reservation 14138752 DUE IN
Name | | %
First Name |

Title e | #| country Us | s EEE
I=|  wpfooa ||

Language |_E

= MoreFields]
Arrival [EERE |BE Wednesday
Nights 17|
Departure 0 -26-18 ﬁ Thursday

Aduits 27] chitd o]
No. of Rms. [1_ Upgrade | _]
| Room Type |[REXK *| RTC R&K | |
Room 0507 | & |ENEE DN
Rate Code FHSE{]U _J Reason [ITEN ITEm | &
__E_J Fixed Rate [
Packages :lJ OPMS Res Conf [
___ | Block Code _] oS
COMP Reason __! oo -—|

Email | [l
LastRoom# [1406 |

Pref. Room# r

Pay[ ]

Grou
Sourc

Res. Type |CC GjJ Guaranteed |

Source [HM _5] Hotel Manag:

Origin DR' JJ Direct Guest

Payment |C __J___j Cmp and

R
OPERA 3‘.3

; 'E Checkin guest I?

Cust

Di

3 ftem Inv. |
No

Calter Heme ()

.E'Ul

Contact

CRSRes. # =

TARecLoc| |

Specials |)s

Comments [TEST BOOKING] # |

contact into [

B L
L]

om Ref. |

scAmt| | % |—|
Reason

.J
mEN

Approval Amt. | Conf |

|_Comments_| Profiie Hotes | _DepositCxi

&1l

On 07-25-18

Updated By

On g7.25-18

Step 4 —Submitting a CP Authorization Request

e From the Payment Method screen, the clerk clicks OK to initiate a request for authorization.
e Notice there is no credit card attached.
e This action will light up the payment entry device (PED).
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e NOTE: a room must be assigned to the guest before any of this process can be performed.

EMOATL Reservation 14138752 DUE IN

@m -

First Name [Norma Email |
InHouse | : | . o= Last Room # [1206
Title
Guests 1 @m.m. Paymerltm

Language [©

Name MNorma

. Room T |3 9
::;:: %‘a Method O Payment [CP _ ] %] _|cnip andPin ’o:]:*{
Departure @ Credit Card No. =) - ,—|
Adults (@ | Child Expiration Date % |__|
No.ofRms. [T | i | = =
| | Room Type [E oK Close I -
Room [0507 als [+ | 2|

Rate Code IEI_I Reason |[TEM | s| CC Holder | Comments [TEST Booking ¢ |

Ct  More Feids

ol _| Fixed Rate [ Billing Info _J feminv.| x| |
Packages I:IJ OPMS Res Conf I~ B T ogg | CaterName i — |
Guest Balan
__ Block Code | 3 ey . contactinfo | |
17:28 \pp Code[ |

COMP Reason 13| [ Approval Amt. | | | cont|

[ MoPost |

1|

On g7-25-18 Updated By on g7.25-18

Step 5 —Acquiring the EMV Chip Data

e The Authorization window indicates that an authorization request has been sent to UTG, then to the PED.
e The PED should be lit and awaiting credit card insert.
e Thereis a 2 minute timeout for the guest to insert and process their card.
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e  After card insertion, the PED might prompt for the amount confirmation depending on the configuration.
The guest needs to press green Enter key to initiate the EMV transaction.

J 1 Gk 1| s | B @ ‘ H
Ext Reservations. Front Desk Cashiering Rooms. 48 Commissions End Of Day Miscelanesus
| B MOATL - Armivals - Confirmation No. 14138752
m g EIMOATL - Reservation 14138752 DUEIN
Fas Queus Name | %5 Phone | =i Agent
! Hes oo 1) First Name [Morma | Email | CW;':::;
B e oo R | commy =] <88 (TS g
Language = | +|  wP[ooz | ¢ ' Contact

Pay[ ]

Arrival [F7 2518
Nights D
Departure [07-20-18
Adults |2 | Chi
No. of Rms. r|
| Room Type |REXK
Room (0507
Rate Code [FHSE0D = |/
Rate 0
Packages [ ]
| (BockCode |8 0o oo Cose || Comactmto ]
COMF Reason l—_‘_l cio| Approval Amt. —| Conl| ¥
|_Comments ] Profile lotes | _DeposiCxi | Mo Post ]
il

Crested By npunn

| = g Accounts
fc

CHIMOATL - Authorization

Room
Messages

&

. 1.'E:iT B0k |||C1':_Lj

T

)

U TCATaTTCE

Authorization in Progress..

On p7.25-18 Updated By npunn On g7.25-18

Chip Transactions for Multiple Charges

e Precondition: the customer and chip card must be present to perform the following transaction.

e When adding multiple charges and to have them both chip read, create the multiple charges window.
e Change the payment type to CP.

e  Prefill in the Amt/Pct.

e Click the OK button.
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e Opera will send two authorizations, one after the other, to the chip reader to perform the EMV/chip
authorization.

Name \Ehezer LJ Fhune‘ ‘_...J Auem| |£
e [ 12 st e — T —
N E— Y - A —

ooy (21| tanguage =12 S
vel[ 1+l comat[ ¢
Mt Fields | Last Stay Last Room NMew Guest  Pref. R :l Last Rate
arrival (1271009 Tuesday Res. Type [o0 | o |creditcad¢| Discamt [ | w[ |
Nights || Market [ Leisure Remsan | #]
Departure [121 1709 |5 Wednesday Source 0I5 | + | Divect
+
aguns [ ] enis[ ] ] Origin A= Features -
hlo. of Rrms. I:l Paymont -'i 1 ' Specials *
| | Preferences (&
L *

Room Type [ I (o | CreditCard o, [ S A -
Room 1105 | #|™ o nt Methods
Rate Code ill- Fixed Rat

|Winduw ‘PayType Credit Card Expiry |Auth Rule/Amtf Pct ‘Name V\R Mo Swiped
Rate [ 92.00] | i cp 1 1.50[3herzer, Max |
Packages ] #| > T = = 2 = oehere x|
Blockcode | ¢| e 3 /. 7 N
2 3

. : ) )
5 p— —
L3} 4
7

Crested By SUPERYISDR  On 0271003 3

Chip Transactions from the Billing Screen

e Precondition: the customer and chip card must be present to perform the following transaction.

e  When performing a billing function, access the billing screen via Cashiering, and create the charge to the
guest.

e In the Payment screen, choose CP for chip.

e Any credit card information will be wiped from this screen.

e Then click Post.

e The Opera system will send a payment authorization request to the PIN Pad for the chip insert.

P nt Code 9100 AI cP

Currency +| Us Dollar

Amount usp

Credit Card @

2
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Check-in from the Arrivals Screen

e The Arrivals window shows all the “Due Ins” that are expected for that day.

e Opera provides a “quick access” button to check guests in directly from the Arrivals screen instead of
needing to access the Reservation window.

e All check in authorizations must have a room assignment before a transaction can be performed.

Step 1: Search and Display all Due In Guests

e  From the Arrivals window, press search to display all the guests who are due to arrive.
e  Guests who match these criteria will be listed in the grid on the lower half of the screen.
e Identify the guest you wish to check in.

Step 2: Check-in Guest

Once the guest has been identified, the clerk should press the Check In button on the right (shown).

'?;E LMFL - Artivals - Confirmation Mo, 6677328

Name FirstName [ |CRS NafTARec Lo | Searth

Compaw:] Comp. Ma, |:| CanfiCxd Mo, ] Advanced

Oroup :] Elack |:| Mem.Typefho. [ |2 | Claar
soce| | mvalFrom 032717 2 feid

pgent____ ] weamo [ ]

contact[ ] posmicede ] Communication

[* Name Room Room Type Amval  |Depanure [Rms |Prs  Status Imern. Level =]
PINPAD, TEST 209 EX 0327-17 |03-28-17 11110

WalkIn

Check In
/ Cance|

Req. Card
Profile

‘| | _’l_ Options

Edit

Close
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Step 3: Change the Payment Method to Chip and PIN

e After the Check In button has been pressed, the Payment Method window is initiated.
To perform a proper EMV transaction, the clerk needs to change the payment to CP (Chip and PIN).

Users can do this by the drop down arrow menu (shown), or by simply typing in CP into the Method of
Payment field.

n Narme [PINPAD, TEST ]
- B ——
Methoo OfPayment fva | &| [T visa
Creditcarano. [ |G| Payment Method

Fmd%
C
i Code IDescrlptlon I s
‘ MC Master Card
AX American Express
2 DS Discover Card
DC Diners Club
DB Direct Bill  City Ledger
L ICA Cash
CK Check
PMMT S
Chip and Pin 3
Name
Room [T k1|
Metnod Of Payment [P _#| _|cnip andPin
Credit Card No. | L=
Expiration Date |

oK Close
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Step 4 —Submitting a CP Authorization Request

Opera Bridge Installation and Support Guide

e Once the Payment Type has been set to CP, the clerk needs to press the OK button at the bottom right of

the screen.

e DO NOT PRESS THE PAYMENT APPLICATION ICON TO THE RIGHT OF THE CREDIT CARD # FIELD.

| - Payment Method

Name
Room 5 | &

pthod Of Payment :CF'

Credit Card No

Expiration Date

Step 5 —Acquiring the EMV Chip Data

e The Authorization window indicates that an authorization request has been sent to UTG, then to the PED.

e The PED should be lit and awaiting credit card insert.

e Thereis a 2 minute timeout for the guest to insert and process their card.

e  After card insertion, the PED will prompt for the amount confirmation. The guest needs to press Enter to

initiate the EMV transaction.

IIMOATL - Authorization
Anrhpetration
Pt CP
Credit Cast
Crusar Norma
Foom os07
Amount 1.00 USD
Authorization in Progress.. 3

Processing
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Troubleshooting Tokenization Issues

Viewing Tokens in OPERA

One of the first things that should be done when a tokenization issue is suspected is to verify the tokens on a
reservation. There are several ways to view the tokens.

Viewing a Token with a Single Card on File:

When a reservation has only a single card on file, the token can easily be accessed from the reservation by right
clicking and selecting Vault Token Id. The token will then be displayed in place of the confirmation number.

R OPERA PAMS | Yersion 500, Service Pack 5000500711 ] OTVSITE - Oipera Demao Hotel, Small

¥ Erareads
ey === The token displays where
ﬁ el T O the confirmation number
m tiouse e[ Jstme 18] was listed.
Guests Country l! Language | ilﬁ
T S — — O —
= Wore Fletd | LastStay [ | LastRoom [NewGues]  Pref.Am | | Lastrae | ]
E Assigrment Arbed (011200 | M) Wednasday Res. Type [0 |+ | Checkedin Dise. Amt Ja_ ]
@ Messages Hights E B Macket fv5_| | wholesaie Reason =
s Departure 0171500 | B Thursday Source 55| & | Passery
@ fraces ! Aduts [t ] chidfo ] 1 Origin [Oc_|_#| Dwset cal Fees[ s
=/ | [ 0. ofRms |: w@g_} specials [ | #|
g Wiske-up Calls [ | noom Type o mreE 2| Grect Card No. oao0sconc 0] ik Poterances [ | 8]
e Room[lie |+ Dhu €. Oste [1213 | T NoPost i N—
== I | | Rate Code [rito #[C Food Rate

Card Holdes | 5 Y
Rate [ 13800 _| L= o — [ 1
Pockages | 12| Mprolsnt [_______150.41] I PiniRate  Confemation ™
Block Code 2| ETA10.1 GuestBalance | noi 0 Toma [ .

Besy_stay_id
Right click and select Beservation_stitus

] Resy Mame ki
Vault Token id. \ fyaun Tokania |

Crombed By SiperviSoR 00 Qi Updated By SUPERVISOR P 010408

Viewing a Token with Multiple Cards on File:

There are two ways you can view token numbers on a reservation that has multiple credit cards on file. The first is
to use the Multi-Pay Window on the reservation and the second is to use the Change Log.
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Using the Multi-Pay Window:

Opera Bridge Installation and Support Guide

First access the multi-pay window from the reservation page. Right click on the card type of the credit card you
wish to obtain the token for and select Vault Token Id.

oo Wincow [Pay Troe. cm:!cm Expiry A RuidAmei Pt [Name MR N lSwined
Arpagmert Hestory
@__._ g Wn .’ L= (FIE] I | [perst |51 | 1
ﬁ Traces n
2 | 5
g Veneup Cals A
S Right click and select
Vault Token id. c
TS Clese
Comments 1 |
A S | |
CrestedBy SLPERVECR  On GMOITE  UsdetedBy SLERVEOR  On 0M02M6 _oppors | close |

Using the Change Log:

To access the change log, open the reservation and select Options, and then Changes. Select the record of the
authorization or payment and then click Details. This method is particularly helpful if a user is unsure of which card

was used on a particular transaction.

[ 5 oS [

oTng

User [SUPERVSOR

CREDIT CARD M
104 on 011 009

(FE MG, APPROVAL

Tema [ 31

WA - NC CREDIT CaF

Date [OTEINE
‘Staton ID (MLOPMSTHESSO1 WLLAB LOCAL 519132419

JEER CHANGED CREI

=16900 AR = 2009

PE=VA, VALLT TOKEM D B041 860781 490004, EXP. DATE=1215,
WAL CODE=0972
= Carsam, Johnmy, ROCH=!

') | COMFIRMATION # 216500, GUEST
WD 2|

| The Token ID is displayed
in the Log details.

F:m.s CREDIT CARD APPROVAL FOR AMOUNT=10.50 LSO, PATMENT
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Troubleshooting OXI Tokenization Issues

OXI stands for “OPERA Exchange Interface.” It is a module that allows a site to receive external reservation data.
For an OPERA site using tokenization, on rare occasions you’ll get the following warning:

mmassame Status

Enqueue From 7@ Enqueue To lim Mszg. Contains ’7
ge ID From #| MessagelDTo 2| & And C o
Module [ ] !] ! Stadus| ] £| I Whole word only [ Include rewiewed
Ext. Sys. Property | 3| Interface ID | 3|
ExtRefho. | |+ Piot | Puge | Search |

1. MESSAGES FROM EXTERNAL SYSTEM | 2. Messages TO External Systern |

X ilnlerfar.elD [EngDate  |Time :Pmnew .l'dsq ID__M_niuta Esiatus [ExtRef  |Process Stalus =
TRAVELCLICKI0-19-16  [1216:2110180  [203088 |RESERVATION |WARNING (304357988 PROCESSED
[TRAVELCLICKIO-19-16  |12.09:1810180 (203087 |RESERVATION |WARNING [304367142|PROCESSED
[TRAVELCLICKI0-19-16 12035510180 203086 |RESERVATION |SUCCESS [302535049|PROCESSED

TRAVELCLICKI0-19-16  [11:454910180 (203085 |RESERVATION |WARNING 304239086 PROCESSED
o 11:44:3110180 RESERVATION WARNING 304354021 PROCESSED
TRAVELCLICKIO-IS-16 [11:37:2010180 203083 |RESERVATION |[WARNING |304353070|PROCESSED
[TRAVELCLICKI0-19-16  |11:34:3410180 (20729603 RESULT SUCCESS PROCESSED |
EnrmmJ Exiract Ext | Regroc. Al I Errors and warnings I™ Optional Wamings
<7xmiversion = 10" encoding = UTF-§%> 2| [Ercode ErrorTest Type =
=7Label an tcard rec =

(credit cand nurmber and expiry dale are required for credit | w
Iift default for reservation type “4pm® is usad | w

101E0|RESERVATION|203034|SUCCESSY
==Resenation xmins="reservation fidelio 3.0
miReserationAcion="AD0"> d

lignaring credit card recard with type master as vaulted

Auto-display message: © Mone © XML O Edemal  Any Befresh | Reyiewed | Receivefile | Reprocess Close

In short this is what is occurring:

1. OXlreceives a reservation from a third party source.

2. OXlrequests a token from UTG.

3. OXI formats the xml message incorrectly causing the credit card to fail a mod10 check or there is a
communication failure to UTG

4. OXlinserts the reservation into the database defaulting the reservation to cash, since it did not receive a
token and cannot insert a non-tokenized number into the database.

This error is well known to Oracle and several different solutions exist, including a hotfix. One version of a solution
which does not involve a hotfix is summarized below:

Export the OXI interface SID data.

Uninstall the OXI Processor Shell.

Reinstall the OXI Processor Shell.

Re-import the OXI SID data with global settings.

Restart the 10GAPPR2ProcessManager.

Restart the OXI services.

Re-import the Shift4 provided P12 to certificate stores.

Acquire the latest version of CcHttpLib.DLL and copy it along the entire file path to
D:\oracle\10gappr2\jdk\bin.

9. Redeploy the OXISerlets.war file.

10. Reload the microsifc.jar & messageinterceptor.jar files.

11. If thereis a TLS 1.2 communication problem, apply the TLS 1.2 fix

NV AEWNE
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Shift4 does not deploy the fix for this, but it is good to be able to explain what is actually occurring. Please contact
Oracle to troubleshoot this in detail.

The only way to deal with this problem besides deploying one of the permanent fixes, is to have the site call the
entity that provided the card number (Expedia, Priceline, etc.), and have them give that card verbally to the site.

Oracle ACL

Oracle ACL should not be troubleshot by Shift4 as it involves multiple database changes to OPERA. If there are
problems with ACL, Oracle Technical Support should be engaged.

Appendix C: Rollback Procedures

CCW Interface - Non tokenized

In the event that an installation of OPERA Bridge fails on a site that already has an active CCW interface that is not
tokenized the rollback steps are as follows:

e Disable the CCW interface communicating with UTG.
e Enable the old CCW interface.
e Revert the following changes if edited:

Chip and Pin

Credit Card Vault

Batch settlement method
Functionality setup

O O O O

e If the site has a security certificate reinstall the original certificate that was in the OPERA wallet folder.

UTG does not need to be uninstalled and can continue to reside wherever it was installed. Once the URL is
reverted, no traffic will go to UTG. Likewise the Oracle Wallet does not need to be removed because once “Chip
and Pin” and “Credit Card Vault” are deactivated, the wallet will not be used.

CCW interface - Tokenized

In the event that an installation of OPERA Bridge fails on a site that already has an active CCW interface that is
tokenized, the rollback steps are as follows:

e Disable the CCW interface communicating with UTG.
e Enable the old CCW interface.
e Revert the following changes if edited:

o Chip and Pin
o Batch settlement method
o Functionality setup

e Reinstall the original certificate that was in the OPERA wallet.

UTG does not need to be uninstalled and can continue to reside wherever it was installed. Once the CCW interface
is reverted, no traffic will go to UTG.
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